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Van héa DevOps

01

Van hoa DevOps

DevOps khdng phai 1 tool — 12 van hoa + thuc hanh két hop Dev (phat tri€n) va Ops (van hanh) dé ship nhanh
ma van 6n dinh. Vong d&i chay lién tuc, feedback nhanh.

<« DEV (xay)

EDCERNEDEED

o vong lap lién tuc — feedback nhanh

OPS (van hanh) »

Thuat ngtr

Thuat ngir Nghia

DevOps Vin héa + thuc hanh néi Dev va Ops; tu dong hoa dé giao hang nhanh, an toan
CALMS 5 tru: Culture - Automation - Lean - Measurement - Sharing

Shift Left D3y test/security vé sém (Itic code) thay vi cudi

Blameless culture Su ¢ = mé xé quy trinh, khéng dé 16i ca nhan

You build it, you run it Team viét code tu chiu trach nhiém van hanh

Lean C3t lang phi, giao gia tri nho + lién tuc

Feedback loop Vong phan héi nhanh gitra cc giai doan

Continuous everything Cl / CD / Continuous monitoring — moi thir lién tuc

DevOps = ngudi + quy trinh + céng cu. Tool chi l1a phan ngon; van hoa chia sé va do ludng mai la goc.
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Linux & OS Fundamentals

Linux & OS Fundamentals

Nén mong ctia DevOps. Hau hét server chay Linux; container cing dua trén tinh nang kernel Linux (hamespaces

+ cgroups). Phai thao shell, process, permission.

Giai phau hé Linux

( )
Processes + Users
L quyén rwx - PID - signal - cron )
s ) Namespaces + cgroups
systemd (PID 1) i . .
o 7 ) ) c6 lap + gidi han tai nguyén
init - quan ly service/daemon - journal log ; .
_ J tinh nang kernel
( )
Kernel
L CPU - memory - filesystem - driver - syscall )
e ) N 5 q
= nén cua Container
Hardware Docker chi la wrapper
\ J

Package manager (apt/yum) - shell (bash) - SSH - /etc config - systemctl/journalctl la céng cu hang ngay.

Thuat ngir

Thuat ngir
Kernel

systemd

Process / PID
Signal

Daemon

File permission
Package manager
Shell

cron

Namespace
cgroups
Filesystem / mount
journald / syslog

env / PATH

Lénh hang ngay: ps - top -

Nghia

L6i OS: quan CPU, memory, filesystem, driver
Init (PID 1), quan ly service/daemon

Tién trinh dang chay, co6 ID

Tin hiéu diéu khién process (SIGTERM, SIGKILL)
Tién trinh nén (sshd, nginx)

rwx cho user/group/other (chmod, chown)

apt - yum/dnf - apk cai phan mém

Bash/Zsh — giao dién dong lénh

Lap lich chay job dinh ky

C6 lap view (pid, net, mount...) & nén container
Gidi han tai nguyén (CPU/mem)

Cay thu' muc, gan 6 dia

Log hé théng

Bién méi truong

systemctl - journalctl - df/du - netstat/ss : grep/sed/awk .



Programming & Scripting
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Programming & Scripting

DevOps tu déng hoa bang code. Bash cho viéc nhé, Python cho automation 16n, Go cho tool cloud-native,
YAML/JSON cho config khai bdo.

Ngon ngitr nao cho viéc gi

Bash Python Go YAML / JSON
glue - CLI - cron automation - tooling cloud-native tools config khai bao
thao tac file/process API - data - glue 16n CLI - binary tinh K8s - Cl - laC
script ngén < 100 dong ngén nglr #1 DevOps K8s/Docker viét bang Go + HCL (Terraform)

Ky nang kem: regex - Git - API (curl) - jg/yq - template (Jinja/Go tmpl)

Quy tac: tu dong hod viéc lap lai (eliminate toil), script idempotent, cé error handling + log.

Thuat ngtr

Thuat ngir Nghia

Bash Shell scripting — glue, CLI, cron

Python Ngon nglr automation #1 (tooling, API, data)
Go Cho CLI/tool cloud-native (K8s, Docker viét bang Go)
YAML / JSON Dinh dang config khai bao

HCL Ngoén ngit cdu hinh Terraform

Regex Khép mau chubi

ja/yq Truy van JSON / YAML ttr CLI

Template Sinh config dong (Jinja2, Go template)
Idempotent script Chay lai an toan, khoéng tao trung

Exit code Ma thodt O = ok, #0 = 16i
stdin/stdout/stderr Ludng vao/ra/Ii dé pipe

SDK / API client Goi dich vu cloud bing code

Quy tac: tu dong hoa viéc I3p lai (eliminate toil), ludn c6 error handling + log.
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Agile, Lean & Collaboration

DevOps 13 van hod — cach team t8 chirc cdng viéc quan trong. Agile (Scrum/Kanban) giao gia tri nho + lién tuc;
ChatOps dua thao tac vao kénh chat.

Kanban board + vong Sprint

( A4 N\ N\ \
Backlog In Progress Review Done

\ b Il | ,

Scrum: sprint 1-2 tuan - standup - planning - retro - velocity

Kanban: dong chay lién tuc + gigi han WIP. ChatOps: thao tac ngay trong Slack/Discord.

Thuat ngtr

Thuat ngir Nghia

Agile Giao gia tri nho, lap, thich irng
Scrum Khung lam viéc theo sprint (1-2 tuan)
Kanban Dong chay lién tuc + gigi han WIP
Sprint Chu ky 1am viéc ¢é dinh

Backlog Danh sach viéc cho lam

Standup Hop nhanh hang ngay
Retrospective Hop rut kinh nghiém cuéi sprint
Velocity T6c dd hoan thanh cta team

WIP limit Gidi han viéc dang lam cung ltc
ChatOps Van hanh ngay trong Slack/Discord
Ticketing Theo doi task/issue (Jira, Linear)
ADR Ghi lai quyét dinh kién trac

Tool: Jira - Linear - Trello - Slack/Discord - GitHub Projects.



Version Control & Git Workflows
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Version Control & Git Workflows

Nén tang ctia moi quy trinh DevOps. Cach team nhanh/merge code quyét dinh téc dé giao hang. Trunk-based
hop CI/CD lién tuc; GitFlow hop release theo 6.

Trunk-based (CI/CD hién dai) feature ngan (<1 ngay)

mais @ O

GitFlow (release theo 10)

main O —Q

-

L
_sefease
-

-

develop =

feature

Thuat ngir

Thuat ngir Nghia

Repository Kho chtra code + lich st

Commit 1 anh chup thay d6i c6 message

Branch Nhanh tach ra dé [am tinh ning

Merge vs Rebase Gop gilt lich st ré nhanh vs viét lai thing hang

PR /MR Pull/Merge Request — yéu cau gop + review
Trunk-based Nhanh ngin, merge vao main lién tuc (hop CI/CD)
GitFlow main + develop + feature/release/hotfix (release 16)
GitHub Flow main + feature branch + PR, deploy ngay
Monorepo vs Polyrepo 1 repo cho tat ca vs méi service 1 repo

SemVer Danh version MAJOR.MINOR.PATCH
Conventional Commits Quy uéc message: feat: fix: chore:

Tag Danh dau 1 maéc (release)

Tool: Git - GitHub - GitLab - Bitbucket.
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Networking & Protocols

DevOps phai hiéu dudng di clia 1 request & tang protocol dé debug, dat cache, bdo mat ding ché. Mét request
HTTPS di qua: DNS = TCP = TLS = HTTP.

Vong doi 1 request HTTPS

1. DNS 2. TCP 3. TLS 4. HTTP
= = =

tén mién - IP 3-way handshake handshake + cert req — response

Tang (mé hinh TCP/IP):
Application Transport Internet Link
HTTP/S, DNS, SSH TCP / UDP, ports IP, routing Ethernet, MAC

API Gateway / Reverse Proxy ding trudc app: dinh tuyén, rate-limit, auth, TLS termination.

Thuat ngir

Thuat ngir Nghia
DNS Phan giai tén mién = IP (A, CNAME, MX records)
TCP/ UDP Giao thirc tin cdy (b3t tay) vs nhanh khéng dam bao

3-way handshake
TLS / SSL
HTTP/HTTPS

Port

SSH

Reverse Proxy

API Gateway

Load Balancer
Firewall / NAT

OSI / TCP-IP model

SYN = SYN-ACK — ACK mé& két néi TCP

M3 hoa + xac thuc bing certificate

Giao thirc web; method GET/POST, status 2xx/4xx/5xx
Céng dich vu (80, 443, 22, 5432...)

Truy cap server an toan qua khoa

Pirng trude backend, dinh tuyén (Nginx)

Céng API: auth, rate-limit, routing

Phan tai L4 (TCP) / L7 (HTTP)

Loc traffic / dich dia chi

Phan tang mang (App—Transport—>Internet—Link)

Tool: dig - curl - nmap - Wireshark - Nginx - Envoy.

10
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Cl / CD Pipeline
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CI/ CD Pipeline

Cl (Continuous Integration) — tu dong build + test mdi khi push code. CD (Delivery) — code luén san sang, bam
nat maéi 1én prod. CD (Deployment) — tu dong 1én prod ludn, khéng can bam tay.

= S S I S

Cl — tu déng moéi commit CD — release

 Delivery = dung truéc Deploy, chd ngudi bam duyét.
e Deployment = miii tén Deploy chay tu déng, khong gidn doan.

Thuat ngir

Thuat ngir Nghia

Cl (Continuous Integration) Tu dong merge + build + test méi khi push code

CD (Continuous Delivery) Code luén s8n sang deploy; bAm nat thd cdng méi 1én prod
CD (Continuous Deployment) Nhu trén nhung tu déng lén prod, khong can bam
Pipeline Chuébi stage tu dong: build = test = scan — deploy
Stage / Job / Step Cac cap don vi trong pipeline

Build Bién dich source thanh thir chay duoc

Artifact San pham build (image Docker, .jar) luu & registry
Runner / Agent May thye thi cac job cla pipeline

Trigger Diéu kién kich hoat pipeline (push, PR, cron)

Cache Luu dependency dé build nhanh hon

Tool: GitHub Actions - GitLab CI - Jenkins - CircleCI - Argo Workflows.

12
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Artifacts, Registries & Supply Chain

Nguyén tic vang: build once, promote everywhere — build 1 artifact bat bién, diy cing né qua dev — staging =
prod. Bao vé chudi cung &rng chéng chén ma doc.

Build once, promote everywhere — cung 1 artifact qua moi méi truong

Build once Registry
_>

tao 1 artifact image:v1.2.3 (SemVer)
’ immutable + signed

— dev > staging > prod

Khong build lai méi env » dam bado "céi test = céi chay prod".

Supply chain: SBOM (ké khai thanh phan) + ky sé + provenance (SLSA) chéng chén ma déc.

Thuat ngir

Thuat ngir Nghia
Artifact San pham build (image, .jar, binary)
Registry Kho luu artifact (container/package)

Immutable artifact

Khong stra sau khi build; mdi version 13 1 ban

SemVer MAJOR.MINOR.PATCH cho version
Promotion Chuyén cling artifact 1én env cao hon

Build once Build 1 [an, dung lai moi env

SBOM Software Bill of Materials — ké khai thanh phan
Provenance / SLSA Chdrng minh ngudn géc artifact

Signing Ky s artifact chéng gia mao (cosign)

Supply chain security

Pinning

Bao vé toan chudi tir code — artifact = deploy

Khoa version dependency ¢é dinh

Tool: Docker/OCI registry - GHCR/ECR - Artifactory - Nexus - Cosign - Syft/Grype.

13
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Testing & Quality

Test tu ddng 13 cdng chat luong trong Cl/CD. Test pyramid: nhiéu unit (nhanh, ré) & day, it e2e (cham, dat) & dinh.

Test Pyramid

Loai test khac:
it-cham-dat
E2E * Smoke — build con s6ng?

* Regression — khoéng pha ci
/ Integration / * Load / Performance — tai

* Contract — khép API 2 bén

. = = .S ity — SAST / DAST
Unit (nhiéu nhat) ecunty /

nhiéu-nhanh-ré

Shift Left: test sGm trong pipeline, fail fast.
Pay réng (unit) nhiéu & nhanh; dinh hep (e2e) it & cham — can bang chi phi/dé tin cay.

Thuat ngtr

Thuat ngir Nghia

Unit test Test 1 ham/don vi nhd, isolated
Integration test Test nhiéu thanh phan ghép lai

E2E test Test lubng ngudi dung dau-cudi

Test pyramid Nhiéu unit, it e2e — can chi phi/do tin
Smoke test Ki€m tra nhanh build cé "séng" khéng
Regression test Pam bao khéng pha tinh nang ci
Load / Performance test Chiu tai, do throughput/latency
Contract test Khép hgp déng API gilta 2 service
Coverage % code dugrc test bao phu

TDD / BDD Viét test trudc / theo hanh vi

Flaky test Test Itic pass luc fail (khdong én dinh)
Mock / Stub Gia lap dependency khi test

Tool: Jest/Vitest - Pytest - Playwright/Cypress - ké6/JMeter - Pact.

14
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API Design & Management

Service giao ti€p qua API. Chon dung style (REST/gRPC/GraphQL) va dat APl Gateway truéc d€ lo auth, rate-
limit, versioning.

REST
resource + HTTP verb - phé bién nhat
\
APl Gateway e
Client —P auth - rate-limit —P gRPC
web - mobile routing - versioning L nhi phan - nhanh - serviceeservice
cache - quota r
GraphQL
L client chon dung field can - 1 endpoint

Hop dong: OpenAPl/Swagger (REST) - Protobuf (JRPC) - Schema (GraphQL)

Versioning (v1/v2) - idempotency - pagination - status code chudn 2xx/4xx/5xx.

Thuat ngtr

Thuat ngir Nghia

REST Resource + HTTP verb; phé bién nhat
gRPC Nhi phan, nhanh; hop service<service
GraphQL Client chon dung field, 1 endpoint
API Gateway Céng: auth, rate-limit, routing, cache
OpenAPI / Swagger Déc ta hop dong REST

Protobuf Pinh dang schema cho gRPC
Versioning v1/v2 dé khéng pha client ci

Rate limiting / Quota Gidi han s6 request

Idempotency Goi lai khong gay tac dung phu kép
Pagination Chia trang két qua I6n

Webhook Server goi nguorc client khi co6 su kién
Status code 2xx ok - 4xx 16i client - 5xx |6i server

Tool: Kong - Apigee - AWS API| Gateway - Postman - Swagger Ul.

15
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Push-based vs Pull-based

Hai mé hinh dua thay d&i vao méi trudng target. Khac nhau & ai khéi xuéng va credential nam & dau.

Push & — Cl chu déng day

Cluster / Server

A gilr credential cluster

CI/CD Pipeline 1 push: kubectl apply >
J ansible / ssh deploy

Don gian, kiém soat timing chinh xac. )¢ Cl gilr credential prod (rui ro); khéng tu stra khi state 1&ch (drift).

Pull & — Agent tu kéo vé

pull / watch (
Git Repo <] ' L Agent

reconcile lién tuc ArgoCD / Flux

e e e e e mm mm e e

Credential khong roi cluster (an toan); self-healing chéng drift. x Phtrc tap hon, cé dd tré poll.

1 cau: Push = "tao day cho may". Pull = "tao tu |y vé&". GitOps thudng chon pull.

Thuat ngir

Thuat ngir Nghia

Push-based Cl server chi dong day thay d&i vao target
Pull-based Agent trong target tu kéo thay déi tir Git vé
Credential Khoa/quyén truy cap méi trudng target
Drift Trang thai thuc t€ léch khoi khai bao
Reconcile Agent so sanh + déng bé actual vé desired
Self-healing Tu stra khi bi stra tay / |éch state

Poll vs Watch Dinh ky héi vs Iang nghe thay déi real-time

16
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Push-based vs Pull-based

Tool (pull): ArgoCD - Flux. Tool (push): Jenkins - GitHub Actions + kubectl/ansible.

17
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GitOps — Vong lap Reconcile

GitOps — Vong lap Reconcile

Git = single source of truth. Toan bd trang thai hé théng khai bao bing file trong Git. Agent lién tuc so sanh
desired state (Git) vs actual state (Cluster), [éch |3 tu sira.

Developer

¢git push / PR

Git Repo
DESIRED STATE (khai b&o)

read Adgent read
> - 2 ~ Cluster

Reconciler .
_p ACTUAL STATE (thuc té)

apply A

diff & apply

U reconcile lién tuc — léch la tu stra (self-healing)

4 nguyeén tac GitOps: (1) Declarative — mé ta "mudn gi". (2) Versioned — rollback = git revert . (3) Pulled —
agent tu kéo. (4) Reconciled — stra drift tu déng.

Ai do stra tay trén cluster — agent phat hién léch desired state = kéo vé ding nhu Git. D6 |3 self-healing.

Thuat ngir

Thuat ngir

GitOps

Single source of truth
Desired state

Actual state
Reconciliation
Declarative

Rollback

Drift detection

Tool: ArgoCD - Flux - Jenkins X.

Nghia

Git |a single source of truth cho ca infra + app
1 nguon sy that duy nhat (Git repo)

Trang thai mong muén, khai bao trong Git
Trang thai thuc té trén cluster

Vong lap so sanh + stra cho khép desired

Mb ta "muén gi", khong phai "lam thé nao"
Quay version = git revert

Phat hién léch va tu stra

18



Deployment Strategies
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Deployment Strategies

Cach dua version méi lén prod ma giam thiéu downtime + rui ro.

N\ 7

Blue-Green — doi co tuc thi

w BLUE —vi
.

Load Balancer

‘| GREEN — v2 (méi)

~
Y, Test xong Green

- switch 100%.
) Lbi - switch lai Blue.
J

Canary — tha tu tu theo %

] On - tang dan

5% — 25% - 100%.

%
\ > —'[ v1 (6n dinh)
Load Balancer Jr
\[ v2 (canary)

5% (canary)

Rolling — thay thé lan luot

Thay tung instance moét, khong downtime:

=)= ) (=) =

Thuat ngtr

Thuat ngir Nghia

Blue-Green 2 moi truong; switch traffic 100% qua ban mdi, rollback = switch lai
Canary Tha ban méi cho % nhé user, tang dan néu én

Rolling update Thay thé dan tirng instance, khong downtime

A/B testing Chia traffic theo tiéu chi dé€ so sanh (muc dich kinh doanh)

Feature flag Bat/t3t tinh ndng bang config, khéng can deploy lai

Rollback Quay vé version cii khi I6i

19



Thuat ngir
Zero-downtime deploy
Traffic shifting

Health check / Readiness

Tool: Argo Rollouts - Flagger -

Deployment Strategies

Nghia
Deploy khéng gian doan dich vu
Dich chuyén % traffic gilra cac version

Kiém tra instance sin sang nhan traffic chua

Spinnaker - service mesh (Istio).

20
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Virtualization & Compute

Virtualization & Compute

Tang tinh toan bén dudi container. VM 3o hod ca phan cirng (c6 OS riéng, ndng); container chia sé kernel host
(nhe). Bare metal chay thang khéng ao hoa.

Virtual Machine

Container

r

N\ 4 N\

[ App + Guest OS ] [ App + Guest OS ] [ App + Guest OS ]

\

~

Hypervisor (KVM / VMware / ESXi)

Container Runtime (Docker / containerd)

Host OS / Bare Metal

Host OS (chia sé kernel)

M6i VM cé OS riéng - nang (GB), khai dong phdt.

Bare Metal

\ J

Container chia sé kernel host » nhe (MB), khéi déng gidy. Bare metal = chay thang khéng &o hoa (hiéu nang max).

Thuat ngir

Thuat ngir

Bare Metal

Virtual Machine (VM)
Hypervisor

Type 1/ Type 2
Guest OS / Host OS
Container

Image

Snapshot
Overcommit

Live migration

WASM

Nghia

Chay thang trén phan ciing, khéng 3o hoa
May ao c6 Guest OS riéng

L&p tao/quan VM (KVM, VMware, Hyper-V)
Hypervisor chay thdng HW / trén host OS
OS trong VM / OS nén

Chia sé kernel host, nhe (MB), nhanh
Template tao VM/container

Anh chup trang thai dé khoi phuc

Cap vugt tai nguyén vat ly

Chuyén VM dang chay sang host khac

Sandbox nhe m&i néi, thay thé 1 phan container

Tool: KYM/QEMU - VMware - Proxmox - VirtualBox - Firecracker (microVM).

22
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Infrastructure as Code (IaC)

Quan ly ha tang bang code/file thay vi click tay. Khai bao trang thai mong muén (desired state), engine tu dung.
So sanh actual vs desired dé phat hién drift.

( )
lan/apply . provision
lIaC Code (.tf) P < Engine > Cloud Resources
DESIRED STATE Terraform / Pulumi ACTUAL (VM-net-DB)
\_ J
: 1
[ 1
y :
s ) !
State file | §fift < actual ech desired
L ghi nhan da tao gi

Idempotent: chay lai nhiéu lan - két qua nhu nhau, khéng tao trung.

Thuat ngtr

Thuat ngir Nghia

laC Ha tang dinh nghia bang code, versioned trong Git
Declarative Khai bao "muén trang thai gi" (Terraform, K8s YAML)
Imperative Ra lénh tirng budc "lam thé nao" (script bash)
Idempotent Chay nhiéu [an = két qua nhu nhau, khéng tao tring
Provisioning Cap phat tai nguyén (VM, network, DB)

Drift Thuec té€ Iéch khoi state khai bao (ai d6 sira tay)

State file File luvu nhirng gi laC dang quan ly

Plan / Apply Xem trudc thay déi (plan) réi ap dung (apply)
Module Khai laC tai sir dung dugc

Immutable infra L6i thi thay méi hoan toan, khéng stra tai chd
Mutable infra Stra truc ti€p server dang chay

Tool: Terraform - OpenTofu - Pulumi - CloudFormation - Crossplane.

23
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Configuration Management

Tuw déng cai dat + cau hinh phan mém trén server (sau khi [aC da dung may). Ansible chay agentless qua SSH, day
playbook xuéng nhiéu host cuing luc.

Managed Node 1 (web)

Ua SSH (agentless)

Control Node ] ( )
Ansible + Playbook > Managed Node 2 (db)
\. J
( )

Inventory = danh

sach host quan ly Managed Node 3 (cache)

\ J

Thuat ngir

Thuat ngir Nghia

Config management Tu dong cau hinh phan mém/OS trén server

Playbook / Recipe / Manifest File mo6 ta cong viéc (Ansible / Chef / Puppet)

Agentless Khéng can cai agent — Ansible dung SSH

Agent-based Phai cai daemon trén host (Puppet/Chef)

Inventory Danh sach host can quan ly

Role / Module Khai tac vu tai str dung

Idempotent Ap lai cau hinh nhigu [4n van an toan

Push vs Pull Day tir control node (Ansible) vs agent tu kéo (Puppet)

Tool: Ansible - Puppet - Chef - SaltStack.

Khac 1aC: 1aC dung ha tdng (may/network), Config Management cau hinh bén trong may dé. Thuong dung
chung.

24
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Container & Orchestration

Container = dong gdi app + dependency, chay isolated, nhe hon VM. Orchestration (Kubernetes) = quan ly
container & quy mo Ién: scale, heal, schedule.

Ingress > Service Control Plane
HTTP routing endpoint én dinh APl server - scheduler - etcd - controller
Cluster
( ) ( )
Node 1 (may/VM) Node 2 (may/VM)
( \ ( \ ( \ ( \

Pod Pod Pod Pod

container app
sidecar

container container container

-

Thuat ngtr

Thuat ngir Nghia

Container Dodng goi app + dependency, isolated, nhe hon VM
Image Template bat bién dé tao container
Registry Kho Iwu image (Docker Hub, GHCR, ECR)
Orchestration Quan ly container & quy mé I&n (K8s)
Pod Don vi nhé nhat (1+ container)

Node May (VM/physical) chay workload
Cluster Tap hop nodes

Deployment Object quan ly replica + rolling update
Service Endpoint mang 6n dinh cho pods

Ingress Dinh tuyén HTTP/HTTPS tir ngoai vao

Control Plane
Helm / Chart
Sidecar

Service Mesh

HPA

API server - scheduler - etcd - controller
Package manager cho K8s

Container phu chay kém (logging, proxy)
L&p quan ly giao tiép service©service (Istio)

Auto-scale theo CPU/memory

Tool: Docker - Kubernetes - containerd - Podman - Helm.
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Kubernetes Deep-Dive

Ngoai Pod/Node/Service co ban, K8s cé nhiéu loai object chia theo nhém chirc nang. Hi€u nhém nao 1am gi giup
khai bdo manifest dung.

Cac nhom object trong Kubernetes

4 N [ N\ )
Workloads Config & Secret Storage
Pod - Deployment - ReplicaSet ConfigMap Volume - PV - PVC
StatefulSet - DaemonSet Secret StorageClass
Job - Cronjob tach cau hinh khéi image dir liéu bén qua restart
L + liveness/readiness probe )L )L )
( Y d 4 \
Network Access & Org M6 réng
Service - Ingress Namespace - RBAC CRD - Operator
NetworkPolicy ServiceAccount Helm Chart
expose + dinh tuyén phan vung + phan quyén ty déong hod van hanh
\ J L J \\ y,
N ~
Thuat ngu
Object Nhém Nghia
Deployment Workload Quan ly replica + rolling update (stateless)
StatefulSet Workload Cho app c6 state (DB), ID 6n dinh
DaemonSet Workload 1 pod trén méi node (agent, log collector)
Job / CronJob Workload Chay 1 Ian / theo lich
ConfigMap Config C&u hinh tach khoi image
Secret Config Luu dir liéu nhay cam (base64)
PV /PVC Storage Volume bén + yéu ciu cap phat
StorageClass Storage L&p lwu trir dong
Service Network Endpoint 8n dinh cho pods
Ingress Network Dinh tuyén HTTP tlr ngoai vao
NetworkPolicy Network Firewall gi(ra cac pod
Namespace Org Phan vung logic trong cluster
RBAC / ServiceAccount Access Phan quyén theo vai trod
Probe (liveness/readiness) Workload Kiém tra pod séng / sin sang
CRD / Operator M& rong Tu dinh nghia resource + ty dong van hanh

Tool: kubectl - Helm - Kustomize - k9s - Lens.
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Service Mesh

Khi c6 nhiéu microservice, quan ly giao ti€p service©service (ma hod, retry, observability) tré nén phirc tap.
Service mesh nhét 1 sidecar proxy canh mdi service dé ganh phan do.

Control Plane (Istio / Linkerd)
cau hinh routing - policy - cert mTLS

’ ~
4 ~
4 ~
l, \\
l, \\
’ ~
’, \\
Pod — Service A , -° *+, Pod — Service B
y 3 A
. mTLS .
Sidecar ] Sidecar
App App

ROV J Jetry - timeout - circuit breake RO

Sidecar ganh networking — app khong phai viét logic retry/ma hod/observability.

Thuat ngir

Thuat ngir Nghia

Service Mesh L&p ha tang quan ly giao tiép service&service
Sidecar Proxy chay canh app trong ctuing pod

Data plane Tap cac sidecar xtr ly traffic thuc

Control plane Cau hinh + phan phéi policy/cert cho sidecar
mTLS M3 hod + xac thuc 2 chiéu gilra service
Traffic splitting Chia % traffic (canary, A/B)

Circuit breaker Ngit mach khi service 16i lién tuc

Retry / Timeout Tu thir lai / gigi han cho

Service discovery Tu tim dia chi service

Observability Tu sinh metrics/traces cho moi call

Tool: Istio - Linkerd - Consul - Cilium - Envoy (proxy).
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Cloud & Networking

Pudng di 1 request: User - CDN — Load Balancer — Reverse Proxy = App (trong VPC) — DB. Hiéu cac tang
mang gilp dit cache, bao mat va scale ding ché.

T EEEEEE O ———————————— ~
I
I VPC (mang riéng ao)
L \
: Reverse Proxy (Nginx)
CDN Load Balancer :
User —> - —> o e —p1 J
cache bién phan tai + TLS : ( A
: App 1l ] [ App 2
1 \\ J
: s N
I Database (private subnet)
1 L y,
N o an A AR BT GE S SN EE S GE S SR S EE o B e s’
Thuat ngu
Thuat ngir Nghia
laaS / Paa$S / SaaS 3 m6 hinh dich vu cloud (ha tAng / nén tang / phan mém)
Serverless / FaaS Chay code khéng quan server (Lambda, Cloud Run)
Multi-cloud / Hybrid Nhiéu cloud / két hgp on-premise + cloud
Region / AZ Vung dia ly / Availability Zone (cach ly 16i)
Load Balancer Phan tai traffic ra nhiéu backend
Reverse Proxy Duirng truwde backend, dinh tuyén (Nginx, Traefik)
CDN Cache néi dung & bién, gan user
VPC Mang riéng ao trong cloud
Subnet (public/private) Phan manh mang; DB thudng & private
DNS Phan giai tén mién - IP
Auto-scaling / Elasticity Tu co gian tai nguyén theo tai
Ingress / Egress Trafficvao / ra

Tool: AWS - GCP - Azure - Cloudflare - Nginx - Traefik.
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Scaling, HA & Disaster Recovery

Scaling, HA & Disaster Recovery

Hé théng phai co gian theo tai va séng sét khi 1 phan chét. Trai workload qua nhiéu AZ, c6 ban sao + failover,

backup dinh ky.

|

Load Balancer
+ health check / failover

4

_ﬁ;_ ______________

Availability Zone B (du phong)

A
Availability Zone A 1
1
1
1

Fmmmmmm————
—

RTO = bao lau phuc héi xong - RPO = chap nhan mat bao nhiéu dir liéu
Redundancy + backup dinh ky + multi-region = nén cla High Availability & Disaster Recovery.

Thuat ngir

Thuat ngir
Horizontal scaling
Vertical scaling
Auto-scaling

Load balancing

High Availability (HA)
Redundancy

Failover

Replication

Disaster Recovery (DR)
RTO

RPO

Backup / Snapshot
Multi-region / Multi-AZ

horizontal scale (thém ban sao)

1
1
1
1
App XN ] [ DB primary } """ 1»[ App XN ] [ DB replica ]
1
1
1
[
1
\

Nghia

Thém nhiéu instance (scale out)

Tang CPU/RAM 1 instance (scale up)

Tu co gidn theo tai

Phan tai ra nhiéu backend

Khéng c6 di€ém chét don (no SPOF)

Du thtra ban sao dé chiu 16i

Tu chuyén sang ban du phong khi 16i

Poéng bd dir liéu sang ban sao

Ké hoach phuc héi sau tham hoa

Recovery Time Objective — bao lau phuc hoi xong
Recovery Point Objective — chap nhan mat bao nhiéu data
Sao luu dinh ky dé khéi phuc

Trai nhigu viing dé cach ly 16i

Tool: Cloud auto-scaling groups - K8 HPA/Cluster Autoscaler - Velero - Kopia.
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Data, Caching & Messaging
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Data, Caching & Messaging

Tang dir liéu ctia hé théng: DB (primary/replica), cache gidm tai, message queue tach roi service va chiu tai dot
bién.

1. Database — primary / replica

3. Messaging / Event-driven

[ Producer ]—»[

Sharding = chia dit liéu nhiéu node.
Backup + migration dinh ky.

Giam tai DB,
dép Ung nhanh.

Queue / Topic
Kafka - RabbitMQ

]—»[ Consumer ]

async, tach roi,
chju tai dot bién.

Thuat ngir

Thuat ngir
Primary / Replica
Replication
Sharding
Connection pool
Migration

Cache
Cache-aside

TTL / Eviction
Message Queue
Pub/Sub
Event-driven
Stream processing

Backpressure

Tool: PostgreSQL/MySQL

Nghia

Node ghi chinh / ban sao doc

Doéng bo dir liéu sang replica

Chia dir liéu ra nhiéu node

Tai dung két n6i DB

Thay déi schema c6 version

Luu tam dit liéu néng (Redis)

App doc cache trudc, miss thi xuéng DB
Hét han / loai bo entry cache

Hang doi tin nhan (RabbitMQ)
Phat/dang ky theo topic

Kién truc theo su kién, async

X ly ludng dir liéu real-time (Kafka)

Co ché chéng qué tai consumer

- MongoDB - Redis - Kafka - RabbitMQ - NATS.
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Observability — 3 tru cot

Monitoring = theo déi chi s6 da biét trudc. Observability = hi€u trang thai noi bd hé théng tir output, ké ca 16i
chua luong. Ba tru cot: Logs, Metrics, Traces.

TRACES

theo dau 1 request

LOGS METRICS

ban ghi su kién (text) s0 liéu theo thoi gian

Loki « ELK / EFK Prometheus Jaeger - Tempo

Observability Platform
Grafana - Datadog - OpenTelemetry (chuan thu thap)

v

Dashboards } [ Alerting }

Thuat ngir

Thuat ngir Nghia

Monitoring Theo dbi chi sé da biét trudc (CPU, RAM)

Observability Hiéu trang thai noi bo tir output, ké ca 16i chua ludng

Metrics S6 liéu theo thoi gian (req/s, CPU%)

Logs Ban ghi su kién dang text

Traces Theo dau 1 request qua nhiéu service

APM Application Performance Monitoring

Alerting Canh bao khi vuot ngudng

Dashboard Bang truc quan hoa sé liéu

Cardinality S gia tri unique cua 1 label (cao — tén tai nguyén)

OpenTelemetry Chuan thu thap telemetry théng nhat

Tool: Prometheus - Grafana - Loki - Jaeger/Tempo - ELK/EFK - Datadog.
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SRE — SLA / SLO / SLI & DORA

SRE — SLA / SLO / SLI & DORA

SRE = 4p dung k¥ thuat software vao van hanh. Do d6 tin cay bang 3 16p cam két va 4 chi s6 DORA.

SLA = SLO = SLI + Error Budget

cam két KH (cé phat)

SLO SLI

muc tiéu ndi bd chi s6 do thuc té

Error Budget = 100% — SLO

|

SLO 99.9% uptime (duoc phép chay) 0.1%
Con budget - thoai mai ship feature. Hét budget » déng bang feature, uu tién 6n dinh.
ird ~ \ ~
DORA — 4 chi s6 vang do nang luc
Deployment Lead Time Change MTTR
Frequency for Changes Failure Rate phuc hoi nhanh c& nao
deploy bao nhiéu lan commit —» prod mat bao lau % deploy gay 16i Mean Time To Recovery
Thuat ngu
Thuat ngir Nghia
SRE Ap dung ky thuat software vao van hanh
SLA Cam két vé&i khach hang (c6 phat néu vi pham)
SLO Muc tiéu ndi bo, chat hon SLA
SLI Chi s6 do thuc té (% request thanh cong)
Error budget Ngan sach 16i = 100% - SLO
MTTR Thai gian trung binh phuc héi
MTBF Th&i gian trung binh gitra 2 [an 16i
Toil Viéc tay 13p lai can automate
Incident Su cd
Postmortem Béo cdo phan tich sau sy cé (blameless)
On-call Truc su co
Runbook Quy trinh xtr ly su cé tirng budc
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Thuat ngir Nghia
Chaos Engineering C6 tinh gay 16i dé test do bén
DORA metrics 4 chi s6: Deploy Freq - Lead Time - Change Fail Rate - MTTR

Tool: PagerDuty - Opsgenie - Prometheus Alertmanager - Chaos Monkey/LitmusChaos.
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Incident Management & On-call

Khi sur cd xay ra: phat hién = phan loai = giam dau = fix géc = mé xé. On-call rotation + escalation ddm bao
lubn cé nguoi xir ly.

Vong doi 1 Incident

Resolve Post-
mortem

Detect

alert / monitor

Triage
severity SEV1-3

Mitigate

gidm dau trudc fix goc

On-call + Escalation War room + Comms

rotation - pager - cap bac leo thang IC diéu phdi - cap nhat status page

Blameless postmortem — action items — giam tai dién. Runbook = kich ban xi ly san.

Thuat ngtr

Thuat ngir
Incident

Severity (SEV1-3)

Nghia
Su ¢6 1am gian doan dich vu

MUrc nghiém trong, wu tién xtr ly

Triage Phan loai + dinh mdc d6
Mitigation Giam dau tam trudce khi fix goc
On-call Truc su c6 theo ca

Rotation Luan phién ca truc

Escalation Leo thang Ién cap cao hon

Incident Commander (IC)

Ngusi diéu phai xir ly

War room Kénh tap trung xtr ly su' c6

Status page Trang cong bé tinh trang cho user
Postmortem Béo cdo sau su c6 (blameless)
Runbook Kich ban xtr ly s3n tirng buéc
Action item Viéc can lam dé chéng tai dién

Tool: PagerDuty - Opsgenie - Incident.io - Statuspage - Slack.
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DevSecOps

DevSecOps

Nhung security vao toan pipeline thay vi kiém tra cudi. Mdi stage c6 1 c6ng bao mat (gate). Triét ly "shift left" —

b3t 16i cang s&m cang ré.

e N ™ e ™ e ™
Code Build — Test — Deploy
\ J J \ J \ J
4 ¢ N\ ¢ N 4 ¢ N ( ¢ N
SAST SCA DAST Sign + Policy
+ Secrets scan quét dependency quét app chay SBOM, ky image
\ 7 7 \ 7 \ 7
< « Shift Left — day security vé sém

Thuat ngtr

Thuat ngir
DevSecOps

SAST

DAST

SCA

Secrets management
SBOM

Image signing

Least privilege
RBAC

mTLS

Supply chain security

Policy as Code

Security la c6ng (gate) & moi stage, khéng phai buéc cuéi.

Nghia

Security la trach nhiém chung, nhing vao moi stage
Quét code tinh tim 16 héng (khéng chay app)
Quét app dang chay tur ngoai vao

Quét dependency/thu vién cé 16 héng (CVE)
Quan ly mat khau/key an toan (Vault, SOPS)
Software Bill of Materials — ké khai thanh phan
Ky artifact d& chéng gia mao

Cap quyén t&i thiéu da dung

Phan quyén theo vai trod

M3 hod + xac thuc 2 chiéu gilra service

Bao vé chudi cung i'ng phan mém

Quy tic bao mat viét bang code (OPA)

Tool: Trivy - Snyk - SonarQube - HashiCorp Vault - OWASP ZAP - OPA/Gatekeeper.
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Secrets Management

Mat kh3u/API key/cert khéng bao gi& hard-code vao code hay image. Dung secret store tap trung (Vault), cap
secret dong co thai han, xoay khoa dinh ky.

Khong bao gio hard-code secret vao code / image

1. xin secret
App / Pod Vault 3. ma hoé

can DB password

KMS

secret store + audit R p
khodé goéc (encrypt)

. cédp (TTL ngan dynamic + rotation

Dynamic secret: sinh credential tam, tu huy sau TTL - gidm rui ro 16.

Rotation: xoay khod dinh ky. Least privilege: chi cap quyén téi thiéu.

Thuat ngtr

Thuat ngir

Secret

Secret store

KMS

Encryption at rest / in transit
Dynamic secret

Rotation

Sealed Secrets

Least privilege

Audit log

Secret scanning

Nghia

Dt liéu nhay cam: password, API key, cert
Kho luu tap trung, cé audit (Vault)

Key Management Service — quan ly khoa goc
Ma hod ldc luu / ldc truyén

Sinh credential tam, tu huy sau TTL

Xoay khoa/méat khau dinh ky

Secret ma hoa an toan dé luu trong Git

Cap quyén téi thiéu da dung

Ghi lai ai truy cap secret nao

Quét code/lich str Git tim secret 10

Tool: HashiCorp Vault - AWS/GCP KMS - SOPS - Sealed Secrets - External Secrets Operator.
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Network Security & Zero Trust

Bao vé & tang mang/ha tang (khac DevSecOps lo tang app). Phong tha nhiéu I16p + nguyén tic Zero Trust: khéng
tin theo vi tri mang, verify moi request.

Lép phong tha mang (defense in depth)

Internet DDoS WAF Firewall Zero Trust

untrusted chéng tran luu lugng loc tang app (L7) loc port/IP (L3-4) verify moi request

Zero Trust: "never trust, always verify" — khong tin theo vi tri mang

Kem: VPN - network segmentation - IDS/IPS - mTLS - security group - least-privilege.

Moi truy cap déu xac thuc + uy quyén + ma hod, du trong hay ngoai mang néi bo.

Thuat ngtr

Thuat ngir Nghia

Firewall Loc traffic theo port/IP (L3-4)
WAF Web App Firewall — loc tang app (L7)
DDoS protection Chéng tan cong tran luu lugng
Zero Trust "Never trust, always verify"
VPN Kénh ma hoa vao mang riéng
Segmentation Chia mang thanh vung c6 lap
Security Group Firewall 3o cp instance (cloud)
IDS / IPS Phat hién / ngan xadm nhap
mTLS M3 hod + xac thuc 2 chiéu
Bastion / Jump host Céng trung gian vao ha tang
Least privilege Quyén téi thi€u da dung

MFA Xac thuc da yéu té

Tool: Cloudflare - iptables/nftables - WireGuard - Tailscale - Falco - Suricata.
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Compliance & Governance

Compliance & Governance

Doanh nghiép phai tuan tha chuan (SOC 2, GDPR...). DevOps bién tuan thu thu cong thanh policy as code —
cong tu déng chan cau hinh vi pham + ghi audit lién tuc.

Policy as Code — cdng tuan thu tu déng

Code / laC

deploy request

pass
Cho phép ] .
Policy Engine /'[ Audit log

~
> OPA - Kyverno ai - lam gi

P nz - khi nao

) danh gia rule \ ) )
fail Chan bang ching

Khung tuan tha: SOC 2 - ISO 27001 - GDPR - HIPAA - PCI-DSS

Governance = rule + audit + bang ching ty déng hod; bién tuan thd thu céng thanh code kiém tra lién tuc.

Thuat ngtr

Thuat ngir
Compliance
Governance
Policy as Code
SOC 2

1SO 27001
GDPR

HIPAA
PCI-DSS

Audit log

Data residency
Drift / Guardrail

Evidence collection

Nghia

Tuan tha chudn/luat bit budc

Quy tic + kiém soat + trach nhiém
Quy tic viét bang code, kiém tra tu déng
Chuan kiém soat bao mat dich vu
Chuan quan ly an toan théng tin

Luat bao vé di liéu ca nhan (EU)
Chuan dir liéu y t& (US)

Chuan dir liéu thé thanh toan

Ban ghi ai lam gi khi nao (bang ching)
Dt liéu phai ndm & vung quy dinh
Léch chuan / rao chan ngin vi pham

Thu thap bang chirng tuan tha tu dong

Tool: OPA/Gatekeeper - Kyverno - Cloud Custodian - Vanta - Drata.
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Documentation as Code

Tai liéu viét bang Markdown, séng trong Git, review qua PR, build + publish tuw déng qua Cl. Ludn cap nhat, khéng
léch thuc té.

Docs as Code — tai liéu séng cung repo

Markdown / MDX Cl build Static site
_>

Team
lint - link-check Docusaurus - Mintlify doc
render diagram-as-code auto-deploy

trong Git, review qua PR
ADR - README - runbook

ADR = Architecture Decision Record - Diagram-as-code = Mermaid/PlantUML

Tai liéu versioned cung code — luén cép nhat, review nhu code, khong léch thuc té.

Thuat ngir

Thuat ngir

Docs as Code
Markdown / MDX
ADR

README

Runbook

Diagram as Code
Static site generator
Single source of truth
lims.txt

Changelog

Knowledge base

Nghia

Tai liéu trong Git, quy trinh nhu code
Dinh dang viét docs

Architecture Decision Record

Tai liéu gbc cua repo

Huéng dan van hanh/xt ly su cé

Vé so do bang text (Mermaid, PlantUML)
Build docs thanh web (Docusaurus)
1 ngudn tai liéu duy nhat

Index tai liéu than thién cho LLM
Lich str thay déi cé version

Kho tri thirc team

Tool: Docusaurus - Mintlify - MkDocs - Backstage TechDocs - Mermaid.
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Platform Engineering & IDP

Xu huéng ké thira DevOps (2025): team platform xay Internal Developer Platform géi sin CI/CD + infra +
secrets thanh golden path self-service, d€ dev tap trung viét tinh nang.

Internal Developer Platform (IDP) — céc tang

[Developer (self-service, giam cognitive Ioad)]

[ Developer Portal (ctra truéc — Ul) ]

Backstage - catalog ‘- golden path templates

IDP engine (dong co tu dong hoa)
CI/CD - laC - K8s - secrets - observability — boc lai sau golden path

Golden path = dudng mon da Iat san, khong bat budc nhung tét d€n mic ai cling tu chon.

Thuat ngir

Thuat ngir Nghia

Platform Engineering Xay nén tang néi bo cho dev tu phuc vu
IDP (Internal Developer Platform) Dong co: tu dong hoa + infra + golden path
Developer Portal Ctra trugce (Ul) dé dev tuong tac (Backstage)
Golden Path Pudng mon lat sin cho task phé bién
Self-service Dev tu cap tai nguyén khong can ticket
Paved road L&i di an toan, defaults t&t san

Cognitive load Ganh nang nhan thirc can giam cho dev
Service catalog Danh muc service + ownership

Scaffolding / Template Khung tao service mé&i nhanh

Abstraction Gidu phurc tap ha tang khéi dev

Tool: Backstage - Port - Humanitec - Crossplane - Cyclops.
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Xu hudéng: FinOps -

AlOps - MLOps

Xu huong: FinOps - AIOps - MLOps

DevOps lan sang cac nhanh chuyén biét: téi wu chi phi (FinOps), Al cho van hanh (AlOps), va Cl/CD cho machine

learning (MLOps).

Xu huéng maé réng cua DevOps

( ( N
FinOps AlOps MLOps
t6i wu chi phi cloud Al cho van hanh ClI/CD cho ML model
tagging - rightsizing phat hién bat thuong data + model versioning
showback / chargeback gom + loc alert noise training pipeline
cost as a metric du doén su cd model drift monitoring
\_ \_ J L

Thuat ngtr

Thuat ngir

FinOps

Rightsizing

Showback / Chargeback
Tagging

AlOps

Anomaly detection
Alert correlation

MLOps

Model / Data versioning
Feature store

Model drift

GitOps for ML
GreenOps

DataOps

LLMOps

Observability-driven

Nghia

Quan ly + téi wu chi phi cloud nhu 1 metric
Chon dung kich c& tai nguyén, tranh lang phi
Bao / tinh chi phi vé tirng team

G3n nhan tai nguyén dé truy chi phi

Dung Al/ML cho van hanh (anomaly, alert)
Phat hién bat thudng tu dong

Gom + loc alert noise

CI/CD + van hanh cho ML model

Quan ly version model + dataset

Kho feature dung lai cho ML

Model gidm chinh xac theo thoi gian

Khai béo pipeline ML qua Git

T6i wu nang lwgng/carbon cla ha tang

Ap DevOps cho pipeline dir liéu (CI/CD data)
Van hanh rng dung LLM (prompt, eval, cost)

Dung telemetry dan dit quyét dinh van hanh

Tool: OpenCost/Kubecost - CloudHealth - Dynatrace (AlOps) - MLflow - Kubeflow - DVC.

Pay la phan ngon dang mé rong — gbc van 1a cac nguyén ly DevOps & nhirng chuong trudc.
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#*
3-way handshake

A

A/B testing
Abstraction
Action item
Actual state
ADR
Agent-based
Agentless

Agile

AlOps

Alert correlation
Alerting
Anomaly detection
API Gateway
APM

Artifact

Audit log
Auto-scaling

Auto-scaling / Elasticity

B
Backlog

Backpressure
Backup / Snapshot
Bare Metal

Bash

Bastion / Jump host
Blameless culture
Blue-Green

Branch

Build

Build once

C

Cache

Cache-aside

CALMS

Canary

Cardinality

CD (Continuous Delivery)

CD (Continuous Deployment)
CDN
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30
16
16
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10
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29
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cgroups
Changelog

Chaos Engineering
ChatOps

Cl (Continuous Integration)

Circuit breaker

Cluster

Cognitive load
Commit

Compliance

Config management
ConfigMap
Connection pool
Container

Continuous everything
Contract test

Control Plane

Control plane
Conventional Commits
Coverage

CRD / Operator
Credential

cron

D

Daemon
DaemonSet
Dashboard
DAST

Data plane

Data residency
DataOps

DDoS protection
Declarative
Deployment
Desired state
Developer Portal
DevOps
DevSecOps
Diagram as Code
Disaster Recovery (DR)
DNS

Docs as Code
DORA metrics
Drift

30
24

19
17
31

29
16
18
22
14, 17

17
19

18
11

18
23
26
19
29
32
28
12, 15
17, 18
12
31

26
30
21
6, 20
30
24
11, 15



Drift / Guardrail
Drift detection

Dynamic secret

E
E2E test

Encryption at rest / in transit

env / PATH

Error budget
Escalation
Event-driven
Evidence collection

Exit code

F

Failover

Feature flag
Feature store
Feedback loop

File permission
Filesystem / mount
FinOps

Firewall

Firewall / NAT
Flaky test

G

GDPR
GitFlow
GitHub Flow
GitOps
GitOps for ML
Go

Golden Path
Governance
GraphQL
GreenOps
gRPC

Guest OS / Host OS

H

HCL

Health check / Readiness
Helm / Chart

High Availability (HA)
HIPAA

Horizontal scaling

HPA

HTTP/HTTPS

13
17
21
29
21
17
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29
12
27

27

24
25
22
29

21
13
32

29

12
32

31
29
10
32
10
14
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Hypervisor

|

laaS / PaaS / SaaS
laC

Idempotency
Idempotent

Idempotent script

IDP (Internal Developer Platform)

IDS / IPS

Image

Image signing
Immutable artifact
Immutable infra
Imperative
Incident

Incident Commander (IC)
Ingress

Ingress / Egress
Integration test
Inventory

ISO 27001

J

Job / CronJob
journald / syslog

ja’/vya

K

Kanban
Kernel
KMS

Knowledge base

L

Lean

Least privilege

Live migration

LLMOps

lIms.txt

Load / Performance test
Load Balancer

Load balancing

Logs

M

Markdown / MDX
Merge vs Rebase
Message Queue

Metrics

26,

15,

14,

24,

17,

27,

14

20
15
10

31
28
17
26

15
15
25
25
18
20

16
29

18

27
30

28
14
32
30

20

21
23

30

22
23



MFA

Migration

Mitigation

MLOps

Mock / Stub

Model / Data versioning
Model drift

Module

Monitoring

Monorepo vs Polyrepo
MTBF

mTLS

MTTR

Multi-cloud / Hybrid
Multi-region / Multi-AZ
Mutable infra

Namespace
NetworkPolicy
Node

o

Observability
Observability-driven
On-call

OpenAPI / Swagger
OpenTelemetry
Orchestration

OSl / TCP-IP model

Overcommit

P

Package manager
Pagination

Paved road
PCI-DSS

Pinning

Pipeline

Plan / Apply

Platform Engineering

Playbook / Recipe / Manifest

Pod

Policy as Code
Poll vs Watch
Port
Postmortem
PR/ MR
Primary / Replica
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19, 26,

19,

24,

26,

24,

28
22
25
32

32
32
15
23

24

24
20
21
15

18
18
17

32
25
10
23
17

14

10
31
29

15
31
16
17
29
11

25

22

46
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Probe (liveness/readiness)

Process / PID
Promotion
Protobuf
Provenance / SLSA
Provisioning
Pub/Sub
Pull-based
Push vs Pull
Push-based
PV / PVC
Python

R

Rate limiting / Quota
RBAC

RBAC / ServiceAccount
README
Reconcile
Reconciliation
Redundancy
Regex

Region / AZ
Registry
Regression test
Replication
Repository
REST
Retrospective
Retry / Timeout
Reverse Proxy
Rightsizing

Role / Module
Rollback

Rolling update
Rotation

RPO

RTO

Runbook
Runner / Agent

S

SAST

SBOM

SCA

Scaffolding / Template
Scrum

SDK / API client

Sealed Secrets

21,

12,

25,

24, 25,

18

10

15
22
11
16
11
18

26
26
26
31

27



Secret

Secret scanning
Secret store
Secrets management
Security Group
Segmentation
Self-healing
Self-service
SemVer
Serverless / FaaS
Service

Service catalog
Service discovery
Service Mesh
Severity (SEV1-3)
Sharding

Shell

Shift Left

Showback / Chargeback

Sidecar

Signal

Signing

Single source of truth
SLA

SLI

SLO

Smoke test

Snapshot

SOC 2

Sprint

SRE

SSH

Stage / Job / Step
Standup

State file

StatefulSet

Static site generator
Status code

Status page
stdin/stdout/stderr
StorageClass

Stream processing
Subnet (public/private)
Supply chain security

systemd
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17,

17,

17,

12,

27
27
27
26
28
28
11
31

8
20
18
31
19
19
25
22

2

1
32
19

2

8
30
24
24
24

9
14
29

4
24

6

7

4
15
18
30
10
25

3
18
22
20
26

2
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T
Tag 5
Tagging 32
TCP / UDP 6
TDD / BDD 9
Template 3
Test pyramid 9
Ticketing 4
TLS / SSL 6
Toll 24
Traces 23
Traffic shifting 13
Traffic splitting 19
Triage 25
Trigger 7
Trunk-based 5
TTL / Eviction 22
Type 1 / Type 2 14
U

Unit test 9
\"

Velocity 4
Versioning 10
Vertical scaling 21
Virtual Machine (VM) 14
VPC 20
VPN 28
w

WAF 28
War room 25
WASM 14
Webhook 10
WIP limit 4
Y

YAML / JSON 3
You build it, you run it 1
y 4

Zero Trust 28
Zero-downtime deploy 13
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