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Chapter 1: Programming Languages cho DevOps

DevOps engineer can thanh thao it nhat mot scripting language (Python hodc Bash), hié€u
Go dé doc/viét tooling. M6i ngdn nglr ¢ vi tri riéng trong ecosystem.

1. Python cho Automation

Python la ngon ngit sé 1 cho DevOps automation nhd ecosystem phong phu, readable
syntax va cross-platform support.

1.1 Thu vién cot 16i

0S
subprocess
sys

pathlib

os module - tuong tac véi OS:

db host = os.environ.get(

os.environ[ ] =

os.makedirs ( , exist ok=
0s.path.exists(

for root, dirs, files in os.walk(
for in files:
if .endswith( ) €
(os.path.join(root,

subprocess module - chay shell commands:

subprocess

result = subprocess.run(
[ ) ,
capture output=
text= ,
check=

)

containers = result.stdout.strip().split(“\n")




result = subprocess.run(

shell= )
capture output=
text=

process = subprocess.Popen(
[ : :
stdout=subprocess.PIPE,
text=

)

for line in process.stdout:

(line, end="")

1.2 HTTP va API

requests - HTTP client:

requests

def check service health(url: , timeout:
try:
resp = requests.get(url, timeout=timeout)
return resp.status code ==
except requests.exceptions.
return

trigger deployment(api url: , token: , payload:

headers = { : {token}",

resp = requests.post(f"{api url} , Jjson=payload, headers=headers)
resp.raise for status()

return resp.json()

1.3 AWS véi boto3

ec2 = boto3.client( , region name=
response = ec2.describe instances(
Filters=[{




for reservation in response[
for instance in reservation|
name = (

(t[ ] for t in instance.get(

name instancel[ instancel[

s3 = boto3.client(
s3.upload file(

ssm = boto3.client( )
param = ssm.get parameter (Name= , WithDecryption=
db _password = param| 10

1.4 Fabric - Remote Execution

fabric Connection

def deploy to server(host: , key path: , version:
conn = Connection(
host=host,
user=user,
connect kwargs={ : key path}
)

with conn:
conn. run ( version}")
conn.sudo (
result = conn.run(

if result.stdout.strip() !'=

raise (

1.5 Vi du thuc té: Log Parser

re
sys

collections defaultdict

pathlib Path




LOG PATTERN = re.

def parse log(log file: , threshold ms:
slow requests = []

error_count = defaultdict(

for line in Path(log file).read text().splitlines():
match = LOG_PATTERN.match(line)
if not match:
continue
data = match.groupdict()
= (datal
status = (datal

if status >=
error_count[datal 11 +=
if rt > threshold ms:

slow requests.append((rt, data[

slow requests.sort(reverse=
(f"\n {threshold ms}
for rt, path, method in slow requests[:10]:
( {method} {path}: {rt:.0f} )

(f"\n )

for path, count in (error _count.items(), key=lambda x: -x[1])[:5]
( {path}: {count} )

parse log(sys.argv[1l] if (sys.argv) > else

2. Go cho Tooling

Go ly tudng cho CLI tools, daemons, va distributed systems. Binary compilation, fast
startup, built-in concurrency.

2.1 CLI Tool véi cobra

package main




import (

var rootCmd = &cobra.Command{
Us@s
Short:
Args: cobra.ExactArgs(1l),
Run: func(cmd *cobra.Command, args [] ) {
timeout, := cmd.Flags().GetInt( )
client := &http.Client{Timeout: time.Duration(timeout) * time.Second}

resp, err := client.Get(args[0])

if err I= {
fmt.Fprintf(os.Stderr,
os.Exit(1)

¥
defer resp.Body.Close()

if resp.StatusCode >= resp.StatusCode < {
fmt.Printf( \n", args[0], resp.StatusCode)
} else {
fmt.Printf( \n", args[0], resp.StatusCode)

0s.Exit(1)

func main() {
rootCmd.Flags().Int( ) )
if err := rootCmd.Execute(); err !=
os.Exit(1)

2.2 Concurrent Health Check nhiéu endpoints

package main

import (




type CheckResult struct {
URL
Status
Err
RTms

func checkURL (url ) CheckResult {
start := time.Now()
resp, err := http.Get(url)
rt := (time.Since(start).Milliseconds())
if err != {
return CheckResult{URL: url, Err: err, RTms: rt}
}
defer resp.Body.Close()
return CheckResult{URL: url, Status: resp.StatusCode, RTms:

func checkAll(urls [] ) [1CheckResult {
results := ([1CheckResult, (urls))
var wg sync.WaitGroup
for i, url := range urls {
wg.Add (1)
go func(idx , u
defer wg.Done()
results[idx] = checkURL(u)
Y(i, url)
}
wg.Wait()
return results

2.3 Cross-compilation

=linux dist/tool-linux-amd64
=linux dist/tool-linux-armé64
=darwin dist/tool-darwin-armé64

=windows dist/tool-windows.exe




3. Bash Scripting

Bash la glue language cua Linux. Dung cho system automation, CI/CD scripts, bootstrap
scripts.

3.1 C&u truc script chuan

pipefail

/tmp/deploy. lock

cleanup EXIT
INT TERM

3.2 Variables, Arrays, Functions

for server in

done




for svc in

done

&>/dev/null; then

3.4 Vi du thuc té: Deploy Script

pipefail




{

10 3 curl

docker
docker-compose

>/dev/null ||

http://localhost:8080/health

4. So sanh: Khi nao dung ngén ngit nao?

Tinh huéng

Ngon ngit

Quick one-off script Bash

Automation phic tap (=100 Python

lines)

AWS/Cloud API integration Python (boto3)
CLI tool distributed cho Go

team

Ly do

Zero dependencies,
available everywhere
Readability, error handling
tot hon

Ecosystem phong phu
Single binary, fast startup




Tinh huodng Ngon nglt Ly do

System daemon / agent Go Low memory, concurrency,
no runtime

Data processing / ML Python Pandas, NumPy, rich

pipeline ecosystem

Bootstrap / provisioning Bash Chay duogc trén bare metal

scripts

Quy tac thuc té: - Script < 50 lines, khéng cé logic phic tap = Bash - Can HTTP,
JSON parsing, retry logic —» Python - Can distribute binary, concurrency cao - Go - CI/CD
pipeline steps - Bash (goi Python/Go tools khi can)

5. Best Practices
Python

def deploy service(name: , version:

dataclasses dataclass

class DeployConfig:
app_name:
version:

replicas:

timeout:

Bash

deploy.sh

for f in /var/log/*.log; do

16



describe

Testing Scripts

./deploy.sh
2

tests/

Chapter 2: Operating System Concepts cho DevOps

Hi€u OS internals giip DevOps engineer debug production issues, tune performance, va
thiét ké hé thong resilient. Chapter nay tap trung vao Linux - nén tang cla hau hét server
infrastructure.

1. Process Management
1.1 Vong doi cua Process

Moi process cé mot PID (Process ID) va PPID (Parent PID). Kernel quan ly process théng
qua process table.

fork() - copy parent process (copy-on-write)
exec() - replace process image véi program méi

wait() - parent cho child exit

17



Zombie process: Child da exit nhung parent chua goi wait() = entry van trong process
table.

Orphan process: Parent da die truédc child - kernel giao lai cho init (PID 1).

1.2 Signals

Signal Number M0 t3 Cé thé bat?
SIGHUP 1 Hangup / reload config Co

SIGINT 2 Ctrl+C Cé

SIGKILL 9 Budc kill, khong thé block Khéng
SIGTERM 15 Graceful shutdown Co
SIGSTOP 19 Pause process Khéng
SIGUSR1/2 10/12 User-defined Co

gunicorn

SIGTERM

SIGINT

1.3 Process Priority: nice / renice

Kernel scheduler dung nice value (-20 dén +19, thap hon = uu tién cao hon).

19 rsync /data /backup

99 ./critical-process

1.4 Monitoring Commands

18



pid,ppid, cmd,%cpu,%smem

1 %CPU
1234,5678

2. Threads vs Processes va Concurrency Models

2.1 Threads vs Processes

Process Thread
Memory space Riéng Shared véi parent
Creation cost Cao (fork) Théap (clone)
Isolation Tot Kém (shared state)
Communication IPC (pipe, socket, shm) Shared memory truc ti€p
Crash impact Isolated Crash toan process

Linux thuc té: Ca process va thread déu dung ctone() syscall, khdc nhau & flags chia sé
memory space.

2.2 Concurrency Models trong Production

Apache (prefork) - Multi-process, 1 request/process - stable nhung heavy
Nginx / Node.js - Event loop (epoll) - single thread, non-blocking I/0
Gunicorn - Multi-process workers + async (gevent/uvicorn)

Go programs - Goroutines - M:N threading trén 0S threads

/proc/1234/status | Threads
/proc/1234/task |

3. Memory Management
3.1 Virtual Memory

Moi process c6 virtual address space riéng. Kernel map virtual = physical qua page
table.

19



/proc/1234/maps
1234

shared buff/cache available
512M 5.7G 6.1G

buff/cache: Kernel dung free memory dé€ cache disk I/O - binh thuong. “available” quan
trong han “free”.

3.2 Swap

/proc/sys/vm/swappiness
vm.swappiness=10
>> /etc/sysctl.conf

3.3 OOM Killer

Khi memory exhausted, kernel OOM killer chon va kill process dua trén oom_score.

/proc/1234/oom _score
/proc/1234/oom_score adj

> /proc/ sshd)/oom_score_adj

1000 > /proc/ chrome)/oom score adj

3.4 cgroups (Control Groups)

cgroups gidi han tai nguyén cho group processes. Docker, systemd, Kubernetes déu dung
cgroups.
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/sys/fs/cgroup/memory/docker/CONTAINER ID/memory.current

/sys/fs/cgroup/memory/docker/CONTAINER ID/memory.max

set-property app.service MemoryMax=512M CPUQuota=50%

4. 1/0 Model
4.1 Blocking vs Non-blocking 1/0

Blocking I/0: Process goi read() - block cho dén khi data available
Non-blocking I/0: Goi read() - return ngay véi EAGAIN néd khdng c6 data
Async I/0: Goi aio read() - kernel notify khi done qua signal/callback

4.2 epoll - Multiplexed 1/0
Nginx, Redis, Node.js dung epoll dé handle hang nghin connections véi single thread.
epfd = epoll createl(0);

struct epoll event ev = {.events = EPOLLIN, .data.fd = server fd};
epoll ctl(epfd, EPOLL CTL ADD, server fd, &ev);

while (1) {
nfds = epoll wait(epfd, events, MAX EVENTS, -1);
for ( i=20; 1 < nfds; i++) {

handle event(events[i].data.fd);

10 /dev/sda

4.3 1/0 Scheduler

/sys/block/sda/queue/scheduler
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mq-deadline > /sys/block/sda/queue/scheduler

5. Filesystem

5.1 Filesystem Types

FS Use case Dac diém

ext4 General purpose Stable, journaling, t6t cho
nho dén vua

xfs Large files, databases Scale tét, parallel 1/0,
default trén RHEL

btrfs Snapshots, RAID CoW, subvolumes,
checksums

tmpfs In-memory (/tmp, /run) RAM-backed, mat khi
reboot

5.2 Inodes va File Descriptors

/proc/sys/fs/file-max
1234 |
:8080

+D /var/log

>> /etc/security/limits.conf

>> /etc/security/limits.conf

fs.file-max=2097152

5.3 /proc va /sys

/proc/cpuinfo

/proc/meminfo

/proc/net/tcp
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/proc/loadavg
/proc/1234/cmdline

/sys/block/
/sys/block/sda/size
1 > /sys/block/sda/device/rescan

6. Systemd
6.1 Unit Files

[Service]

[Install]

start| | | app.service
enable app.service




status app.service

list-units

daemon-reload

list-dependencies app.service

6.2 journalctl - Log Management

app.service
app.service
app.service

app.service

=500M

7. Performance Monitoring Commands

1234
trace=open, read,write ./app
./app




Chapter 3: Linux Terminal Mastery

Terminal la cdng cu chinh ciia DevOps engineer. Thanh thao terminal gilp ban lam viéc
nhanh hon 10x so véi GUI tools, va day la k¥ nang bat bubc khi lam viéc vGi remote
servers.

1. Text Processing Tools

1.1 grep - Search Text

/var/log/app.log
/var/log/app.log
/opt/app/src/
.conf
app. log
app. log
file.txt

app. log
app. log
file.txt

/var/log/kern. log

patterns.txt app.log

1.2 awk - Column Processing

awk la mini programming language, t6t nhat cho structured text (columns).
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access. log
/etc/passwd
data.csv

access. log

app. log
file.txt

numbers. txt

access. log

access. log

1.3 sed - Stream Editor

sed tot cho text transformation, substitution trong pipelines.

file.txt
file.txt
file.txt
file.txt
file.txt

config.conf
file.txt
file.txt

file.txt
file.txt

file.txt
file.txt




config.yaml

file.txt

1.4 find - File Search

/var/log
/opt f

requirements.txt

/tmp +7
/var/log
/tmp/marker

f 2>/dev/null

/var/log

f 2>/dev/null
-f:

/var/log mv {} /archive/

xargs - Build Command Lines




convert {} 800x600 {}

1.6 cut, sort, uniq, tr, tee

/etc/passwd
file.txt

data.csv

file.txt
/etc/passwd
file.txt
numbers . txt
file.txt

access.log |
ips.txt |
ips.txt |

file.txt |

I
file.txt |

output.log
output.log
/dev/stderr |




2. Shell Scripting Advanced

2.1 Parameter Expansion

for item in
done
for i in

done




for key in

done

2.3 Process Substitution

serverl cat /etc/hosts) <( server2 cat /etc/hosts)
<( filel.txt) <( file2.txt)

> ( > backup.gz) >( > count.txt) < input.txt

/opt/app/vl) <(ls /opt/app/v2)

2.4 Here Documents va Here Strings

<< 'EOF' > /etc/nginx/sites-enabled/app.conf




/var/log/nginx/access. log

/var/log/nginx/access. log

f 2>/dev/null

/var/log/app/*.log




4. Job Control
4.1 Background Jobs

&
command &
command > output.log 2>&1 &

4.2 tmux - Terminal Multiplexer

new deploy
attach deploy

1s

kill-session old




mouse on
history-limit 50000
default-terminal

source-file ~/.tmux.conf display
select-pane
j select-pane

k select-pane
1 select-pane

4.3 screen

session_name

session_name

5. File Permissions

5.1 chmod, chown

u+x script.sh
g-w file.txt
o=r file.txt
a+r file.txt

ug+rw,o-rwx secret.conf

/opt/app/bin/server
/etc/app/config.yaml
~/.ssh/id rsa

~/.ssh

755 /opt/app
/opt/app d chmod 755 {}
/opt/app f chmod 644 {}




app:app /opt/app
app:app /opt/app
root:docker /var/run/docker.sock

5.2 Special Permissions

u+s /usr/bin/passwd
4755 /opt/special

g+s /shared/project
2775 /shared/project

+t /tmp
1777 /tmp

f 2>/dev/null
f 2>/dev/null

5.3 ACL - Access Control Lists

/opt/app/config.yaml

u:deploy:r-- /opt/app/config.yaml
g:devteam:rw- /shared/file.txt
0::--- /sensitive/data

u:ci:rx /opt/app

g:devteam:rw /shared/project

u:olduser /opt/app/config.yaml
/opt/app/config.yaml

6. Package Management




update && upgrade
install nginx curl jq
remove nginx
autoremove
list

show nginx

policy nginx

update

install nginx curl jq
remove nginx

list installed | nginx
info nginx

history

I
hold nginx

install kubectl
list
refresh kubectl

7. System Administration Commands

=source,size,used,avail,pcent, target
/var/log/
I

addr show

route show

localhost
/dev/null http://example.com
example.com




example.com

/bin/bash sudo deploy
docker
deploy
deploy

memory

Pipeline Phuc Tap Thuc Té

/var/log/app/error.log
I

| while

host in web-01 web-02 web-03; do

v1.0..HEAD

pid,ppid,stat,cmd |




; do

>/dev/null

Chapter 4: Git Advanced cho DevOps

Git khong chi la version control - d6i véi DevOps engineer, Git la nén tang cua CI/CD
pipeline, release management, va team collaboration. Chapter nay tap trung vao nhiing
gi thuc sy quan trong trong moi truong production.

1. Git Internals
1.1 Object Model

Git luu trir data nhu moét content-addressable filesystem. Moi th(r déu la object, identified
bdi SHA-1 hash.

Blob - file content

Tree - directory listing (blob + tree references)
Commit - snapshot (tree + metadata + parent commits)
Tag - named pointer to a commit

cat-file HEAD

cat-file HEAD

cat-file HEAD"{tree}
cat-file HEAD:src/main.go

.git/objects/
count-objects

gc

path/to/file

1.2 Refs va Reflog

.git/HEAD
.git/refs/heads/main

.git/refs/remotes/origin/main
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reflog
reflog show main

reflog expire =90.days refs/heads/main

reflog |
checkout recovery-branch SHA

1.3 Packfiles

.git/objects/pack/
verify-pack .git/objects/pack/pack-*.idx |

rev-list

| cat-file
I

I

2. Branching Strategies

2.1 Git Flow

Phu hgp cho: Versioned software, scheduled releases.

main - production code, always stable
develop integration branch

feature/* new features (from develop)
release/* release preparation (from develop)
hotfix/* urgent production fixes (from main)

checkout develop
checkout feature/user-authentication

rebase develop

checkout develop

merge feature/user-authentication
branch feature/user-authentication

checkout release/1.2.0 develop

checkout main && merge release/1.2.0




tag v1.2.0
checkout develop && merge release/1.2.0

branch release/1.2.0

checkout hotfix/fix-auth-bug main

checkout main && merge hotfix/fix-auth-bug
tag vli.2.1
checkout develop && merge hotfix/fix-auth-bug

2.2 GitHub Flow

Phu hgp cho: Saa$S, continuous deployment.

main - always deployable
feature/* - short-lived branches, merge via PR

checkout feature/add-caching

push origin feature/add-caching

2.3 Trunk-Based Development

Phu hop cho: High-frequency releases, experienced teams.

main/trunk - everyone commits here, multiple times/day
release/* - cut from trunk when needed

checkout feat/new-ui

3. Git Hooks

Hooks chay tu déng & cac diém trong Git workflow. Luu trong .git/hooks/ (local) hodc quan
ly véi tools nhu pre-commit, husky.

3.1 Client-side Hooks
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>/dev/null; then

11; then
| ruff check ||

symbolic-ref HEAD |

11; then




3.2 Quan ly Hooks véi pre-commit Tool

install
run

autoupdate

4. Advanced Git Commands

4.1 Interactive Rebase

rebase HEAD~5




rebase main

4.2 Cherry-pick

cherry-pick abcl234

cherry-pick abcl234 def5678
cherry-pick v1.0..v1.5
cherry-pick abcl234

checkout release/1.5
cherry-pick abcl234
push origin release/1.5

4.3 git bisect - Tim Bug Commit

bisect start
bisect bad HEAD
bisect good v1.2.0

bisect
bisect

run ./test-script.sh
reset

4.4 Stash

push

push

list

pop

apply stash@{2}

drop stash@{0}
branch feature/login




5. Merge Strategies va Conflict Resolution

5.1 Merge Options

merge feature/branch

feature/branch

feature/branch

merge feature/branch

commit

checkout feature/branch

rebase main

checkout main

merge feature/branch

5.2 Conflict Resolution

mergetool
mergetool =vimdiff

add resolved-file.txt
merge




checkout config.yaml
checkout config.yaml
add config.yaml

6. Monorepo vs Polyrepo

6.1 Monorepo

services/

— api/

F— worker/

L— frontend/
libs/

— shared-utils/
L— common-types/
infra/

L— terraform/
tools/

sparse-checkout init

sparse-checkout set services/api libs/shared-utils
sparse-checkout list

7. Git trong CI/CD
7.1 Shallow Clone - Téi uu CI/CD




1 https://github.com/org/repo.git
1 main https://github.com/org/repo.git

uses: actions/checkout@v4

100 origin main

7.2 Sparse Checkout trong CI

clone =blob:none https://github.com/org/monorepo.git
monorepo

sparse-checkout set services/api

7.3 Detecting Changed Files trong CI

HEAD~1 HEAD

origin/main...HEAD

origin/main

for service in ; do

build test




8. .gitattributes va .gitignore

8.1 .gitattributes

# .gitattributes - control file handling

Normalize line endings (important for cross-platform teams)
text=auto

.sh text eol=1f

.bat text eol=crlf

.psl text eol=crlf

Binary files - khong diff/merge
.png binary
.jpg binary
.pdf binary

.zip binary

Custom diff drivers
.py diff=python
.md diff=markdown

# Export ignore (khong include trong git archive)
tests/ export-ignore
.github/ export-ignore
docs/ export-ignore

# Merge strategy cho generated files
package-lock.json merge=ours

yarn.lock merge=ours

# LFS tracking
*.psd filter=1fs diff=1fs merge=1fs -text
*.mp4 filter=1fs diff=1fs merge=1fs -text

8.2 .gitignore Patterns
# .gitignore

# Environment va secrets - CRITICAL
.env

.env.*

I.env.example

* . key

*.pem

*.pl2

credentials.json




secrets/

# Build artifacts
dist/

build/
*.egg-info/
__pycache /
*.pyc

node modules/

vendor/

# IDE
.idea/
.vscode/
*.swp
*.swo

.DS Store

# Test coverage
.coverage
htmlcov/
.pytest cache/

coverage.xml

# Logs
*.log
logs/

# 0S
Thumbs.db
.DS Store

9. Signing Commits véi GPG

user.signingkey 3AA5C34371567BD2

commit.gpgsign true




tag.gpgsign true

3AA5C34371567BD2

commit

log
verify-commit HEAD

verify-tag v1.0.0

10. Best Practices cho Team DevOps
10.1 Commit Message Convention

<type>(<scope>): <description>
[optional body]
[optional footer(s)]

Types: feat, fix, docs, style, refactor, perf, test, chore, ci, revert

commit
commit
commit

commit

commit

10.2 Branch Protection Rules
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10.3 Useful Aliases

log

status
reset HEAD~1
= branch =-committerdate
log

shortlog

10.4 Repository Maintenance

remote prune origin
fetch

git branch

bfg.jar 10M repo.git
reflog expire

gc =now

shortlog
log

Chuong 5: Networking cho DevOps

1. MO hinh OSI 7 Layers




Layer Tén Chilrc nang Vi du giao thuic

7 Application Giao ti€p vGi ing dung HTTP, FTP, SMTP, DNS

6 PresentationMa hoda, nén, dinh SSL/TLS, JPEG, ASCII
dang d{ liéu

5 Session Quan ly phién két n6i  NetBIOS, RPC

4 Transport  Truyén tdi end-to-end, TCP, UDP

port
Network Dinh tuyén, dia chiIP  IP, ICMP, OSPF, BGP
Data Link Frame, MAC address Ethernet, Wi-Fi, ARP
Physical Tin hiéu vat ly Cap dong, quang, radio

=N W

Ghi nhé thuc té: Khi debug, hoi ting I16p: “Ping dugc khéng? (L3) —» Port md khéng?
(L4) — Certificate hgp Ié khéng? (L6)”

2. TCP/IP Stack
3-Way Handshake

Client Server
| ---- SYN (segq=x) ----> | Buéc 1: Client gul SYN
| <-- SYN-ACK (seqg=y) -- | Budc 2: Server xac nhan + gui SYN
| ---- ACK (seq=y+1l) --> | Budc 3: Client xac nhan
I

(Connection Established) |

TCP vs UDP
Pac diém TCP UDP
K&t noi Connection-oriented Connectionless
Do tin cay Dam bao delivery Best-effort
Thi tu Co Khoéng
Overhead Cao Thap
Use case HTTP, SSH, DB DNS, Video stream, Gaming

TCP Congestion Control

Slow Start: Bat dau vGi cwnd=1 MSS, tang gap d6i moi RTT
Congestion Avoidance: Sau khi dat ssthresh, tang tuyén tinh
Fast Retransmit: 3 duplicate ACK - retransmit ngay

Fast Recovery: Khong vé Slow Start sau Fast Retransmit

retransmit
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net.core.rmem max

net.core.wmem max

net.core.rmem _max=16777216

net.core.wmem max=16777216

3. DNS

Cac loai DNS Records

Record Muc dich Vi du

A IPv4 address api.example.com - 192.168.1.10

AAAA IPv6 address api.example.com - 2001:db8::1

CNAME Alias www.example.com - example.com

MX Mail server example.com - mail.example.com (priority 10)
TXT Metadata, SPF, DKIM "v=spfl include: spf.google.com ~all"

SRV Service locator _http. tcp.example.com

NS Name server example.com - nsl.provider.com

PTR Reverse DNS 10.1.168.192.in-addr.arpa - api.example.com

Recursive vs Iterative DNS

Recursive (thong thuong):
Client - Resolver - Root NS - TLD NS - Authoritative NS - Client

Iterative (resolver tu xu’ly tlrng budc):
Client - Root NS (trd vé TLD NS address)
Client -» TLD NS (trd vé'Auth NS address)
Client - Auth NS (tra vé'IP)

DNS Caching

example.com A +ttl

statistics

killall mDNSResponder
/flushdns
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Split-Horizon DNS

Cung tén domain trd vé IP khac nhau tuy vao nguon query (internal/external):

# Bind9 - internal view
view "internal" {
match-clients { 10.0.0.0/8; };
zone "example.com" {
file "internal.example.com.zone"; # Returns 10.0.1.5
}i
}i

# External view
view "external" {
zone "example.com" {
file "external.example.com.zone"; # Returns 203.0.113.5
b
b

4. HTTP/HTTPS
HTTP Methods

Method Idempotent Safe Muc dich

GET Yes Yes LAy resource

POST No No Tao resource

PUT Yes No Cap nhat toan bd
PATCH No No  Cap nhat mot phan
DELETE Yes No  Xda resource

HEAD Yes Yes LAy headers only
OPTIONS Yes Yes Kiém tra capabilities

Status Codes quan trong

2XX Success: 200 OK, 201 Created, 204 No Content

3xx Redirect: 301 Moved Permanently, 302 Found, 304 Not Modified

4xx Client: 400 Bad Request, 401 Unauthorized, 403 Forbidden, 404 Not Found, 429 Too Many Requests
5xx Server: 500 Internal Server Error, 502 Bad Gateway, 503 Service Unavailable, 504 Gateway Timeout

HTTP/2 vs HTTP/3

Tinh nang HTTP/1.1 HTTP/2 HTTP/3
Multiplexing Khéng C6 (TCP) Co (QUIC/UDP)
Header compression Khong HPACK QPACK

Server push Khoéng Cé Co
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Tinh nang HTTP/1.1 HTTP/2 HTTP/3
Head-of-line blocking C6 Co (TCP level) Khoéng
Transport TCP TCP UDP (QUIC)

5. SSH
Key-based Authentication

ed25519 ~/.ssh/id_ed25519

~/.ssh/id ed25519.pub user@server

~/.ssh/id_ed25519.pub >> ~/.ssh/authorized keys

700 ~/.ssh
600 ~/.ssh/authorized keys

SSH Tunneling & Port Forwarding

5432:db.internal:5432 user@bastion.example.com

8080:localhost:3000 user@public-server.com

1080 user@server.com

user@bastion.com user@internal-server.com

SSH Config file (~/.ssh/config)

Host bastion
HostName bastion.example.com
User ec2-user
IdentityFile ~/.ssh/prod-key.pem
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Host internal-*
User ubuntu
ProxyJump bastion
IdentityFile ~/.ssh/prod-key.pem

Host *
ServerAlivelInterval 60
ServerAliveCountMax 3
AddKeysToAgent yes

ssh-agent

~/.ssh/id ed25519

user@bastion.com

6. Subnetting, CIDR, VLAN, VPN
CIDR Notation

192.168.1.0/24 - 254 hosts (256 - 2 reserved)
10.0.0.0/16 - 65534 hosts
172.16.0.0/12 - 1,048,574 hosts

# Tinh subnet nhanh:

/24 = 256 IPs /25 = 128 IPs

/26 = 64 IPs /27 = 32 IPs

/28 = 16 IPs /30 = 4 IPs (point-to-point links)
VLAN

link add link eth@ name eth0.100 type vlan id 100

addr add 192.168.100.1/24 dev eth0.100
link set eth0.100 up

WireGuard VPN

genkey | server private.key | pubkey > server public.key
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= 10.10.0.1/24
= 51820

= <server private key>

= <client public key>
= 10.10.0.2/32

up wgo
enable wg-quick@wg0

7. Network Troubleshooting

Checklist debug theo layer

server.com 443

server.com 53
state established
@8.8.8.8 example.com A

example.com +trace

=MX example.com

etho port 80 capture.pcap
any host 10.0.1.5 and port 443

22,80,443 server.com
53 8.8.8.8




Debug thuc té: “Website khéng load duogc”

example.com A

+short example.com A

example.com 443

example.com:443 example.com

https://example.com

https://example.com 2>&1 |

8. Best Practices

e Dung IPv6 dual-stack cho infrastructure méi

e Khoéng hard-code IP, dung DNS + service discovery

* Tach management network khoi data plane

* Enable TCP BBR congestion control trén Linux kernels méi

e Monitor DNS TTL khi thay déi infrastructure (ha TTL trudgc)

* Dung MTR thay cho traceroute trong production (it noise hon)
* Document subnetting scheme r6 rang trudc khi deploy

net.core.default qdisc=fq

net.ipv4.tcp congestion control=bbr
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Chuong 6: Security cho DevOps

1. SSL/TLS
TLS Handshake (TLS 1.3)
Client Server
| ---- ClientHello ---------- > | (cipher suites, TLS version, random)
| <--- ServerHello ----------- | (chosen cipher, certificate)
| <--- Certificate ----------- |
| <--- CertificateVerify ------
| <--- Finished -------------- |
| ---- Finished ------------ > |

| ===== Encrypted Data ======= |
TLS 1.3 chi con 1 RTT (thay vi 2 RTT & TLS 1.2), cdi thién performance dang ké.

Certificate Chain

Root CA (self-signed, offline storage)
L— Intermediate CA (online, signs end-entity certs)
L— End-entity Certificate (your domain)

cert.pem

ca-bundle.pem cert.pem

s client example.com:443

s _client example.com:443 2>/dev/null
x509

Let’s Encrypt véi Certbot

install certbot python3-certbot-nginx

certonly example.com www . example. com

>> /etc/cron.d/certbot
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certonly

2. PKI (Public Key Infrastructure)

Tao Internal CA

genrsa ca.key 4096
req 3650 ca.key ca.crt

genrsa intermediate.key 4096
req intermediate.key intermediate.csr

x509 1825 intermediate.csr ca.crt
ca.key intermediate.crt
genrsa service.key 2048

req service.key service.csr

x509 365 service.csr intermediate.crt

intermediate.key service.crt

3. Secrets Management

HashiCorp Vault

server

kv put secret/myapp db password=
kv get secret/myapp
kv get =db password secret/myapp




secrets enable database

write database/config/mydb
plugin name=postgresql-database-plugin
connection url=

username= password=

SOPS (Secrets OPerationS)

arn:aws:kms:us-east-1:123456789: key/mrk-xxx secrets.yaml > secrets.enc.yaml

key.txt
key.txt |

secrets.yaml > secrets.enc.yaml

secrets.enc.yaml |

Sealed Secrets (Kubernetes)

apply https://github.com/bitnami-labs/sealed-secrets/releases/latest/download/controller.yaml

create secret generic my-secret =password=secret123

=client yaml | yaml > sealed-secret.yaml

apply sealed-secret.yaml

4. SSH Hardening

no
yes

.ssh/authorized keys

300
2
devops deploy




reload sshd

Fail2ban

true
ssh
sshd
/var/log/auth. log
=3
= 3600
= 600

status sshd
set sshd unbanip 1.2.3.4

5. Container Security

Image Scanning v@i Trivy

image nginx:latest

image HIGH,CRITICAL nginx:latest

config Dockerfile

CRITICAL myapp:latest

Rootless Container

FROM node:18-alpine

appgroup && appuser appgroup




WORKDIR /app

COPY --chown=appuser:appgroup .
RUN ci =production
USER appuser

EXPOSE 3000

CMD [

Seccomp va AppArmor

seccomp=seccomp-profile.json myapp

apparmor=docker-default myapp

6. Network Security: Zero Trust & mTLS
MmTLS (Mutual TLS)

Ca client va server déu xac thuc 1an nhau bang certificate:

genrsa client.key 2048

req client.key client.csr

x509 365 client.csr ca.crt
ca.key client.crt

client.crt client.key

https://api.internal.example.com

Zero Trust Checklist

» Khong tin tudng bat ky request nao du tlr internal network
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Moi service-to-service communication déu dung mTLS
Phan quyén theo least privilege

Log va monitor moi access

Dung service mesh (Istio/Linkerd) dé enforce zero trust

7. OWASP Top 10 (DevOps Awareness)

# Tén Bién phap trong DevOps

1 Broken IAM policy review, RBAC
Access
Control

2 Cryptographic Khéng dung MD5/SHA1, dung TLS 1.2+
Failures

3 Injection Parameterized queries, input validation

4 Insecure Threat modeling, security review
Design

5 Security CIS benchmarks, hardening scripts
Misconfigura-
tion

6 Vulnerable Trivy, Snyk scanning trong CI/CD
Components

7 Auth Failures MFA, strong password policy

8 Software Sign Docker images, verify checksums
Integrity
Failures

9 Security Centralized logging, SIEM
Logging
Failures

10 SSRF Network policies, egress filtering

8. Security Scanning trong CI/CD
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9. CIS Benchmarks

audit system

run /var/run/docker.sock:/var/run/docker.sock

docker/docker-bench-security

apply https://raw.githubusercontent.com/aquasecurity/kube-bench/main/job.yaml
logs job/kube-bench

10. Best Practices

Principle of Least Privilege




/bin/false appuser

appuser:appuser /opt/myapp
750 /opt/myapp

Defense in Depth

: Perimeter firewall (block unknown traffic)
: WAF (block OWASP attacks)

Layer
Layer
Layer 3: Network segmentation (VLAN/security groups)
Layer 5: Application authentication/authorization

: Data encryption at rest and in transit

1
2
3

Layer 4: Host-based firewall (iptables/nftables)
5
Layer 6
7

Layer 7: Monitoring va alerting

Security Checklist truéc Production

00 Tat tat cad unused ports va services

[0 Rotate tat ca default passwords

0 Enable audit logging

O Cai dat intrusion detection (AIDE, Falco)
O Test backup restoration

O Verify certificate expiry monitoring

0 Review IAM permissions (least privilege)
0 Enable MFA cho tat cd admin accounts

Chuong 7: Web Servers

1. Nginx
Architecture: Event-Driven Model

Nginx dung event-driven, asynchronous, non-blocking model:

Master Process
— Worker Process 1 (xu’ly nhiél connections déng thoi qua epoll/kqueue)
— Worker Process 2
— Worker Process N (thudng = s6 CPU cores)
L— Cache Manager Process

Moi worker process xtr ly hang nghin connections ma khéng can tao thread/process mdi
- ton it memory hon Apache.

Cau truc Config
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# /etc/nginx/nginx.conf

user www-data;

worker processes auto; = 50 CPU cores

worker rlimit nofile 65535; Max file descriptors per worker
pid /run/nginx.pid;

events {
worker connections 4096; Max connections per worker
use epoll; Linux - dung epoll (hiéu qua nhat)
multi accept on; Accept nhiél connections clung Llic

http {
# MIME types, logging, gzip...
include /etc/nginx/mime.types;
include /etc/nginx/conf.d/*.conf;
include /etc/nginx/sites-enabled/*;

Server Blocks va Locations

# /etc/nginx/sites-available/example.com
server {

listen 80;

listen [::]:80;

server _name example.com www.example.com;

# Redirect HTTP - HTTPS
return 301 https://$host$request uri;

server {
listen 443 ssl http2;

server_ name example .Com www. example .com;

root /var/www/example.com;
index index.html;

# Location matching theo th& tu wu tién:

N

# = (exact) > *~ (prefix, stop) > ~ (regex) > ~* (regex insensitive) > / (prefix)
location = /health {

return 200 "OK";

add header Content-Type text/plain;




location /api/ {
proxy pass http://backend upstream;

location ~* \.(jpg|jpeg|png|gif|ico|css|]js)$ {
expires 30d;
add_header Cache-Control "public, immutable";

location / {
try files $uri $uri/ /index.html; # SPA routing

Static Files, Gzip, SSL

server {
listen 443 ssl http2;

server_name example .com;

# SSL Configuration

ssl certificate /etc/letsencrypt/live/example.com/fullchain.pem;
ssl certificate key /etc/letsencrypt/live/example.com/privkey.pem;

ssl protocols TLSv1l.2 TLSvl.3;

ssl ciphers ECDHE-ECDSA-AES128-GCM-SHA256:ECDHE-RSA-AES128-GCM-SHA256;
ssl prefer server ciphers off;

ssl session cache shared:SSL:10m;

ssl session timeout 1d;

ssl stapling on;

ssl stapling verify on;

# HSTS
add _header Strict-Transport-Security "max-age=63072000" always;

# Gzip compression

gzip on;

gzip vary on;

gzip_ proxied any;

gzip_comp level 6;

gzip types text/plain text/css application/json application/javascript

text/xml application/xml application/xml+rss text/javascript;

# Static files
location /static/ {
root /var/www;
expires 1ly;
add header Cache-Control "public, immutable";




access log off;

Rate Limiting va Access Control

http {
# Dinh nghia zone (key=IP, size=10m, rate=10 req/s)
limit req zone $binary remote addr zone=api:1l0m rate=10r/s;
limit _req zone $binary remote addr zone=login:10m rate=5r/m;

# Gidi han connections doéng thoi

limit conn zone $binary remote addr zone=perip:10m;

server {
location /api/ {
limit req zone=api burst=20 nodelay;

limit conn perip 10;

location /login {

limit req zone=login burst=5;

# IP whitelist/blacklist
location /admin/ {
allow 10.0.0.0/8;
allow 192.168.0.0/16;
deny all;

2. Apache HTTP Server

MPM Models

MPM Model Use Case

prefork Multi-process, 1 PHP mod_php (non-thread-safe)
process/connection

worker Multi-threaded, Balanced performance
threads/process

event Async + thread pool High concurrency (default mai)
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VirtualHost va mod_rewrite

ServerName
ServerAlias
Redirect

ServerName
DocumentRoot
DirectoryIndex

on
SSLCertificateFile
SSLCertificateKeyFile

-Indexes +FollowSymLinks
All

Require

RewriteCond
RewriteCond
RewriteRule

ErrorLog

CustomLog




.htaccess

-Indexes

+FollowSymLinks

RewriteCond

RewriteRule

Header
Header

Header

3. Tomcat (Java Servlet Container)
Kién triac Tomcat

Tomcat Server
L— Service
— Connector (HTTP/1.1 port 8080, AJP port 8009)
L— Engine (Catalina)
L— Host (Virtual Host)
L— Context (Web Application /myapp)

Connection Pool va JVM Tuning

<Connector

69




4. Performance Tuning

Nginx - Téi uu héa

# nginx.conf
worker processes auto;
worker cpu affinity auto;

worker rlimit nofile 65535;

events {
worker connections 4096;
use epoll;

multi accept on;

http {
# Sendfile - dung kernel sendfile() thay vi read()+write()
sendfile on;
tcp _nopush on; # GOp header vao response dau tién
tcp _nodelay on; # Tat Nagle's algorithm

# Keepalive
keepalive timeout 65;

keepalive requests 1000;

# Buffers
client body buffer size 128k;
client max body size 10m;

client header buffer size 1k;

# File cache

open_file cache max=200000 inactive=20s;
open file cache valid 30s;

open file cache min uses 2;

open file cache errors on;




5. Logging

Nginx Log Format

http {
# Log format tuy chinh
log format main '$remote addr - $remote user [$time local] "$request"
'$status $body bytes sent "$http referer" '
'"$http user agent" "$http x forwarded for" '
'rt=$request time uct=$upstream connect time '

‘uht=$upstream header time urt=$upstream response time';

# JSON format (dé“parse véi ELK stack)
log format json combined escape=json

g

""time":"$time is08601",'

'"remote addr":"$remote addr",’
'"method":"$request method",'
""uri":"$request uri",’
'"status":$status, '
'"bytes":$body bytes sent,’
‘"duration":$request time, '’

upstream":"$upstream addr"'

TE

access log /var/log/nginx/access.log json combined;

error_log /var/log/nginx/error.log warn;

Log Rotation

reopen




6. So sanh Nginx vs Apache vs Tomcat

Tiéu chi Nginx Apache Tomcat
Architecture Event-driven Process/Thread- Thread-based
based

Performance cao tai Xuét sac Tot Tot cho Java

Static files Rat nhanh Nhanh Khéng phu hgp

Dynamic content Qua Native mod_php Native Java
FastCGl/proxy

Memory Théap Cao hon Cao (JVM)

Config Don gidn, block Phirc tap hon XML-heavy

.htaccess Khong ho trg Ho6 trg Khong ap dung

Use case Reverse proxy, PHP apps, Java web apps
static .htaccess

7. Production-Ready Config Example

Nginx - Microservices Production

upstream api backend {
least conn;

keepalive 32;

server {

# Load balancing algorithm
server 10.0.1.10:8080 weight=3;
server 10.0.1.11:8080 weight=2;
server 10.0.1.12:8080 backup;

# Persistent connections té&i backend

listen 443 ssl http2;

server _name api.example.com;

ssl certificate /etc/ssl/certs/api.example.com.crt;
ssl certificate key /etc/ssl/private/api.example.com.key;
ssl protocols TLSv1.2 TLSvl.3;

# Security headers

add header X-Frame-Options "DENY" always;

add header X-Content-Type-Options "nosniff" always;
add header X-XSS-Protection "1; mode=block" always;

add header Content-Security-Policy "default-src 'self'" always;

# Rate limiting

limit req zone=api burst=50 nodelay;
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location / {
proxy pass http://api backend;
proxy http version 1.1;
proxy set header Upgrade $http upgrade;
proxy set header Connection "upgrade"; # WebSocket support

proxy set header Host $host;

proxy set header X-Real-IP $remote addr;
proxy set header X-Forwarded-For $proxy add x forwarded for;

proxy set header X-Forwarded-Proto $scheme;

proxy connect timeout 5s;
proxy send timeout 30s;
proxy read timeout 30s;

proxy buffering off; # Streaming responses

location /health {
access log off;
return 200 "healthy\n";

Kiém tra va reload config

reload
status nginx

/var/log/nginx/error.log

Chuong 8: Reverse Proxy
1. Khai niém
Forward Proxy vs Reverse Proxy

Forward Proxy (Client-side):
[Client] - [Forward Proxy] - [Internet/Server]
Muc dich: AA danh client, bypass firewall, caching

Reverse Proxy (Server-side):

[Client] - [Reverse Proxy] - [Backend Servers]
Muc dich: Load balancing, SSL termination, caching, security
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Reverse Proxy cung cap: - Load balancing gi(ra nhiéu backend instances - SSL termi-
nation (gidi ma TLS moét lan, backend dung plain HTTP) - Health checking va failover tu
dong - Rate limiting, WAF - Request/response modification - Centralized logging

2. Nginx Reverse Proxy

Cau hinh co ban

# Upstream block - dinh nghia backend pool
upstream backend {
least conn; # Thuat todn: least connections

# Cac thuat toan khac: round-robin (default), ip_hash, hash $request uri

server 10.0.1.10:8080 max fails=3 fail timeout=30s;
server 10.0.1.11:8080 max fails=3 fail timeout=30s;
server 10.0.1.12:8080 backup; # Dung khi primary down

keepalive 32; # Duy tri 32 persistent connections

server {
listen 80;

server name app.example.com;

location / {
proxy pass http://backend;

# Headers quan trong

proxy set header Host $host;

proxy set header X-Real-IP $remote addr;
proxy set header X-Forwarded-For  $proxy add x forwarded for;
proxy set header X-Forwarded-Proto $scheme;

proxy set header X-Forwarded-Host $host;

proxy set header X-Forwarded-Port $server port;

# Connection settings
proxy http version 1.1;

proxy set header Connection # Enable keepalive t&i upstream
# Timeouts

proxy connect timeout

proxy send timeout

proxy read timeout

# Buffers
proxy buffer size




proxy buffers 4 32k;
proxy busy buffers size 64k;

Nginx - Multiple Upstreams / Path-based Routing

upstream api service {
server api-1:3000;
server api-2:3000;

upstream auth service {
server auth-1:4000;

upstream static service {

server static:8080;

server {
listen 443 ssl http2;
server _name gateway.example.com;

location /api/ {
proxy pass http://api service/; # Trailing slash strips /api prefix

location /auth/ {
proxy pass http://auth service/;

location /static/ {
proxy pass http://static service/;
proxy cache valid 200 1d;

3. HAProxy

Frontend/Backend Architecture

Client - Frontend (ACL routing) - Backend (server pool)




# /etc/haproxy/haproxy.cfg
global
log /dev/log local®
maxconn 50000
user haproxy
group haproxy
daemon

defaults
log global
mode http
option httplog
option dontlognull
option forwardfor
option http-server-close
timeout connect 5s
timeout client 30s

timeout server 30s

# Frontend - nhan traffic t&r client

frontend http_in
bind *:80
bind *:443 ssl crt /etc/ssl/certs/example.pem
http-request redirect scheme https unless { ssl fc }

# ACL rules - diéu huéng theo domain/path
acl is api hdr(host) -i api.example.com
acl is app hdr(host) -i app.example.com
acl is static path beg /static

use backend api backend if is api
use backend static cache if is static
default backend app_ backend

# Backend cho API

backend api backend
balance roundrobin
option httpchk GET /health
http-check expect status 200

server api-1 10.0.1.10:3000 check inter 5s rise 2 fall 3
server api-2 10.0.1.11:3000 check inter 5s rise 2 fall 3
server api-3 10.0.1.12:3000 check inter 5s rise 2 fall 3 backup

# Backend cho App véi sticky sessions

backend app backend

balance source # IP hash - dam bdo sticky sessions

cookie SERVERID insert indirect nocache # Cookie-based sticky sessions




option httpchk GET /ping

server app-1 10.0.2.10:8080 check cookie serverl
server app-2 10.0.2.11:8080 check cookie server2

HAProxy Stats Dashboard

# Thém vao haproxy.cfg
frontend stats

bind *:9000

stats enable

stats uri /stats

stats refresh 10s

stats auth admin:password

stats hide-version

stats show-legends

4. Traefik

Auto-discovery véi Docker




Traefik véi Kubernetes IngressRoute




5. SSL Termination Modes

Use case

Mode M6 ta Nginx config
SSL Termi- Proxy decrypt proxy_pass http://backend
nation TLS, gui plain
HTTP t6i
backend
SSL Proxy chuyén stream { proxy pass backend:443 }

Passthrough TLS encrypted
traffic thang

SSL Proxy decrypt proxy_pass https://backend
Bridging réi re-encrypt

khi gui

backend

Thoéng thuong, don
gidn nhat

Backend can gilr
encryption

Compliance, full
encryption

# SSL Termination (Layer 7)

server {
listen 443 ssl;
location / {
proxy pass http://backend; # Plain HTTP to backend

# SSL Passthrough (Layer 4 - stream module)
stream {
upstream backend ssl {
server 10.0.1.10:443;
}
server {
listen 443;
proxy pass backend ssl; # Pass raw TCP stream

6. WebSocket Proxying

# Nginx WebSocket proxy

map $http upgrade $connection upgrade {
default upgrade;
t close;

server {

location /ws/ {
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proxy pass http://websocket backend;
proxy http version 1.1;

proxy set header Upgrade $http upgrade;
proxy set header Connection $connection upgrade;
proxy set header Host $host;

# WebSocket timeout - tang 1én dé’gilr long-lived connections
proxy read timeout 3600s;

proxy send timeout 3600s;

7. gRPC Proxying

# Nginx gRPC proxy (HTTP/2 required)
upstream grpc_backend {

server 10.0.1.10:50051;

server 10.0.1.11:50051;

server {
listen 443 ssl http2;

server_name grpc.example.com;

location / {
grpc_pass grpc://grpc_backend;

# gRPC-specific settings

grpc_set header X-Real-IP $remote addr;
grpc_read timeout 600s;

grpc_send timeout 600s;

# Error handling
error _page 502 = /error502grpc;

location = /error502grpc {
internal;
default type application/grpc;
add header grpc-status 14;
add header content-length 0;
return 204;




8. Headers Quan Trong

X-Forwarded-For: <client-ip>, <proxyl-ip>, <proxy2-ip>
- Chudéi IP qua cdc proxies, IP dau tién la client go6¢

X-Real-IP: <client-ip>
- IP client g6¢ (chi dat boi proxy dau tién)

X-Forwarded-Proto: https
- Protocol gb6¢ (quan trong dé’biét client dung HTTP hay HTTPS)

X-Forwarded-Host: original-host.com
- Host header go¢ tu client

Host: backend-internal.example.com
- Nginx tu dat, override Host header té&i backend

# Nginx - dat headers dung cach
proxy set header X-Real-IP $remote addr;

proxy set header X-Forwarded-For $proxy add x forwarded for; # Append IP

proxy set header X-Forwarded-Proto $scheme;
proxy set header Host $host;

# X6a header nhay cam tir client
proxy hide header X-Powered-By;

proxy hide header Server;

9. Rate Limiting va Circuit Breaking

Nginx Rate Limiting nang cao

http {
limit req zone $binary remote addr zone=per ip:10m rate=100r/s;

limit req zone $http x api key zone=per key:10m rate=1000r/s;

server {
location /api/ {
# Per-IP: 100 req/s, burst 200, khong delay burst
limit req zone=per ip burst=200 nodelay;

# Per API key: 1000 req/s
limit req zone=per key burst=2000 nodelay;

limit req status 429; # Trad vé 429 thay vi 503
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Circuit Breaker véi Nginx (passive health check)

upstream backend {
server 10.0.1.10:8080 max fails=5 fail timeout=30s;
server 10.0.1.11:8080 max fails=5 fail timeout=30s;

# Nginx Plus: active health check

# health check interval=5s fails=3 passes=2;

# Open source alternative: ngx _http upstream module
server {
location / {
proxy pass http://backend;
proxy next upstream error timeout http 500 http 502 http 503;
proxy next upstream tries 3;
proxy next upstream timeout 10s;

10. High Availability Setup

Keepalived + Nginx (Active-Passive)

check nginx {

VI 1 {
MASTER
etho
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Microservices Production Example

# Gateway cho microservices architecture

upstream user service { server user-svc:8001; server user-svc-2:8001; }
upstream order service { server order-svc:8002; server order-svc-2:8002; }
upstream payment service { server payment-svc:8003; }

upstream notification service { server notif-svc:8004; }

server {
listen 443 ssl http2;

server _name api.example.com;

# Global rate limit

limit req zone=api burst=100 nodelay;

# Service routing
location /vl/users/ { proxy pass http://user service/; }
location /vl1/orders/ { proxy pass http://order _service/; }
location /v1/payments/ {

proxy_pass http://payment_service/;

# Payment service can timeout dai hon

proxy read timeout 120s;
}

location /vl/notifications/ { proxy pass http://notification service/; }

# Health endpoint khdéng log dé’gidm noise
location /health {

access log off;

return 200 '{"status":"ok"}';

add header Content-Type application/json;

# Centralized error handling
error_page 502 503 504 /50x.json;
location = /50x.json {
internal;
default type application/json;
return 503 '{"error":"Service temporarily unavailable"}';




¥
}

11. So sanh Nginx vs HAProxy vs Traefik

Tiéu chi Nginx HAProxy Traefik
Performance Rat cao Cao nhat To6t
Layer 4/7 Ca hai Ca hai Layer 7 cha yéu
Auto-discovery Khéng Khéng C6 (Docker/K8s)
Let’s Encrypt Can certbot Khéng native Tich hop san
Config reload Graceful Hitless Dynamic
Learning curve Trung binh Cao Thap
Best for Web serving + High-perf TCP LB Cloud-

proxy native/containers

Chuong 9: Caching Strategies

Caching la ky thuat luu trir tam thoi dr liéu da xu ly dé tai sir dung, gidm latency va tai
cho hé thong backend.

1. Cac tang Caching

User Browser

|
v

CDN Edge (CloudFlare, CloudFront)
|
v

Reverse Proxy Cache (Varnish, Nginx)
|
v

Application Cache (Redis, Memcached)
|
v

Database Query Cache (MySQL Query Cache, pg bouncer)
|
v

Storage (SSD, HDD)
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Tang Latency Dung lugng Use case

Browser Oms MB Static assets, API responses
CDN 1-10ms TB Static files, media

Reverse Proxy 1-5ms GB HTML pages, APl responses
Application 0.1-1Ims GB Session, computed data
Database 1-10ms GB Query results

2. Redis
2.1 Data Types

user:1l:name

user:1l:name
page:views
session:abc123 3600

user:1 name
user:1 name
user:1

user:1 age 1

notifications:userl
queue:emails
notifications:userl 0 9

queue:emails 30

user:1l:tags
user:1:tags
user:1l:tags user:2:tags

user:1l:tags user:2:tags

leaderboard 1500 2000
leaderboard 0 WITHSCORES
leaderboard

user:active:2024-01-15 userld 1
user:active:2024-01-15




visitors
visitors

2.2 Persistence

RDB (Redis Database Backup) - snapshot:

900 1
300 10
60 10000
dump. rdb

/var/lib/redis

BGSAVE
LASTSAVE

AOF (Append-Only File) - log moi write:

yes

everysec

Mode Durability Performance File size
RDB only Thap Cao Nhé

AOF everysec Trung binh Trung binh Lén

AOF always Cao Théap Lén

RDB + AOF Cao Trung binh Trung binh

2.3 Replication

192.168.1.10 6379

yes

INFO replication

2.4 Sentinel (High Availability)
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monitor mymaster 192.168.1.10 6379 2
down-after-milliseconds mymaster 5000
failover-timeout mymaster 60000
parallel-syncs mymaster 1

/etc/redis/sentinel.conf

26379 SENTINEL masters
26379 SENTINEL get-master-addr-by-name mymaster

2.5 Cluster

create
192.168.1.10:7000 192.168.1.10:7001 192.168.1.10:7002
192.168.1.11:7600 192.168.1.11:7001 192.168.1.11:7002
1

7000 CLUSTER INFO
7000 CLUSTER NODES

2.6 Pub/Sub

SUBSCRIBE channel:notifications

PUBLISH channel:notifications

PSUBSCRIBE

2.7 Lua Scripting




1 mykey oldvalue newvalue

1 ratelimit:userl 100

3. Memcached
3.1 Architecture

e Multi-threaded, khong ho trg persistence
 Slab allocation: chia memory thanh slabs véi size c6 dinh
« Consistent hashing dé phan phoi key gilta cadc node

1024 memcache 0.0.0.0 11211

localhost 11211
mykey 0 300 5

mykey

3.2 So sanh Redis vs Memcached

Tiéu chi Redis Memcached
Data types Phong phu String only
Persistence RDB + AOF Khoéng
Replication Master-Replica Khéng native
Cluster Native Client-side
Threading  Single-threaded* Multi-threaded
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Tiéu chi Redis Memcached

Lua Co Khéng
Use case Complex caching Simple caching

4. Varnish Cache
4.1 VCL (Varnish Configuration Language)

# /etc/varnish/default.vcl
vcl 4.1;

backend default {

.host = "127.0.0.1";

.port = "8080";

.probe = {
.url = "/health";
.interval = 5s;
.timeout = 1s;
.window = 5;
.threshold = 3;

sub vcl recv {
# Khong cache POST/PUT/DELETE
if (req.method != "GET" && req.method != "HEAD") {

return(pass);

# Khong cache authenticated requests
if (req.http.Authorization || req.http.Cookie ~ "session") {

return(pass);

# Chuan héa URL
set req.url = regsuball(req.url, "\?.*$", "");
return(hash);

vcl backend response {

# Cache 1 gio cho static files

if (bereq.url ~ "\.(css|js|png|jpg|gif|ico)$") {
set beresp.ttl = 1h;
unset beresp.http.Set-Cookie;




# Grace mode: phuc vu stale content khi backend down

set beresp.grace = 1h;

sub vcl deliver {
# Thém header debug

if (obj.hits > 0) {

set resp.http.X-Cache = "HIT";
} else {

set resp.http.X-Cache = "MISS";

4.2 Cache Invalidation

PURGE http://varnish/api/products/123

5. CDN Caching
5.1 CloudFlare

# Page Rules
*.example.com/static/* - Cache Level: Cache Everything, Edge TTL: 1 month
*.example.com/api/* - Cache Level: Bypass

# Cache-Control headers

Cache-Control: public, max-age=31536000, immutable # static assets
Cache-Control: public, max-age=3600, s-maxage=86400 # pages
Cache-Control: private, no-cache # authenticated

5.2 AWS CloudFront
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6. Cache Patterns
6.1 Cache-Aside (Lazy Loading)

def get user(user id):
cached = redis.get( user id}")

if cached:
return json.loads(cached)

user = db.query(

redis.setex( user id}", , json.dumps(user))

return user

6.2 Write-Through

def update user(user id, data):
db.execute( , user id)

redis.setex( , json.dumps(data))

6.3 Write-Behind (Write-Back)

def update user async(user id, data):

redis.setex( user id}", , json.dumps(data))

redis. lpush( , Jjson.dumps ({ : user id,

6.4 Read-Through

Cache tu dong load tir DB khi miss (thuong dung véi Redis modules hoac ORMs).
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7. Cache Invalidation Strategies

product:123 3600

product:updated

product:123

product:123:v42

tag:category:electronics

8. Cache Stampede Prevention

random

time

def get with early expiry(key, ttl, beta= ):
value, expire time = cache.get with expiry(key)
if value is

return recompute and cache(key, ttl)

current time = time.time()
delta = ttl - (expire time - current time)
if current time - delta * beta * math.log(random.random()) >= expire time:

return recompute and cache(key, ttl)
return value
redis
time
get or set with lock(key, compute func, ttl=

value = redis.get(key)
if value:




return value

lock key = key
if redis. (lock key, 1, nx=
try:
value = compute func()
redis.setex(key, ttl, value)
finally:
redis.delete(lock key)
else:

time.sleep( )
return redis.get(key)

return value

9. Monitoring Cache

INFO stats |

INFO memory |

SLOWLOG GET 10

MONITOR

Prometheus metrics quan trong




10. Vi du: Setup Redis Cluster Production

7 =
redis-server

--port 7001

--cluster-enabled yes
--cluster-config-file nodes.conf
--cluster-node-timeout 5000

- -appendonly yes

- -appendfsync everysec

- -maxmemory 2gb

- -maxmemory-policy allkeys-lru

5 =
redis-server
--port 7002
--cluster-enabled yes
--cluster-config-file nodes.conf
--cluster-node-timeout 5000
--appendonly yes
- -maxmemory 2gb

--maxmemory-policy allkeys-lru




T >
redis-cli --cluster create
redis-1:7001 redis-2:7002 redis-3:7003
redis-4:7004 redis-5:7005 redis-6:7006

--cluster-replicas 1 --cluster-yes

7001 CLUSTER INFO
7001 CLUSTER NODES

7001 DEBUG SLEEP 30
7002 CLUSTER FAILOVER

add-node new-node:7007 existing-node:7001
reshard existing-node:7001

Best Practices

Dat TTL cho moi key, tranh memory leak

Dung namespace cho key: {service}:{entity}:{id} (Vd: shop:product:123)

Monitor hit ratio > 80% la tot, < 60% can review

Tranh luu objects I6n (> 1MB) trong Redis

Dung Redis Cluster khi data > RAM cua moét node

Khong dung kevs * trong production (dung scan thay thé)

Bat maxmemory-policy phu hgp: atlkeys-1ru cho cache, volatile-1ru cho mixed
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* Tach biét Redis instance cho cache va persistent data

Chuong 10: Firewall va Network Security

Firewall la I6p bdo vé quan trong nhat trong hé théng mang, kiém soat ludng traffic dua
trén rules dugc dinh nghia san.

1. iptables
1.1 Architecture: Tables va Chains

Packet IN
|
v
[raw: PREROUTING]
|
v
[mangle: PREROUTING]
|
v
[nat: PREROUTING] —— Destination NAT (DNAT)
|
v
Routing Decision
|
— Local Process — [mangle: INPUT] —» [filter: INPUT] —» Process
|
L— Forward — [mangle: FORWARD] — [filter: FORWARD] — [mangle: POSTROUTING] — OUT
[nat: POSTROUTING] —— Source NAT (SNAT)

4 Tables chinh: - fitter: Loc packets (INPUT, OUTPUT, FORWARD) - nat: Network Address
Translation (PREROUTING, OUTPUT, POSTROUTING) - mangte: Chinh sia packet headers -
raw: Bypass connection tracking

1.2 Commands co ban

INPUT state ESTABLISHED,RELATED ACCEPT
INPUT lo ACCEPT
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INPUT tcp 22 ACCEPT
INPUT tcp 80 ACCEPT
INPUT tcp 443 ACCEPT

INPUT DROP
FORWARD DROP
OUTPUT ACCEPT

INPUT tcp 3306 REJECT tcp-reset

INPUT tcp 80 ACCEPT
INPUT 3

1.3 NAT va Port Forwarding

nat POSTROUTING etho MASQUERADE

nat POSTROUTING etho SNAT 203.0.113.1

nat PREROUTING tcp 192.168.1.10:8080

FORWARD tcp 192.168.1.10 ACCEPT

nat PREROUTING 203.0.113.1 tcp

DNAT 10.0.0.10:443

nat POSTROUTING 10.0.0.10 tcp

MASQUERADE

1 > /proc/sys/net/ipv4/ip forward

>> /etc/sysctl.conf




1.4 Connection Tracking (conntrack)

INPUT conntrack ESTABLISHED,RELATED ACCEPT
INPUT conntrack INVALID DROP

net.netfilter.nf_conntrack max=262144
net.netfilter.nf conntrack tcp timeout established=86400

1.5 Rate Limiting va Logging

INPUT
recent

INPUT
recent
DROP

icmp limit ACCEPT

> /etc/iptables/rules.v4d
< /etc/iptables/rules.v4

2. nftables

nftables la replacement cho iptables, ip6tables, arptables, ebtables. Dung single frame-
work thay vi nhiéu tools riéng biét.




list ruleset

inet filter

inet filter input { type filter hook input priority 0 policy drop }
inet filter forward { type filter hook forward priority 0 policy drop
inet filter output { type filter hook output priority 0 policy accept

filter input ct state established, related accept
filter input iif lo accept

filter input tcp dport { 22, 80, 443 } accept
filter input drop

list chain inet filter input

# /etc/nftables.conf - cad trdc rdé rang hon
table inet firewall {
chain inbound {

type filter hook input priority 0; policy drop;

# Cho phép established connections
ct state { established, related } accept
ct state invalid drop

# Loopback
iif lo accept

# ICMP
ip protocol icmp accept

ip6 nexthdr icmpv6 accept

# SSH véi rate limiting

tcp dport 22 ct state new limit rate 15/minute accept

# Web
tcp dport { 80, 443 } accept

# Log va drop phan con lai

log prefix "nft-dropped: " drop

chain outbound {
type filter hook output priority 0; policy accept;




chain forward {

type filter hook forward priority 0; policy drop;

3. UFW (Uncomplicated Firewall)

UFW la frontend cho iptables, phu hgp cho Ubuntu servers.

enable

status verbose

default deny incoming
default allow outgoing

ssh

80/tcp

443/tcp

from 192.168.1.0/24

from 10.0.0.1 to any port 5432

deny 3306/tcp
deny from 192.168.1.100

limit ssh

delete allow 80/tcp
delete 5

logging on
logging medium




4. firewalld
firewalld dung zone-based model, phé bién trén RHEL/CentOS.

enable firewalld

=https
=http
=8080/tcp

=port=80:proto=tcp:toport=8080

5. Stateful vs Stateless Firewalls




Loai M6 ta Pros Cons

Stateless Ki€m tra tung packet déc lap  Nhanh, don gian Khéng theo doi
sessions
Stateful Theo ddi connection state An toan hon T6n memory
Application Hiéu protocol (HTTP, DNS, Phat hién deep Cham, tén CPU
etc.) threats

6. Network Segmentation va DMZ

Internet
|
v
[Firewall ngoail
|
F——» DMZ Zone (Public-facing servers)
| — Web Server :80/443
| F— Mail Server :25/465/587
| L— DNS Server :53

[Firewall trong]

|

— Application Zone

| — App Server :8080

| L— API Server :3000

|

L— Database Zone
F— PostgreSQL :5432
L— Redis :6379

FORWARD 80 ACCEPT
FORWARD 443 ACCEPT
FORWARD ESTABLISHED,RELATED ACCEPT

FORWARD

FORWARD 10.0.1.10 10.0.2.0/24 ACCEPT
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7. Cloud Firewalls
7.1 AWS Security Groups

ec2 create-security-group

web-sg

ec2 authorize-security-group-ingress
sg-12345678
tcp 443
0.0.0.0/0

ec2 authorize-security-group-ingress
sg-db-12345678
tcp 5432
sg-app-12345678

7.2 AWS Network ACLs

# NACLs: stateless, subnet-level, rules evaluated by number order
# Phdi define cd inbound VA outbound rules cho established connections

Inbound Rules:

100 ALLOW TCP 0.0.0.0/0 :443

200 ALLOW TCP 0.0.0.0/0 :1024-65535 # ephemeral ports
* DENY ALL ©0.0.0.0/0

Outbound Rules:
100 ALLOW TCP 0.0.0.0/0 :1024-65535 # ephemeral ports response
* DENY ALL ©0.0.0.0/0

8. Best Practices

INPUT DROP
FORWARD DROP
OUTPUT ACCEPT

INPUT lo ACCEPT
INPUT state ESTABLISHED, RELATED ACCEPT
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INPUT LOG warning

INPUT tcp limit ACCEPT
net.ipv4.tcp syncookies=1

10.0.0.0/8 etho DROP
172.16.0.0/12 etho DROP
192.168.0.0/16 etho DROP
127.0.0.0/8 etho DROP

net.ipv4.conf.all.accept redirects=0
net.ipv4.conf.all.send redirects=0

9. Vi du: Config Firewall Production

Web Server

INPUT DROP
FORWARD DROP
OUTPUT ACCEPT

lo ACCEPT
conntrack ESTABLISHED, RELATED ACCEPT
conntrack INVALID DROP

echo-request limit 1/s ACCEPT

10.0.100.0/24 ACCEPT
DROP




80 ACCEPT
443 ACCEPT

> /etc/iptables/rules.v4d

Database Server

INPUT DROP
FORWARD DROP

lo ACCEPT

conntrack ESTABLISHED,RELATED

10.0.100.0/24

5432 10.0.1.0/24

6379 10.0.1.0/24

INPUT LOG

> /etc/iptables/rules.v4

10. Monitoring va Audit

ACCEPT

ACCEPT

ACCEPT

ACCEPT




/var/log/kern.log |

tcp
ESTABLISHED |

status
status sshd

target-ip

5 target-ip

Chuong 11: Load Balancing

Load balancer phan phéi traffic dén nhiéu servers, tang availability, scalability va perfor-
mance.

1. L4 vs L7 Load Balancing
Layer 4 (Transport Layer)

Load balance dua trén IP + Port

* Khéng doc nbi dung packet (khong decrypt TLS)

* Nhanh hon, it CPU hon

* Dung khi can throughput cao: gaming, streaming, database

Client - LB (sees IP:port only) - Backend
192.168.1.1:52134 - 10.0.0.1:3306 (MySQL)

Layer 7 (Application Layer)

* Load balance dua trén HTTP headers, URL, cookies, body

e Can decrypt TLS dé doc content

Routing thong minh hon: /api/* = APl servers, /static/x = CDN
* Dung cho web applications

Client - LB (reads HTTP headers/URL) - Backend
GET /api/users - API cluster
GET /images/logo.png - Static cluster
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2. Algorithms
Round-Robin

Request 1 -» Server A
Request 2 - Server B
Request 3 - Server C
Request 4 - Server A (vong lai)

Phu hgp khi cac servers c6 cung specs va requests cé thoi gian xr ly tuong duong.

Weighted Round-Robin

Server A (weight 3): nhan 3/6 requests
Server B (weight 2): nhan 2/6 requests
Server C (weight 1): nhan 1/6 requests

Dung khi servers cé specs khac nhau.

Least Connections

Server A: 100 active connections
Server B: 50 active connections « Request m¢i dén day
Server C: 80 active connections

Tot cho long-lived connections (WebSocket, database).

IP Hash

hash(client ip) % num_servers = server_index

Cung client IP luén dén cung server. Dung cho sticky sessions khdong can cookie.

Consistent Hashing

Khi thém/xda server, chi mét phan nhd keys bi redistribute (khac véi mod hashing). Phé
bién trong distributed caching (Redis Cluster, Memcached).

3. HAProxy
3.1 Cau truc Config

# /etc/haproxy/haproxy.cfg

global

log /dev/log local®
log /dev/log locall notice
chroot /var/lib/haproxy
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stats socket /run/haproxy/admin.sock mode 660 level admin
stats timeout 30s

user haproxy

group haproxy

daemon

maxconn 50000

defaults
log global
mode http # http hoac tcp
option httplog
option dontlognull
option forwardfor # thém X-Forwarded-For header
option http-server-close # tat keep-alive véi backend
timeout connect 5s
timeout client 50s
timeout server 50s

retries 3

#--- Stats Page ---
listen stats
bind *:8404
stats enable
stats uri /stats
stats refresh 30s
stats auth admin:secretpassword
stats show-legends
stats show-node

#--- Frontend ---
frontend http-in
bind *:80
bind *:443 ssl crt /etc/ssl/certs/example.com.pem

# Redirect HTTP to HTTPS
redirect scheme https code 301 if !{ ssl fc }

# ACL-based routing

acl is api path _beg /api/

acl is static path beg /static/ /images/ /css/ /js/
acl is websocket hdr(Upgrade) -i websocket

use backend api-servers if is api
use backend static-servers if is static
use backend ws-servers if is websocket

default backend web-servers

#--- Backends ---




backend web-servers
balance roundrobin
option httpchk GET /health HTTP/1.1\r\nHost:\ example.com
http-check expect status 200

server webl 10.0.1.10:8080 check inter 2s rise 2 fall 3 weight 3
server web2 10.0.1.11:8080 check inter 2s rise 2 fall 3 weight 3
server web3 10.0.1.12:8080 check inter 2s rise 2 fall 3 weight 1

backend api-servers
balance leastconn
option httpchk GET /api/health
http-check expect status 200

timeout server 30s # API cé thé’can xu’ly lau hon

server apil 10.0.2.10:3000 check

server api2 10.0.2.11:3000 check

# Backup server - chi dung khi cdc server chinh down
server api-backup 10.0.2.12:3000 check backup

backend static-servers
balance uri # same URI luon dén cung server (CDN-like)
server staticl 10.0.3.10:80 check
server static2 10.0.3.11:80 check

backend ws-servers
balance source # sticky bang IP hash
timeout tunnel 1h # WebSocket can timeout dai
server wsl 10.0.4.10:8080 check
server ws2 10.0.4.11:8080 check

3.2 HAProxy ACLs

frontend http-in
bind *:443 ssl crt /etc/ssl/certs/bundle.pem

# ACL theo IP
acl trusted ips src 10.0.0.0/8 192.168.0.0/16
acl blocked ips src -f /etc/haproxy/blocked-ips.txt

# ACL theo HTTP header

acl is mobile hdr sub(User-Agent) -i mobile android iphone
acl has auth req.hdr(Authorization) -m found

acl is _json req.hdr(Content-Type) -i application/json

# ACL theo URL path va query
acl admin_path path beg /admin




acl api v2 path beg /api/v2/

# Két hop ACLs

http-request deny if blocked ips
http-request deny if admin path !trusted ips
use backend api-v2 if api v2

# Rate limiting
http-request track-sc® src table per ip rates
http-request deny deny status 429 if { sc http req rate(0) gt 100 }

backend per ip rates
stick-table type ip size 1m expire 10s store http req rate(10s)

3.3 Health Checks

backend api-servers
# HTTP health check
option httpchk GET /health HTTP/1.1\r\nHost:\ api.example.com
http-check expect status 200
http-check expect string "ok"

# TCP health check (layer 4)
option tcp-check

# External health check
external-check path "/usr/bin:/bin"
external-check command /usr/lib/haproxy/healthcheck.sh

server apil 10.0.2.10:3000 check inter 3s rise 2 fall 3
# inter: interval gilra checks

# rise: s0’lan check success dé’mark UP

# fall: s6’lan check fail dé mark DOWN

3.4 SSL Offloading

frontend https-in
bind *:443 ssl crt /etc/ssl/private/example.pem \
ciphers ECDHE-ECDSA-AES128-GCM-SHA256:ECDHE-RSA-AES128-GCM-SHA256 \
no-sslv3 no-tlsv10 no-tlsvll

# Thém security headers
http-response set-header Strict-Transport-Security "max-age=31536000; includeSubDomains"

http-response set-header X-Content-Type-Options nosniff

# Pass proto info dén backend




http-request set-header X-Forwarded-Proto https

default backend web-servers

backend web-servers
# Backend nhan plain HTTP (SSL da dugc offload tai LB)
server webl 10.0.1.10:8080 check

4. Nginx Load Balancing

# /etc/nginx/nginx.conf

upstream api backend {

least conn; # algorithm: least connections

server 10.0.1.10:3000 weight=3;
server 10.0.1.11:3000 weight=2;
server 10.0.1.12:3000 backup; # backup server

keepalive 32; # persistent connections dén backend

upstream static_backend {
ip _hash; # sticky session bang IP

server 10.0.2.10:80;
server 10.0.2.11:80;

server {
listen 80;

server name example.com;

location /api/ {
proxy pass http://api backend;
proxy set header Host $host;
proxy set header X-Real-IP $remote addr;
proxy set header X-Forwarded-For $proxy add x forwarded for;

# Health check (Nginx Plus feature, hodac dung ngx http upstream check module)

# health check interval=5s fails=3 passes=2;

location /static/ {
proxy pass http://static_backend;




5. Cloud Load Balancers (AWS)
Application Load Balancer (ALB) - L7

elbv2 create-load-balancer
my-alb
application
subnet-12345 subnet-67890
sg-12345678

elbv2 create-target-group
api-targets
HTTP
3000
vpc-12345678
/health
2

elbv2 create-listener
arn:aws:elasticloadbalancing:. ..
HTTPS 443
CertificateArn=arn:aws:acm:...
Type=forward, TargetGroupArn=arn:aws:...

elbv2 create-rule
arn:...
10
Field=path-pattern,Values=

Type=forward, TargetGroupArn=arn:. ..

Network Load Balancer (NLB) - L4

elbv2 create-load-balancer
my-nlb
network
subnet-12345 subnet-67890




6. Session Persistence (Sticky Sessions)

Cookie-based (khuyén nghi)

backend web-servers
balance roundrobin
cookie SERVERID insert indirect nocache
server webl 10.0.1.10:8080 check cookie webl
server web2 10.0.1.11:8080 check cookie web2
# LB inject cookie SERVERID=webl vao response
# Requests sau v@&i SERVERID=webl ludn dén webl

# Nginx voi sticky module

upstream backend {
sticky cookie srv_id expires=1h domain=.example.com path=/;
server 10.0.1.10:8080;
server 10.0.1.11:8080;

7. Connection Draining va Graceful Shutdown

# Graceful shutdown: dgi requests hién tai hoan thanh
systemctl stop haproxy # gui SIGTERM, HAProxy drain connections trudc khi stop

# Tam thoi disable server (maintenance)

echo "disable server web-servers/webl" | socat stdio /run/haproxy/admin.sock
# Sau maintenance:

echo "enable server web-servers/webl" | socat stdio /run/haproxy/admin.sock

# Drain mode: khong nhan request méi nhung hoan thanh request cii

echo "set server web-servers/webl state drain" | socat stdio /run/haproxy/admin.sock

8. High Availability véi Keepalived

VI 1 {
MASTER
etho

100




{
PASS

secretpass

chk haproxy {

VI 1 {
BACKUP
eth0

90

9. Blue/Green va Canary Deployment véi LB

Blue/Green véi HAProxy

backend web-servers
# Blue (production) - nhan 100% traffic
server bluel 10.0.1.10:8080 check weight 100
server blue2 10.0.1.11:8080 check weight 100

# Green (new version) - weight 0, sai sang nhung khdéng nhan traffic
server greenl 10.0.2.10:8080 check weight 0
server green2 10.0.2.11:8080 check weight 0

# Khi deploy:




# 1. Test green servers
# 2. Chuyén traffic: set server web-servers/greenl weight 100

# 3. Drain blue: set server web-servers/bluel weight 0

Canary Deployment

backend web-servers
balance roundrobin
# 90% production, 10% canary
server prodl 10.0.1.10:8080 check weight 45
server prod2 10.0.1.11:8080 check weight 45
server canaryl 10.0.2.10:8080 check weight 10

# Nginx canary voi split clients
split clients "${remote addr}${http user agent}" $variant {
10% canary;

* production;

upstream canary { server 10.0.2.10:8080; }
upstream production {

server 10.0.1.10:8080;

server 10.0.1.11:8080;

server {
location / {
proxy pass http://$variant;

10. Vi du: HAProxy Production Config

# /etc/haproxy/haproxy.cfg - Production setup

global
log /dev/log local@® info
maxconn 100000
nbthread 4 # dung 4 CPU threads
cpu-map auto:1/1-4 0-3 # bind threads vao CPU cores
tune.ssl.default-dh-param 2048
ssl-default-bind-ciphers ECDHE-ECDSA-AES128-GCM-SHA256:ECDHE-RSA-AES128-GCM-SHA256
ssl-default-bind-options ssl-min-ver TLSv1.2 no-tls-tickets




defaults
mode http
log global
option httplog
option dontlognull
option forwardfor except 127.0.0.0/8
option http-server-close
option redispatch # néd server down, thu’server khéac
retries 3
timeout http-request
timeout queue
timeout connect
timeout client
timeout server
timeout http-keep-alive
timeout check

listen stats
bind *:8404
stats enable
stats uri /
stats refresh 5s
stats auth haproxy:$(cat /etc/haproxy/stats-password)
stats show-legends
acl local admin src 10.0.100.0/24
stats http-request deny unless local admin

frontend www-http
bind *:80

redirect scheme https code 301

frontend www-https
bind *:443 ssl crt /etc/ssl/haproxy/bundle.pem alpn h2,http/1.1
http-request set-header X-Forwarded-Proto https
http-request add-header X-Real-IP %[src]

# Security headers

http-response set-header X-Frame-Options SAMEORIGIN
http-response set-header X-XSS-Protection "1; mode=block"
http-response set-header X-Content-Type-Options nosniff

# Rate limiting

stick-table type binary len 8 size 1m expire 10s store http req rate(10s)

http-request track-scO src
http-request deny deny status 429 if { sc http req rate(0) gt 200 }

acl is api path beg /api/
use backend api-cluster if is api




default backend web-cluster

backend web-cluster
balance roundrobin
option httpchk GET /ping
http-check expect status 200
default-server inter 3s rise 2 fall 3 slowstart 60s maxconn 300 maxqueue 128

server web-01 10.0.1.10:8080 check
server web-02 10.0.1.11:8080 check
server web-03 10.0.1.12:8080 check

backend api-cluster
balance leastconn
timeout server 60s
option httpchk GET /api/health
http-check expect status 200

server api-01 10.0.2.10:3000 check inter 5s
server api-02 10.0.2.11:3000 check inter 5s
server api-03 10.0.2.12:3000 check inter 5s backup

/etc/haproxy/haproxy.cfg

reload haproxy

/var/run/haproxy.pid /etc/haproxy/haproxy.cfg

stdio /run/haproxy/admin.sock
stdio /run/haproxy/admin.sock |

Best Practices

Ludn dung health checks véi rise/fall thresholds dé tranh flapping

Cau hinh timeouts phu hgp véi ing dung (APIs vs WebSockets khac nhau)
Pat maxconn dé tranh overload backend servers

Dung connection draining trudc khi deploy/restart

Cau hinh Keepalived cho HA cla chinh load balancer

Monitor queue depth, response time, error rate thay vi chi connection count
SSL offloading tai LB giup backend don gian hon va giam CPU overhead
Tach biét LB cho internal va external traffic




Chuong 12: Docker Deep Dive

Docker st dung cac tinh nang cla Linux kernel dé€ tao isolated environments cho appli-
cations ma khéng can full virtual machine.

1. Container Internals
1.1 Linux Namespaces

Namespaces c0 lap cac resources cla container khdi host va containers khac:

Namespace Co lap Lénh kiém tra

pid Process IDs ls /proc/[container pid]/ns/pid
net Network stack ip netns list

mnt Filesystem mounts cat /proc/mounts

uts Hostname hostname

ipc IPC, message queues ipcs

user User/group IDs id

cgroup cgroup hierarchy /proc/self/cgroup

inspect <container-id> |

/proc/<host-pid>/ns/

1.2 cgroups (Control Groups)

cgroups gidi han va theo doi resource usage:

inspect mycontainer)/cgroup

/sys/fs/cgroup/memory/docker/<container-id>/

/sys/fs/cgroup/memory/docker/<container-id>/memory.limit in bytes

/sys/fs/cgroup/cpu/docker/<container-id>/cpu.cfs quota us

1.3 Union Filesystem (OverlayFS)

Layer 5: Container writable layer (thin) « Moi thay d6i ghi vao day
Layer 4: App code (image layer, read-only)
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Layer 3: Python packages (image layer, read-only)
Layer 2: Ubuntu packages (image layer, read-only)
Layer 1: Base Ubuntu (image layer, read-only)

history my-image

inspect <container-id> |

/var/lib/docker/overlay2/<layer-id>/diff/

2. Dockerfile Best Practices

2.1 Multi-stage Build

FROM golang:1.22-alpine AS builder
WORKDIR /app

COPY go.mod go.sum ./
RUN mod download

=linux build

-0 server ./cmd/server

FROM gcr.io/distroless/static-debianl2
WORKDIR /app

COPY --from=builder /app/server .

COPY --from=builder /app/config ./config

USER nonroot:nonroot
EXPOSE 8080
ENTRYPOINT [

FROM python:3.12-slim AS base
WORKDIR /app




FROM base AS builder
COPY requirements.txt .
RUN install requirements.txt

FROM base AS production

COPY --from=builder /root/.local /root/.local
ENV PATH=/root/.local/bin:$PATH

COPY .

RUN appgroup && appuser

USER appuser

EXPOSE 8000
CMD [

2.2 Layer Caching Optimization

FROM python:3.12-slim
COPY .
RUN install requirements.txt

FROM python:3.12-slim

COPY requirements.txt .

RUN install requirements.txt
COPY .

2.3 .dockerignore

# .dockerignore
.git

.gitignore
**/*md

**/ pycache
**/ pytest cache
** /% pyc

.env

NEVRS

node modules




*.log
.DS Store
coverage/
dist/
build/

2.4 Security trong Dockerfile

FROM node:20-alpine

WORKDIR /app

COPY package.json package-lock.json ./

RUN ci =production && cache clean

COPY .

RUN appgroup && appuser appgroup
USER appuser

VOLUME [

EXPOSE 3000
CMD [

3. Docker Networking

network 1s

web nginx

api myapp




network create
172.20.0.0/16
172.20.240.0/20
app-network

app-network nginx

app-network myapp

host nginx

network create overlay my-overlay

4. Docker Volumes

/host/path:/container/path:ro nginx

volume create mydata
run mydata:/app/data myapp
volume inspect mydata

/tmp:size=100m, mode=1777 myapp

run
mydata:/source:ro
/backup:/backup

alpine tar czf /backup/mydata- .tar.gz /source .

5. Docker Compose










compose up
compose up

compose up

compose logs web
compose exec web sh
compose ps

compose down

compose config

6. Image Security

6.1 Scanning

scout cves myimage:latest
scout recommendations myimage:latest

image myimage:latest
image HIGH,CRITICAL myimage:latest
image myimage: latest

myimage: latest




6.2 Image Signing

push myregistry/myapp:1.0.0
pull myregistry/myapp:1.0.0

generate-key-pair
sign cosign.key myregistry/myapp:1.0.0
verify cosign.pub myregistry/myapp:1.0.0

6.3 Minimal Base Images

FROM gcr.io/distroless/java2l-debianl2
COPY app.jar /app.jar
ENTRYPOINT [ )

FROM alpine:3.19
RUN add curl ca-certificates

FROM scratch
COPY --from=builder /app/server /server
EXPOSE 8080
ENTRYPOINT [

7. Docker Registry

run 5000:5000
/data/registry:/var/lib/registry
registry

registry:2

tag myapp:latest localhost:5000/myapp:latest
push localhost:5000/myapp:latest
pull localhost:5000/myapp:latest




8. Resource Limits

512m myapp

myapp
=512 myapp

= myapp

100 myapp

/tmp myapp

NET BIND SERVICE nginx

9. Logging Drivers

json-file
max-size=10m
max-file=3

syslog
syslog-address=udp://logs.example.com:514

fluentd
fluentd-address=1localhost:24224




none myapp

10. Docker Production Configuration




dockerd

reload docker

11. Debugging Containers

100 mycontainer
1h mycontainer

mycontainer sh
mycontainer bash
mycontainer /bin/sh

debug mycontainer

debug pod-name =container-name

inspect mycontainer
inspect mycontainer

inspect mycontainer

top mycontainer

cp mycontainer:/app/logs/error.log ./error.log
cp ./config.json mycontainer:/app/config.json

events




12. Vi du: Multi-stage Dockerfile Production

FROM golang:1.22-alpine AS base
RUN add git ca-certificates tzdata
WORKDIR /build

FROM base AS dependencies
COPY go.mod go.sum ./
RUN mod download && mod verify

FROM dependencies AS builder
COPY .

ARG VERSION=dev

ARG BUILD TIME

RUN

server
./cmd/server

builder AS security
install golang.org/x/vuln/cmd/govulncheck@latest
/A

FROM gcr.io/distroless/static-debianl2 AS production
COPY --from=builder /etc/ssl/certs/ca-certificates.crt /etc/ssl/certs/
COPY --from=builder /usr/share/zoneinfo /usr/share/zoneinfo

COPY --from=builder /build/server /server
USER nonroot:nonroot

EXPOSE 8080

ENTRYPOINT [

build
production
VERSION= describe
BUILD TIME=
describe
myregistry/myapp: latest

images myapp
history myapp:latest




image myapp:latest 1 CRITICAL

Best Practices

* Ludn specify exact image versions, khdng dung 1atest trong production

e DUng multi-stage builds dé€ gidam image size va attack surface

* Chay container véi non-root user (user appuser)

e DUNQ .dockerignore d€ tranh copy unnecessary files

* Scan images trudc khi deploy (Trivy, Docker Scout)

e Pat resource limits (--memory, --cpus) d€ trdnh container eat all resources

e DUNQ --read-only filesystem khi c6 thé

* live-restore=true trong daemon.json dé containers survive Docker daemon restart

» Khdéng hardcode secrets trong Dockerfile, dung environment variables hoac secrets
* Monitor vG@i docker stats Va export metrics qua Prometheus Docker exporter

Chuong 13: Configuration Management

Configuration Management (CM) la nén tdng cla DevOps, gilp tu ddng hda viéc cai dat,
cau hinh va duy tri hé théng mot cach nhat quan, c6 thé lap lai.

1. Té6ng Quan Configuration Management

van dé “Snowflake Servers”

Server dugc cdu hinh thd c6ng theo thoi gian tréd nén doc nhat, khéng thé tai tao. CM
gidi quyét bang cach ma hdéa moi thay déi vao code.

Lgi ich chinh

* ldempotency: Chay nhiéu lan cho cung két qud

« Version control: Moi thay déi dugc luu trong Git

« Audit trail: Biét ai thay ddi gi, khi nao

» Disaster recovery: Rebuild hé thong tir code trong vai phut

2. Ansible
Ansible la tool CM phé bién nhat, agentless, dung SSH dé két noi.
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2.1 Inventory

[webservers]

[databases]

[production:children]

[production:vars]

Dynamic Inventory (cho AWS):

aws ec2.yml
aws_ec2.yml

2.2 Playbooks







2.3 Roles

roles/

L— webapp/

|_
|
|_

ST T T T T

L

defaults/

L— main.yml
vars/

L— main.yml
tasks/

F— main.yml

— install.yml
L— configure.yml
handlers/

L— main.yml
templates/

L— nginx.conf.j2
files/

L— app.service
meta/

L— main.yml
README . md

# BiéA mac dinh (priority thap nhat)

# Bién cing (priority cao)

# Task chinh

# Dependencies, metadata
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2.4 Ansible Galaxy

install geerlingguy.docker

install requirements.yml
name: geerlingguy.docker
src: https://github.com/company/ansible-role-webapp

webapp
main

2.5 Ansible Vault
encrypt vars/secrets.yml
encrypt string

deploy.yml
deploy.yml ~/.vault _pass

rekey vars/secrets.yml

: \
$ANSIBLE VAULT;1.1;AES256

66386439653236336462626566653063. . .

2.6 Jinja2 Templates

# templates/nginx.conf.j2
server {
listen {{ app port }};

server name {{ ansible fqdn }};

location / {
proxy pass http://127.0.0.1:{{ backend port }};
proxy set header Host $host;
proxy set header X-Real-IP $remote addr;




% if ssl enabled %}

listen 443 ssl;

ssl certificate {{ ssl cert path }};
ssl certificate key {{ ssl key path }};
% endif %}

% for path in blocked paths %}
location {{ path }} {

deny all;
}

% endfor %}

2.7 Modules Quan Trong




2.8 Best Practices Ansible

Directory Structure:

ansible/

— inventories/
| | production/

| | }— hosts.ini

| | L— group vars/

| F— all.yml

| L— webservers.yml
| L— staging/

| L— hosts.ini

— roles/

| '— webapp/

— playbooks/

| | deploy.yml

| L— maintenance.yml

— ansible.cfg

L— requirements.yml

[defaults]
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[ssh_connection]

true

Tips: - Ludn dung --check (dry-run) truéc khi chay production - Dung tags dé chay subset
cUa tasks - DUNQ block/rescue/always cho error handling - DUng when conditions dé control
flow - Khong hardcode passwords - dung Vault

2.9 Ansible AWX / Tower

AWX la open-source version clia Ansible Tower, cung cap Web Ul va REST API cho Ansible.

apply awx-operator.yml

Tinh nang AWX: - Role-based access control (RBAC) - Job scheduling va notifications
- Credential management (khéng expose secrets) - Workflow jobs (chain multiple play-
books) - REST API cho automation

3. Chef
3.1 Khai Niém

package
action

end

service
action [

end

template

source
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owner
group
mode
notifies

end

cookbooks/webapp/
recipes/
— default
L— database
templates/
L— nginx
attributes/
L— default
resources/
L— app_deploy

/

L— integration/
metadata

3.2 Data Bags

data bag create secrets
data bag from file secrets db credentials.json

data bag create ~/.chef/secret secrets

db creds = data bag item(
db _password = db creds[

4. Puppet

4.1 Manifests

# manifests/site.pp
node 'webl.example.com' {
include profile::webserver

include profile::monitoring




# modules/profile/manifests/webserver.pp
class profile::webserver {
package { 'nginx':
ensure => installed,

}

service { 'nginx':
ensure => running,
enable => true,
require => Package['nginx'],

}

file { '/etc/nginx/nginx.conf':
ensure => file,
content => template('profile/nginx.conf.erb'),
notify => Service['nginx'],

}

4.2 Hiera

5. So Sanh Ansible vs Chef vs Puppet vs Salt

Tiéu chi Ansible Chef Puppet Salt

Language YAML/Jinja2 Ruby DSL Puppet DSL YAML/Jinja2
Agent Agentless (SSH) Agent Agent required  Agent/Agentless
required
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Tiéu chi Ansible Chef Puppet Salt
Learning curve Thap Cao Trung binh Trung binh
Push/Pull Push Pull Pull Push+Pull
Community Rat 16n Lén Lén Trung binh
Enterprise Tower/AWX Chef Puppet SaltStack
Automate Enterprise
Ideal for Simple Complex Large Real-time
automation app configs enterprise events

Lua chon thuc té: - Ansible: Team nhd, can nhanh, infrastructure don gian - Chef: Dev
team quen Ruby, can flexibility cao - Puppet: Enterprise, hang ngan server, compliance

- Salt: Can event-driven automation, real-time response

6. Immutable Infrastructure

Khai niém

Thay vi update server running, ta tao image mdéi va replace hoan toan.

Mutable (truyén thoéng):
Server - apt-get upgrade - config changes - service restart

Immutable:

Code change - Packer build image - Deploy new instances - Terminate old

Packer Example

# packer/webapp.pkr.hcl

source "amazon-ebs

webapp" {
ami name = "webapp-${formatdate("YYYYMMDD-HHmm", timestamp())}"
instance type = "t3.medium"

region = "us-east-1"
source_ami filter {
filters = {

name = "ubuntu/images/hvm-ssd/ubuntu-22.04-amd64-server-*"

root-device-type = "ebs"
virtualization-type = "hvm"

¥
owners ["099720109477" ]
most recent true

}

ssh _username = "ubuntu"
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sources = ["source.amazon-ebs.webapp"]

provisioner "ansible" {

playbook file = "ansible/playbooks/webapp.yml"

7. Testing Configuration

Molecule (Ansible Testing)

install molecule molecule-docker

init role myapp docker

test
converge
verify
lint

Test Kitchen (Chef)




8. Best Practices Téng Hop

=

CovOx~NoOURWNE

Treat infrastructure as code: Moi thay dGi qua Pull Request

Idempotency first: Luon test chay nhiéu lan cho cung két qua

Least privilege: Ansible user chi cé quyén can thiét

Secret management: Khong bao gid commit plaintext secrets
Environment parity: Dev, staging, production dung cung playbooks

Test before apply: Dung --check, molecule, kitchen dé test

Documentation: Comment phuc tap logic, gidi thich “why” khong chi “what”
Modular design: Roles/modules nhd, tai st dung dugc

Pin versions: Lock tool versions dé€ ddm bdao reproducibility

Monitoring integration: Notify monitoring khi deploy (disable alerts, re-enable
sau)

Chuong 14: Kubernetes Mastery

Kubernetes (K8s) la nén tang orchestration container manh nhéat hién nay, quan ly de-
ployment, scaling, va operations cla containerized applications.

1. Kién Truc Kubernetes

Control Plane Components

Control Plane

|
| 1 o |
| API Server | | etcd | | Controller Manager |
| (kube-api) | |(key-val) | | (reconcile loops) |
| I I L
1o | |
Scheduler | | Cloud Controller Manager |
(place pods) | | (LB, volumes, nodes) |
I | |
|
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— Worker Node ——

| 1o |
|kubelet | |kube-proxy| |
| | L

(containerd/CRI-0)

| |
| Container Runtime | |
| |
| I

« API Server: Gateway duy nhat, validate va process moi request

» etcd: Distributed key-value store, luu toan b6 cluster state

* Controller Manager: Chay controllers (ReplicaSet, Deployment, Node...)

e Scheduler: Quyét dinh pod chay trén node nao dua vao resources, affinity, taints
* kubelet: Agent trén node, ddm bao containers chay theo PodSpec

* kube-proxy: Quan ly network rules, implement Services

2. Workloads
Pod
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Deployment




StatefulSet




DaemonSet, Job, Cronjob

3. Services




4. Ingress




upgrade ingress-nginx ingress-nginx
https://kubernetes.github.io/ingress-nginx

ingress-nginx

install cert-manager jetstack/cert-manager
cert-manager
installCRDs=true

5. ConfigMaps va Secrets

server.port=8080
log. level=INFO




6. Storage







auth can-i create deployments =system:serviceaccount:production:webapp-sa
auth can-i get secrets production =user@company .com

8. Networking
CNI Plugins

* Flannel: bon gian, overlay network, phu hgp cho development
 Calico: Network policy manh, high performance, phé bién production
* Cilium: eBPF-based, observability cao, Layer 7 policies

NetworkPolicy




repo add bitnami https://charts.bitnami.com/bitnami

repo update
search repo bitnami/postgresql

install my-postgres bitnami/postgresql
database
primary.persistence.size=50G1i

custom-values.yml

upgrade my-postgres bitnami/postgresql
rollback my-postgres 1

custom-values.yml




list
status my-postgres database
history my-postgres database

10. Resource Management




11. Troubleshooting

get events production

describe pod webapp-xyz production
logs webapp-xyz production
logs webapp-xyz production sidecar

webapp-xyz production /bin/sh

debug webapp-xyz




port-forward svc/webapp-service 8080:80 production

cp production/webapp-xyz:/app/logs/error.log ./error.log

top pods production
top nodes

auth can-i list pods =system:serviceaccount:production:webapp-sa

cordon node-1
drain node-1

uncordon node-1

12. Production Best Practices

Namespace Strategy

create namespace production
create namespace staging

create namespace monitoring




Pod Security

13. Vi Du: Deploy Microservices App







apply manifests/ ecommerce

get all ecommerce
get ingress ecommerce
rollout status deployment/frontend ecommerce

rollout undo deployment/frontend ecommerce

Chuong 15: Infrastructure as Code (laC)

Infrastructure as Code la thuc hanh quéan ly va provision ha tang théng qua code thay vi
quy trinh thu cong. Moi th tr network, compute, storage dén DNS déu dugc dinh nghia
trong file code cé thé version control.

1. Terraform
Terraform la tool 1aC phé bi€n nhét, dung HashiCorp Configuration Language (HCL).
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1.1 HCL Syntax

# main.tf - C4 phap co ban

# Provider - Plugin két noi véi cloud/service
terraform {
required version = ">= 1.6.0"
required providers {
aws = {
source = "hashicorp/aws"
version = "~> 5.0"
}
kubernetes = {
source = "hashicorp/kubernetes"

version = "~> 2.23"

provider "aws" {
region = var.aws region
default tags {
tags = {
Project var.project name
Environment var.environment

ManagedBy = "terraform"

# Variables

variable "aws region" {
description = "AWS region to deploy resources"
type string
default = "us-east-1"

variable "environment" {
description = "Environment name"
type = string
validation {
condition contains(["dev", "staging", "production"], var.environment)

error message = "Environment must be dev, staging, or production."

variable "instance config" {
description = "EC2 instance configuration"




type = object({
type = string
count = number

})

default {
type = "t3.medium"
count P

# Locals - Computed values
locals {
name prefix "${var.project name}-${var.environment}"
common_tags {
Project = var.project name
Environment = var.environment

}

azs = slice(data.aws availability zones.available.names, 0, 3)

# Data Sources - Query existing resources
data "aws availability zones" "available" {

state = "available"

data "aws ami" "ubuntu" {
most_recent = true
owners = ["099720109477"] # Canonical
filter {
name = "name"

values = ["ubuntu/images/hvm-ssd/ubuntu-22.04-amd64-server-*"]

# Resources

resource "aws vpc" "main" {
cidr_block = "10.0.0.06/16"
enable dns hostnames = true

enable dns support true

tags = merge(local.common tags, {

Name = "${local.name prefix}-vpc

1)

resource "aws instance" "web" {
count var.instance config.count

ami data.aws ami.ubuntu.id




instance type = var.instance config.type

tags = {
Name = "${local.name prefix}-web-${count.index + 1}"

# For each - Preferred over count cho map/set
resource "aws subnet" "private" {
for each = {
for idx, az in local.azs : az => {
cidr = cidrsubnet("10.0.0.0/16", 8, idx + 10)

az

vpc_id aws_vpc.main.id
cidr block each.value.cidr

availability zone = each.value.az

tags =
Name = "${local.name prefix}-private-${each.key}"
Type = "private"

# Outputs
output "vpc id" {
description = "VPC ID"

value = aws_vpc.main.id

output "private subnet ids" {
description = "List of private subnet IDs"

value = values(aws subnet.private)[*].1id

1.2 State Management

# backend.tf - Remote state (S3 + DynamoDB locking)
terraform {
backend "s3" {
bucket "company-terraform-state"
key "production/vpc/terraform.tfstate"
region "us-east-1"
encrypt true
kms key id "arn:aws:kms:us-east-1:123456789:key/abc-123"




dynamodb table = "terraform-state-lock"

list
show aws_vpc.main
mv aws_instance.web aws instance.app

rm aws_instance.web

import aws vpc.main vpc-0abcl23def456
import subnet-0abcl23

force-unlock LOCK ID

1.3 Modules

# modules/vpc/main.tf

variable "vpc cidr" { type = string }

variable "environment" { type = string }

variable "availability zones" { type = list(string) }

resource "aws vpc" "this" {
cidr block = var.vpc cidr
tags = { Name = "${var.environment}-vpc" }

resource "aws internet gateway" "this" {

vpc_id = aws vpc.this.id

"vpc_id" { value = aws vpc.this.id }

"public_subnet ids" { value = aws subnet.public[*].id }

# Dung module
VpC" {
source = "./modules/vpc"

module

# Hoac tlr Terraform Registry
# source = "terraform-aws-modules/vpc/aws"

# version = "~> 5.0"

vpc_cidr = "10.0.0.0/16"
environment var.environment

availability zones local.azs




module "eks" {

source = "./modules/eks"

vpc id module.vpc.vpc id

subnet ids module.vpc.private subnet ids
cluster _version = "1.28"

1.4 Workspaces

workspace list

workspace new staging
workspace select production
workspace show

{

= terraform.workspace ==

1.5 Best Practices Terraform

Directory Structure:

infrastructure/
— modules/

| = vpcs

| | | main.tf

| | }— variables.tf

| | | outputs.tf

| | '— README.md

|  }— eks/

| — rds/

— environments/

— production/

| | main.tf # Module calls

| }— variables.tf

| | outputs.tf

| }— backend.tf

| L— terraform.tfvars

L— staging/

— .terraform-version # tfenv version pin
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L— Makefile

terraform -chdir=environments/$(

terraform -chdir=environments/$( plan -out=tfplan

terraform -chdir=environments/$( apply tfplan

terraform -chdir=environments/$( destroy

terraform fmt -recursive

terraform -chdir=environments/$( validate

Naming Conventions:

# Resource naming: {project}-{environment}-{service}-{type}

name = "${var.project}-${var.environment}-webapp-sg"

# Variable naming: snake case, descriptive
variable "max_instance count" {} # Tot
variable "n" {} # Té

# Output naming: roé rang vé type

output "alb dns name" {}
output "dns" {}

2. Pulumi

Pulumi cho phép viét laC bang programming languages quen thudc.

2.1 Python Example

pulumi

pulumi_aws




config = pulumi.Config()
environment = config.require(
project = pulumi.get project()

vpc = aws.ec2.Vpc(
cidr block=
enable dns hostnames= ,
tags={ : environment,

availability zones = aws.get availability zones(state=

private subnets = [
aws.ec2.Subnet ( {i}t",
vpc_id=vpc.id,
cidr_block= {i+10} )
availability zone=availability zones.names[i],
tags={ : f"{project} {i}",
)

for i in

eks role = aws.iam.Role( ,

assume _role policy=aws.iam.get policy document(statements=[{
[ 1,
[{

cluster = aws.eks.Cluster(
role arn=eks role.arn,
version= )
vpc config=aws.eks.ClusterVpcConfigArgs (
subnet_ids=[s. for s in private subnets]

pulumi.export(
pulumi.export( , Cluster.name)
pulumi.export( , Ccluster.certificate authority)




2.2 TypeScript Example

pulumi
aws
k8s

config = new pulumi.

environment = config.

networkStack = new pulumi.
vpcId = networkStack.
subnetIds = networkStack.

const cluster = new aws.

version: )

vpcConfig: { subnetIds: subnetIds
1)

const k8sProvider = new k8s.
kubeconfig: cluster.
)

const nginxIngress = new k8s.
chart: ,
repositoryOpts: { repo:
namespace:
createNamespace: true,

}, { provider: k8sProvider });

const clusterName = cluster. g
const clusterEndpoint = cluster.

3. So Sanh laC Tools

Tiéu chi Terraform

environment} );

CDK

Pulumi CloudFormation

Language HCL

Provider 3000+

support

State Remote backend
management

Python/Go/TS/.JSON/YAML
100+ AWS only

Pulumi S3 (managed)
Cloud/S3

Python/TS/Java
AWS

only

S3

(man-

aged)




Tiéu chi Terraform Pulumi CloudFormation CDK
Learning curve  Trung binh Théap (biét Cao (verbose) Trung
PL) binh
Testing terratest jest/pytest CDK assertions CDK as-
sertions
Drift detection  terraform plan pulumi Cloud Control drift-
refresh detect
Free Tat ca Self-hosted Free Free
free
Best for Multi-cloud Dev-centric  AWS-native AWS +
teams type
safety

4. GitOps cho laC
Pull Request Workflow

cd infrastructure/environments/production

terraform init

terraform validate

-backend=false
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cd infrastructure/environments/production
terraform init

terraform plan -out=tfplan -no-color 2>&1 | tee plan output.txt

const fs = require('fs');

const plan = fs.readFileSync('infrastructure/environments/production/plan output.txt"',
'utf8');

github.rest.issues.createComment ({

issue number: context.issue.number,

owner: context.repo.owner,

repo: context.repo.repo,

body: “## Terraform Plan\n\ '\ '\ '\n${plan.slice(-50000)3}\n\ "\ "\ "
});




infracost breakdown --path=infrastructure/environments/production \
--format=json --out-file=/tmp/infracost.json

infracost comment github --path=/tmp/infracost.json \
- -repo=$GITHUB REPOSITORY --pull-request=$PR_NUMBER

cd infrastructure/environments/production

terraform apply -auto-approve tfplan

5. Drift Detection

infrastructure/environments/production
init =backend.hcl
plan




6. Testing laC
Terratest (Go)

package test

import (

func TestVPCModule(t *testing.T) {
t.Parallel()

terraformOptions := &terraform.Options{
TerraformDir: )

Vars: map| linterface{}{

defer terraform.Destroy(t, terraformOptions)
terraform.InitAndApply(t, terraformOptions)

vpcID := terraform.Qutput(t, terraformOptions,

assert.NotEmpty(t, vpcID)

:= aws.GetVpcById(t, vpclID, )
assert.Equal(t, , aws.GetCidrBlockOfVpc(t, vpc))

Checkov (Security Scanning)

infrastructure/ terraform
infrastructure/ CKV_AWS 111,CKV_AWS 119

.checkov.yaml

./reports/




7. Vi Du: AWS VPC + EKS Module

# modules/eks-cluster/main.tf

# Data sources
data "aws eks cluster auth" "cluster" {

name = aws eks cluster.this.name

# EKS Cluster IAM Role
resource "aws iam role" "cluster" {
name = "${var.cluster name}-cluster-role"
assume role policy = jsonencode({
Version = "2012-10-17"
Statement = [{
Action = "sts:AssumeRole"
Effect = "Allow"
Principal = { Service = "eks.amazonaws.com" }

resource "aws iam role policy attachment" "cluster policies" {
for each = toset([
"arn:aws:iam::aws:policy/AmazonEKSClusterPolicy",
"arn:aws:iam::aws:policy/AmazonEKSVPCResourceController"
1)
policy arn = each.value
role = aws_iam role.cluster.name

# EKS Cluster

resource "aws eks cluster" "this" {
name = var.cluster name
version = var.kubernetes version

role arn = aws_iam role.cluster.arn

vpc config




subnet ids var.private subnet ids
endpoint private access true
endpoint public access var.public endpoint

public access cidrs var.allowed cidr blocks

enabled cluster log types ["api", "audit", "authenticator"]

encryption config {
provider {
key arn = aws_kms_key.eks.arn

}

resources = ["secrets"]

depends on = [aws iam role policy attachment.cluster policies]

# Node Group

resource "aws eks node group" "main" {
cluster name aws eks cluster.this.name
node group name "${var.cluster name}-ng-main"
node role arn aws _iam role.node.arn

subnet ids var.private subnet ids

instance types var.node instance types
capacity type "ON_DEMAND"

scaling config
desired size = var.node desired count

min size var.node min count

max_size var.node max_count

update config {
max_unavailable percentage = 25

labels =
role = "general"

environment var.environment

lifecycle {
ignore changes = [scaling config[0].desired size]




# KMS cho Secrets encryption

resource "aws kms key" "eks" {
description "EKS Secret Encryption Key"
deletion window in days 7
enable key rotation true

# OQutputs

output "cluster endpoint" { value = aws eks cluster.this.endpoint }

output "cluster name" { value = aws eks cluster.this.name }

output "cluster ca data" { value = aws eks cluster.this.certificate authority[0].data }
output "kubeconfig command" {

value = "aws eks update-kubeconfig --name ${aws eks cluster.this.name} --region ${var.region}"

# environments/production/main.tf - Goi modules

module "vpc" {
source = "terraform-aws-modules/vpc/aws"

version = "~> 5.0"

name = "${local.name prefix}-vpc"
cidr = "10.0.0.0/16"

azs local.azs
private subnets = ["10.0.1.0/24", "10.0.2.0/24", "10.0.3.0/24"]
public subnets = ["10.0.101.0/24", "10.0.102.0/24", "10.0.103.0/24"]

enable nat gateway true
single nat gateway false # HA: one per

enable dns hostnames true

# EKS tags required

private_subnet tags = {
"kubernetes.io/cluster/${local.cluster name}" = "shared"
"kubernetes.io/role/internal-elb" nqn

¥

public_subnet_tags = {

"kubernetes.io/cluster/${local.cluster name}" = "shared"

"kubernetes.io/role/elb" Wy

module "eks" {

source = "../../modules/eks-cluster"

cluster name local.cluster name
kubernetes version = "1.28"




environment var.environment

region var.aws region

private subnet ids module.vpc.private subnets
public endpoint false # Private cluster
allowed cidr blocks ["10.0.0.0/8"]

node instance types ["m5.xlarge", "mba.xlarge"]
node desired count 3

node min count 2

node_max_count 10

Chuong 16: CI/CD

CI/CD (Continuous Integration / Continuous Delivery / Deployment) la xuong s6ng cula
DevOps, tu ddng hda toan bd qua trinh tir code commit dén production deployment.

1. Khai Niém Cét L6i

Continuous Integration (Cl)

Developer merge code thuong xuyén (nhiéu lan/ngay) vao shared branch. Mdi commit
trigger automated build va test.

Continuous Delivery (CD)

Code ludn & trang thai san sang deploy. Release I1én production la quyét dinh kinh doanh,
khéng phai ky thuat.

Continuous Deployment

Moi commit pass Cl tu dong dugc deploy I1én production, khdng can manual approval.

Code Commit - Build - Unit Test - Integration Test - Security Scan
- Staging Deploy - Smoke Test - [Approval] - Production Deploy

2. Jenkins

2.1 Declarative Pipeline

pipeline {
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agent {
kubernetes {

yaml

environment {
APP_NAME
REGISTRY

IMAGE TAG env.GIT COMMIT[

KUBECONFIG (

options {
(time: , unit:

)
(numToKeepStr:

stages {
( ) {
steps {
checkout scm
script {

env.VERSION = (script:

(
parallel {

(
steps {

returnStdout:

true).




¥
post {
always {
junit
(execPattern:

minimumLineCoverage:

env.VERSION
env.IMAGE TAG
REGISTRY APP_NAME
REGISTRY APP_NAME IMAGE TAG
REGISTRY APP_NAME

([
credentialsId:
usernameVariable:
passwordVariable:
{
sh REGISTRY USER PASS
sh REGISTRY APP_NAME IMAGE TAG
sh REGISTRY APP_NAME




REGISTRY APP_NAME IMAGE TAG

(

when {
branch

¥

input {
message env.VERSION
ok
submitter

}

steps {
sh

REGISTRY APP_NAME IMAGE TAG

post {
failure {
(
channel:
color:
message: env.JOB NAME env.BUILD NUMBER env.BUILD URL

}
success
(
channel:
color:
message: APP_NAME env.VERSION




2.2 Shared Libraries

( config [:1) {

namespace config.namespace
deployment config.deployment
image config.image
timeout config.timeout

deployment

deployment image namespace
deployment

namespace timeout

pipeline {
stages {

(
namespace:

deployment:
image: env.IMAGE_TAG

3. GitHub Actions
3.1 Complete Workflow







type=ref,event=branch

type=ref,event=pr

type=sha,prefix=sha-

type=semver,pattern={{version}}

type=raw,value=latest,enable=${{ github.ref == 'refs/heads/main' }}




cosign sign --yes \
${{ env.REGISTRY }}/${{ env.IMAGE NAME }}@${{ steps.build.outputs.digest }}




|
IMAGE="${{ env.REGISTRY }}/${{ env.IMAGE NAME }}@${{ needs.build.outputs.image-digest }}"

helm upgrade --install webapp ./charts/webapp \
- -namespace staging \
--set image.repository="${{ env.REGISTRY }}/${{ env.IMAGE NAME }}" \
--set image.digest="${{ needs.build.outputs.image-digest }}" \
--values charts/webapp/values-staging.yaml \

--wait --timeout 10m

|
helm upgrade --install webapp ./charts/webapp \

--namespace production \

--set image.digest="${{ needs.build.outputs.image-digest }}" \
--values charts/webapp/values-production.yaml \

--walit --timeout 15m

3.2 Reusable Workflows




4. GitLab CI




docker build \
--cache-from $CI REGISTRY IMAGE:latest \
--tag $IMAGE TAG \
--tag $CI REGISTRY IMAGE:latest \
--build-arg BUILDKIT INLINE CACHE=1 .




5. ArgoCD (GitOps)




login argocd.example.com
app list

app get webapp

app sync webapp
app rollback webapp 3
app diff webapp

apply applicationset.yml




6. Flux CD

7. Pipeline Patterns
Trunk-Based Development

main «— feature/login (short-lived, < 1 ngay)
main «— fix/bug-123 (merge nhanh, feature flags)
main —- release/v2.1 (chi bugfix, khdéng feature)

GitFlow

main « hotfix/critical-bug

develop «— feature/user-auth
develop «—— feature/payments
develop — release/v2.0 —- main (tag v2.0.0)

Lua chon thuc té: - Trunk-based + feature flags: Team CI/CD mature, release thuong
xuyén - GitFlow: Enterprise, release cycle dai, nhiéu version concurrent
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8. Quality Gates

# sonar-project.properties
sonar.projectKey=company webapp
sonar.qualitygate.wait=true
sonar.coverage.exclusions=**/* test.ts,**/migrations/**

sonar.cpd.exclusions=**/* spec.ts

Quality Gate thuong dung: - Coverage >= 80% - No new Critical/Blocker issues -
Duplicated lines < 3% - Maintainability rating >= A

9. Artifact Versioning




10. Deployment Strategies




11. Pipeline Security

OIDC (Khéng can long-lived credentials)

# AWS Trust Policy cho GitHub Actions 0IDC
data "aws _iam policy document" "github actions" {
statement {
actions = ["sts:AssumeRoleWithWebIdentity"]
principals {
type "Federated"
identifiers [aws iam openid connect provider.github.arn]
}
condition {
test "StringEquals"
variable "token.actions.githubusercontent.com:aud"
values ["sts.amazonaws.com" ]
}
condition {
test "StringLike"
variable "token.actions.githubusercontent.com:sub"
values ["repo:company/webapp:ref:refs/heads/main"]




Supply Chain Security (SLSA)

sha256sum artifacts/* | base64 -w0
echo "hashes=$(sha256sum artifacts/* | base64 -w0)" >> $GITHUB OUTPUT

Secrets Management

apply <<EOF




12. Vi Du: Complete CI/CD cho Microservices

Mono-repo véi 3 services: user-service, order-service, payment-service

user-service:
- 'services/user-service/**!'
order-service:
'services/order-service/**'
payment-service:
'services/payment-service/**!'




2
# ArgoCD Image Updater hoac update values file

for service in user-service order-service payment-service; do
if [ -n "${{ needs.build-${service}.outputs.digest }}" ]; then
yq -i ".services.${service}.image.digest = \"${{ needs.build-${service}.outputs.digest
AN
argocd/values-staging.yaml
fi

config user.email "ci@company.com"

config user.name "CI Bot"

add argocd/values-staging.yaml

commit -m "chore: update staging image digests [skip ci]"

push

apply <<EOQF




13. Monitoring Pipeline Health

2
curl -X POST "https://api.datadoghq.com/api/v1l/events" \
-H "DD-API-KEY: ${{ secrets.DATADOG API KEY }}" \
=@ "{
"title": "Deployment: webapp v${{ env.VERSION }}",
"text": "Deployed to production",

"tags": ["env:production", "service:webapp"],

"alert type": "info"

14. Best Practices Téng Hop

=

SCLONoURWNE

Fail fast: Chay lint va unit tests truéc, integration tests sau

Parallel jobs: Tang toc pipeline bang parallel execution

Cache aggressively: Cache dependencies, Docker layers, build artifacts
Immutable artifacts: Build mét [an, deploy nhiéu lan (khéng rebuild)
Environment parity: Dev = Staging = Production (chi khac config)

Zero-trust secrets: Dung OIDC, khéng dung long-lived credentials

Sign artifacts: Cosign cho container images, SLSA provenance

Rollback plan: Lu6n cé rollback strategy truéc khi deploy

Observability: Correlate deployments v&i metrics/errors (Datadog, Honeycomb)
Pipeline as code: Jenkinsfile/workflow trong Git, reviewed nhu application code
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Chapter 17: Infrastructure Monitoring

Infrastructure monitoring la nén tdng cla observability - khd nang hi€u trang thai hé
théng tir output ctia né. Khdong c6 monitoring tot, van hanh production la di trong béng
toi.

1. Monitoring Fundamentals
1.1 Metric Types

Counter - chi tang, khong gidm (trir khi reset): - SO requests, errors, bytes transferred -
DUNQ rate() hOAC increase() d€ tinh toc do thay daoi

Gauge - gia tri c6 thé tang/giam tuy thai diém: - CPU usage, memory, queue size, active
connections - Boc gia tri tdc thdi la cé y nghia

Histogram - phan phoi gia tri vao cac bucket: - Request latency, response size - Tinh
dugc percentile (p50, p95, p99) - Ton storage hon nhung linh hoat hon

Summary - pre-computed percentiles phia client: - Chinh xac hon histogram nhung
khong aggregate dugc cross-instance - Dung khi chi can percentile tai mot node

1.2 The Four Golden Signals (Google SRE)

1. Latency - Thoi gian xu’ly request (phan biét success vs error latency)
2. Traffic - S0 luong demand (RPS, queries/sec)

3. Errors - Ty 1é requests that bai (explicit 5xx, implicit wrong data)
4. Saturation - M&c d6 "day" clOa resource (CPU, memory, disk queue)

2. Prometheus
2.1 Architecture

|
Prometheus Server |

1
TSDB HTTP Server |

| 1 |

Retrieval | || |

| (storage) || (PromQL) ||

| I |
|

(scraping)

T
I
| scrape /metrics every 15s
I

| |
| Node Exporter App /metrics Blackbox Exporter |

Prometheus theo mé hinh pull - server chl déng scrape targets. Diéu nay gilp ki€ém soat
load va phat hién target down.
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2.2 Cau hinh co ban

2.3 PromQL - Prometheus Query Language

# Rate of HTTP requests per second (5m window)
rate(http requests total[5m])

# Error rate

sum(rate(http requests total{status=~"5.."}[5m])) /




sum(rate(http requests total[5m]))

# P99 latency tlr histogram
histogram quantile(0.99, sum(rate(http request duration seconds bucket[5m])) by (le, service))

# Memory usage %
(1 - node_memory MemAvailable bytes / node_memory MemTotal bytes) * 100

# CPU usage (aggregate across cores)

100 - (avg by (instance) (rate(node cpu seconds total{mode="idle"}[5m])) * 100)

# Disk usage %

(node filesystem size bytes - node filesystem free bytes) / node filesystem size bytes * 100
# Network traffic in/out Mbps

rate(node network receive bytes total{device!="10"}[5m]) * 8 / 1024 / 1024
rate(node network transmit bytes total{device!="10"}[5m]) * 8 / 1024 / 1024

2.4 Service Discovery

3. Alerting véi Alertmanager

3.1 Alerting Rules




|
100 - (avg by (instance) (rate(node cpu seconds total{mode="idle"}[5m])) * 100) > 85

|
100 - (avg by (instance) (rate(node cpu seconds total{mode="idle"}[5m])) * 100) > 95

|
(1 - node memory MemAvailable bytes / node memory MemTotal bytes) * 100 > 90

|
(node filesystem size bytes - node filesystem free bytes) /

node filesystem size bytes * 100 > 80

sum(rate(http requests total{status=~"5.."}[1h])) /

sum(rate(http requests total[lh]))




) > (1 - 0.999) * 14.4

3.2 Alertmanager Configuration




4. Node Exporter

4.1 Cai dat va cau hinh

https://github.com/prometheus/node exporter/releases/download/v1.7.0/node exporter-1.7.0.linux-
amd64.tar.gz
xvf node exporter-*.tar.gz

mv node exporter-*/node exporter /usr/local/bin/

> /etc/systemd/system/node exporter.service << 'EOF'




daemon- reload
enable node exporter

4.2 Custom Textfile Collector

=/var/lib/prometheus/textfile collector

/backup
/backup.prom

/etc/ssl/certs/app.crt |

/ssl.prom

5. Blackbox Exporter

Probe endpoints ti bén ngoai - HTTP, TCP, ICMP, DNS.




6. Thanos - Long-term Storage va Multi-cluster




7. Grafana Dashboards

7.1 Dashboard as Code (Grafonnet/JSON)




7.2 Annotations - danh dau deployments

POST http://grafana:3000/api/annotations

8. Alerting Best Practices

Nguyén tac¢ alert tot:

1. Alert on symptoms, not causes - Alert "users cannot login", khong phai "DB CPU high"
2. Alert must be actionable - Moi alert can runbook

3. Eliminate noisy alerts - Alert fatigue = on-call bd qua alerts

4. SLO-based alerting - Tap trung vao user impact

5. Severity levels rd rang:

- P1/Critical: wake up on-call, user impact NOW
- P2/Warning: address trong business hours
- P3/Info: log, khong notify

8.1 SLO-based Alerting

# SLO: 99.9% availability (error budget = 43.2 min/month)

# Multi-window, multi-burn-rate alert
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Fast burn: 14.4x burn rate trong 1lh - alert ngay

sum(rate(http requests total{status=~"5.."}[1h])) /
sum(rate(http requests total[lh]))
) > 14.4 * (1 - 0.999)

Slow burn: 3x burn rate trong 6h - warning

sum(rate(http requests total{status=~"5.."}[6h])) /
sum(rate(http requests total[6h]))
) >3 * (1 - 0.999)

9. On-call Integration

9.1 PagerDuty

alert add
alertname=TestAlert
severity=critical
=summary=
=http://alertmanager:9093

10. Vi du Production Stack







http://localhost:9090/api/vl/targets |

POST http://localhost:9090/-/reload

=http://localhost:9093 alert query
=http://localhost:9093 silence query

Tom tat

Component Vai tro Port
Prometheus Scrape, store, query metrics 9090
Alertmanager Route, deduplicate, silence alerts 9093
Node Exporter System metrics (CPU, mem, disk) 9100
Blackbox Exporter Probe endpoints externally 9115
Grafana Visualize, dashboard, alerting Ul 3000
Thanos Sidecar Long-term storage, remote write 19090

Key takeaway: Monitoring hiéu qua = ddng metrics + dung alerts + runbooks ré rang.
Tranh alert fatigue bang cach chi alert nhirng gi thuc su can action.

Chapter 18: Application Performance Monitoring
(APM)

APM di sau hon infrastructure monitoring - thay vi héi “server cé6 OK khéng?”, APM hdi
“Ung dung c6 hoat dong ding khdng? User c6 dang gap van dé gi khong?”. Distributed
tracing, metrics, va profiling la ba tru cét.
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1. Distributed Tracing Concepts
1.1 Traces, Spans, va Context Propagation

MO0t request qua microservices:

[Browser] —= [API Gateway] — [Auth Service] — [User Service] — [DB]

L— [Cache (Redis)]

Trace ID: abc-123 (xuyén sudt toan bd request)

— Span: api-gateway duration=150ms

| }— Span: auth-service duration=30ms

| | '— Span: cache duration=2ms (cache hit)
| L— Span: user-service duration=80ms

| L— Span: postgres duration=15ms (query)

Trace: toan bd hanh trinh clla mot request Span: mot don vi cong viéc trong trace (cé
start time, duration, tags, logs) Context Propagation: truyén trace/span IDs qua HTTP
headers hoac message queues

HTTP Headers (W3C Trace Context standard):

traceparent: 00-4bf92f3577b34da6a3ce929d0e0e4736-00Tf067aalba902b7-01
version traceld(16 bytes) spanId(8 bytes) flags

tracestate: vendor-specific key-value pairs

2. OpenTelemetry

OpenTelemetry (OTel) la standard ma cho instrumentation - mdt SDK, nhiéu backends.

2.1 Architecture

Your Application

T

| OpenTelemetry SDK

| Tracer + MeterProvider + LoggerProvider
L

I
I
| OTLP (gRPC/HTTP)

M 1

0Tel Collector |

|

|

| |

| | Receivers | | « OTLP, Jaeger, Zipkin

| | Processors| | « batch, filter, transform
| | Exporters | | « Jaeger, Prometheus, OTLP
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Jaeger Prometheus Grafana Tempo

2.2 Auto-instrumentation (Python)

install opentelemetry-distro opentelemetry-exporter-otlp

install

=user-service
=http://otel-collector:4317
=parentbased traceidratio
=0.1
python app.py

2.3 Manual Instrumentation (Python)

opentelemetry trace, metrics
opentelemetry.sdk.trace TracerProvider
opentelemetry.sdk.trace.export BatchSpanProcessor
opentelemetry.exporter.otlp.proto.grpc.trace exporter
opentelemetry.sdk.metrics MeterProvider

OTLPSpanExporter

opentelemetry.sdk.metrics.export PeriodicExportingMetricReader

opentelemetry.exporter.otlp.proto.grpc.metric_exporter

tracer provider = TracerProvider()

tracer provider.add span processor(
BatchSpanProcessor(0OTLPSpanExporter(endpoint=

)

trace.set tracer provider(tracer provider)

metric reader = PeriodicExportingMetricReader (
OTLPMetricExporter(endpoint=
export interval millis=

)

meter provider = MeterProvider(metric readers=[metric_reader])

metrics.set meter provider(meter provider)

tracer = trace.get tracer(
meter = metrics.get meter(

OTLPMetricExporter



order counter = meter.create counter(
name= ,
description=

unit=

db query duration = meter.create histogram(
name= ’
description=

unit=

def get user(user id: ):
with tracer.start as current span(
span.set attribute( , user id)

span.set attribute( ,

start = time.time()
try:
user = db.query(
span.set attribute(
db _query duration.record(
(time.time() - start) *
attributes={
)
return user
except e

span.record exception(e)

%s'", user_id)

if user else

span.set status(trace.Status(trace.StatusCode.ERROR,

db query duration.record(
(time.time() - start) *
attributes={

)

raise

2.4 OTel Collector Configuration

)

(e)))







3. Jaeger

3.1 Architecture

Sampling Strategies:
Constant (always/never)
Probabilistic (ratio)
Rate Limiting
Remote (adaptive)

3.2 Sampling Strategy

dev/test

production low traffic
production high traffic
dynamic, recommended




4. RED Method va USE Method
4.1 RED Method (cho services)

R - Rate: requests/second service dang xu’ly
E - Errors: ty 1é request that bai
D - Duration: latency phan phoi (p50, p95, p99)

# Rate
sum(rate(http server requests total{service="order-service"}[5m]))

# Error rate
sum(rate(http server requests total{service="order-service", status=~"5.."}[5m])) /

sum(rate(http server requests total{service="order-service"}[5m]))

# P99 Duration
histogram quantile(0.99,

sum(rate(http server request duration seconds bucket{service="order-service"}[5m])) by (le)

4.2 USE Method (cho resources)

U - Utilization: % thoi gian resource dang ban
S - Saturation: lugng cdéng viéc dang chd (queue depth)
E - Errors: 161 lién quan resource

Ap dung cho: CPU, Memory, Disk I/0, Network, Thread Pool

5. Custom Business Metrics

meter = metrics.get meter(

revenue counter = meter.create counter(
orders histogram = meter.create histogram(
cart _abandonment = meter.create counter(

checkout duration = meter.create histogram(

login success = meter.create counter(

description=

def process order(order):

with tracer.start as current span(

start = time.time()

result = payment gateway.charge(order)
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orders histogram.record(
order.total,
attributes={ : order.currency,
)
revenue counter.add(
order.total,
attributes={ : order.region}
)
checkout duration.record(
time.time() - start,
attributes={ c if result.ok else

6. APM Tools Thuong mai

6.1 Datadog APM

ddtrace tracer, patch all
patch all()

(service= , resource=
def get user(user id):

return db.get(user_id)

with tracer.trace( , service=
span.set tag( , invoice id)
span.set tag( , amount)

process invoice(invoice id)

=datadog-agent
=0.5
=production
=2.3.1
app.py

6.2 Elastic APM

elasticapm.contrib. flask ElasticAPM

app = Flask(

: order.payment method}




app.config|

: 0os.environ]|

}
apm = ElasticAPM(app)

7. Continuous Profiling
Profiling trong production gitp tim CPU hotspots va memory leaks ma khéng can repro-
duce locally.

pyroscope

pyroscope.configure(
application name=
server_ address=
auth token=o0s.environ.get(
tags={

go func() {
log.Println(http.ListenAndServe
0O

tool pprof http://localhost:6060/debug/pprof/profile?seconds=30
tool pprof http://localhost:6060/debug/pprof/heap

tool pprof =:8080 profile.out

8. Error Tracking véi Sentry

sentry sdk
sentry sdk.integrations.flask FlaskIntegration




sentry sdk.integrations.sqlalchemy SqlalchemyIntegration

sentry sdk.init(
dsn=0s.environ[ 1,
integrations=[FlaskIntegration(), SqlalchemyIntegration()],
environment= ,
release=
traces sample rate=

profiles sample rate=

before send=lambda event, hint: scrub pii(event),

with sentry sdk.push scope() scope:
scope.user = { : user id, : user _email}
scope.set tag( )
scope.set context( : order_id,

try:
process payment(order)

except PaymentException @
sentry sdk.capture exception(e)

raise

9. Correlating Logs + Metrics + Traces

logging
json

opentelemetry trace

class OtelJsonFormatter(logging.Formatter):

, record):

.formatTime(record),
record. levelname,
record.name,
record.getMessage(),

: 0s.environ.get(

span = trace.get current span()




if span.is recording():

ctx = span.get span_context()

log datal ] = (ctx.trace id,

log datal ] = (ctx.span_id,

return json.dumps(log data)

Instrument Microservices vai OpenTelemetry

opentelemetry trace, metrics

opentelemetry.sdk.trace TracerProvider

opentelemetry.sdk.trace.export BatchSpanProcessor
opentelemetry.sdk.metrics MeterProvider

opentelemetry.sdk.metrics.export PeriodicExportingMetricReader
opentelemetry.exporter.otlp.proto.grpc.trace exporter OTLPSpanExporter
opentelemetry.exporter.otlp.proto.grpc.metric_exporter OTLPMetricExporter
opentelemetry.sdk.resources Resource
opentelemetry.instrumentation.requests RequestsInstrumentor
opentelemetry.instrumentation.sqlalchemy SQLAlchemyInstrumentor

def setup telemetry(service name: , service version:
resource = Resource.create({
service name,
service version,
0s.environ.get/(

})
otel endpoint = os.environ.get(
tracer provider = TracerProvider(resource=resource)

tracer provider.add span processor(
BatchSpanProcessor (0TLPSpanExporter(endpoint=otel endpoint, insecure= ))




)

trace.set tracer provider(tracer provider)

metric reader = PeriodicExportingMetricReader (
OTLPMetricExporter(endpoint=otel endpoint, insecure= ),
export interval millis=

)

metrics.set meter provider(MeterProvider(resource=resource, metric readers=[metric reader]))

RequestsInstrumentor().instrument()
SQLAlchemyInstrumentor().instrument ()

return trace.get tracer(service name), metrics.get meter(service name)

shared. telemetry setup telemetry

tracer, meter = setup telemetry(

orders_created = meter.create counter(

order total = meter.create histogram(
( , methods=[ 1)
def create order():
with tracer.start as current_span(
data = request.json
span.set attribute(

order = Order.create(data)

orders created.add(1, { : data.get( ) )})
order total.record(order.total, { : order.currency})

return jsonify(order.to dict()),

otel/opentelemetry-collector-contrib:0.90.1

./otel-config.yml:/etc/otelcol/config.yaml




jaegertracing/all-in-one:1.52

prom/prometheus:v2.48.0

./prometheus.yml:/etc/prometheus/prometheus.yml

grafana/grafana:10.2.2

GF_FEATURE_TOGGLES ENABLE=traceqlEditor

Tom tat

Tool Muc dich When to use

OpenTelemetry SDK Instrumentation standard Moi service mai

OTel Collector Gateway, processing Bat budc trong production
pipeline

Jaeger/Tempo Distributed tracing backend Tim latency bottlenecks

Prometheus Metrics storage RED/USE metrics

Sentry Error tracking Catch & alert exceptions

Pyroscope Continuous profiling Optimize CPU/memory

Datadog/New Relic All-in-one APM Khi can managed solution

Key takeaway: Bat dau v6i RED metrics + basic tracing. Thém business metrics va
profiling khi can optimize. Correlation gilta logs/metrics/traces la yéu té quan trong nhat
dé debug nhanh.

Chapter 19: Logs Management

Logs la ngudn thong tin chi tiét nhat vé nhitng gi xay ra bén trong hé thong. Quén ly logs
hiéu qud gilup debug nhanh, audit compliance, va phat hién security incidents. Thach
thic: volume I6n, nhiéu format, can query real-time.
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1. Logging Fundamentals

1.1 Structured Logging

Tranh unstructured logs - kho parse, khé query:

logger.info( amount}")

logger.info(
! user id,
: order id,

: amount,

Output JSON:

1.2 Log Levels

FATAL/CRITICAL App khong thé’tiép tuc, can restart ngay

ERROR L61i can investigate, nhung app vafi chay

WARN Van dé'tiém an, khong phadi 16i hién tai

INFO Events binh thuong quan trong (request served, order created)
DEBUG Chi tiét cho development/troubleshooting

TRACE Rat chi tiét, khdéng dung production

structlog




log = structlog.get logger()

structlog.configure(
processors=[
structlog.contextvars.merge contextvars,
structlog.processors.add log level,
structlog.processors.TimeStamper(fmt= ),
structlog.dev.ConsoleRenderer() if DEBUG else structlog.processors.JSONRenderer()

def handle request(request):
correlation id = request.headers.get( (uuid.uuid4()))
structlog.contextvars.bind contextvars(
correlation id=correlation id,
user id=request.user.id,
request id= (uuid.uuid4()),
)
log.info( , path=request.path, method=request.method)

1.3 Correlation IDs

httpx

class CorrelationMiddleware:
def ( , app):
.app = app

def ( , environ, start response):

correlation id = environ.get( (uuid.uuid4()))

request context.correlation id = correlation id
return .app(environ, start response)

def call payment service(order id:

return httpx.post(

json={ : order_id},
headers={ : request context.correlation id}

).json()




2. ELK Stack
2.1 Architecture

Applications - Filebeat - Logstash - Elasticsearch - Kibana
1

(filter/parse/enrich)

2.2 Elasticsearch - Indices va ILM




2.3 Logstash Pipeline

input {

beats {
port =>
ssl =>
ssl certificate =>
ssl key =>

}

kafka {
bootstrap servers =>
topics => [
group id =>
codec =>

filter {

if [message] =~

json { source =>




if [fields][log typel] ==
grok {
match => {

}
date { match => [

if [client ip] {
geoip {
source
target
fields

if [request] =~ or [request] =~
drop {}

mutate {
== ||

mutate {
add field => {

}

remove field => [

output {
elasticsearch {
hosts => [

user =>

password =>




ssl =>

cacert =>

index =>

ilm enabled =>

ilm rollover alias =>

ilm policy =>

in [tags] {
file { path =>

2.4 Filebeat Configuration




3. Grafana Loki

Loki dugc thiét ké theo ki€u Prometheus cho logs: chi index labels, khdong index content.
Ré hon Elasticsearch, tich hgp tét véi Grafana.

3.1 Architecture

Promtail/Fluentd - Loki Distributor - Ingester - Object Storage (S3/GCS)
1

Grafana Explore «— Loki Query Frontend «— Querier ——!

3.2 Loki Configuration




3.3 LogQL - Loki Query Language

# Log stream selector (chon logs theo labels)

{service="order-service", environment="production"}

# Filter bang regex

{service="order-service"} |= "ERROR"
{service="order-service"} != "health"
{service="order-service"} |~ "timeout|connection refused"

# Parse JSON logs
{service="order-service"}
| json
| level="ERROR"
| line format "{{.message}} (trace: {{.trace id}})"

# Metric queries tu logs
# Error rate theo service
sum by (service) (
rate({environment="production"} | json | level="ERROR" [5m])

# P99 latency tlr logs (néu log duration ms)
quantile over time(0.99,




{service="api-gateway"} | json | unwrap duration ms [5m]

) by (endpoint)

# Top 10 slowest endpoints
topk(10,
avg over_time(
{service="api-gateway"} | json | unwrap duration ms [1h]
) by (path)

3.4 Promtail - Log Collector cho Loki




4. Fluentd va Fluent Bit
4.1 Fluent Bit - Lightweight Collector (DaemonSet trén K8s)




5. Log Aggregation Patterns trén Kubernetes

5.1 DaemonSet Pattern (Recommended)




5.2 Sidecar Pattern (khi can log format khac nhau)




6. Log Retention va Compliance

7. Best Practices - Security va Pll

SENSITIVE FIELDS = {




def sanitize log data(data:

if not (data,
return data

return {
k: if k.lower() in SENSITIVE FIELDS else sanitize log data(v)
for k, v in data.items()

hashlib
def anonymize user id(user id: , salt: ) ->
return hashlib.sha256(f"{salt}{user id}".encode()).hexdigest()[:

( )
async def log requests(request: Request, call next):
log.info( g
request.method,

request.url.path,

request.headers.get(
request.headers.get(
1)
response = await call next(request)
log.info( , KK{
response.status code,
request.url.path,
1)

return response

8. Vi du: ELK Stack va Loki Stack Deployment







elastic:changeme http://localhost:9200/ cluster/health?pretty

elastic:changeme http://localhost:9200/ cat/indices?v

=http://localhost:3100

=http://localhost:3100 labels

=http://localhost:3100

Tom tat

Cong nghé Khi nao dung Trade-off

ELK Stack Can full-text search manh,  Chi phi cao, ops phuc tap
complex queries
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Cong nghé Khi nao dung Trade-off

Grafana Loki Tich hop Query kém linh hoat hon ES
Prometheus/Grafana,
cost-sensitive

Fluentd Nhiéu input/output, can Tén memory hon Fluent Bit
transform phuc tap

Fluent Bit K8s DaemonSet, it plugins hon Fluentd
resource-constrained

Filebeat Don gian, chi ship to ELK it tinh nang xtr ly

Key takeaway: Structured JSON logs + correlation IDs la nén tdng. ELK cho compliance
va full-text search; Loki cho cost-effective logs khi da cé Grafana stack. Ludn redact Pl
trudc khi gri log dén bat ky storage nao.

Chapter 20: Cloud Providers

Cloud providers cung cap infrastructure theo mé hinh pay-as-you-go, loai bd chi phi capex
va cho phép scale nhanh. Hiéu ro core services cla ting provider, khi nao dung managed
vs self-managed, va cach toi uu chi phi la ky nang thiét yéu.

1. AWS - Amazon Web Services

1.1 Core Compute va Storage

EC2 - Elastic Compute Cloud

ec2 run-instances
ami-0abcdef1234567890
t3.medium
my - keypair
sg-12345678
subnet-12345678
Name=my-ec2-role

file://bootstrap.sh

ec2 describe-instances
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S3 - Simple Storage Service

s3api create-bucket
company-app-assets
ap-southeast-1
LocationConstraint=ap-southeast-1

s3api put-bucket-versioning
company-app-assets
Status=Enabled

s3api put-bucket-encryption

company-app-assets

s3 sync ./dist s3://company-app-assets/frontend/

s3 presign s3://company-private/report.pdf

RDS - Relational Database Service

rds create-db-instance
prod-postgres
db.r6g.xlarge
postgres
15.4

admin

100
gp3

prod-db-subnet-group

sg-database

rds create-db-instance-read-replica




prod-postgres-replica

prod-postgres
db.r6g.large

1.2 AWS Networking

VPC Design - 3-tier architecture

VPC: 10.0.0.0/16
— Public Subnets (ALB, NAT Gateway, Bastion)
— 10.0.1.0/24 (AZ-a)

L— 10.0.2.0/24 (AZ-b)

Private Subnets (App Servers, EKS Nodes)
— 10.0.10.0/24 (AZ-a)

L— 10.0.11.0/24 (AZ-b)

Database Subnets (RDS, ElastiCache)

— 10.0.20.0/24 (AZ-a)

L— 10.0.21.0/24 (AZ-b)

I

ec2 create-vpc-peering-connection
vpc-prod
vpc-staging
ap-southeast-1

ec2 create-transit-gateway

AmazonSideAsn=64512,AutoAcceptSharedAttachments=enable

ec2 create-vpc-endpoint-service-configuration

1.3 EKS - Elastic Kubernetes Service

> cluster.yaml << 'EOF'
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create cluster cluster.yaml

1.4 IAM Best Practices




iam create-role

AppServerRole

create iamserviceaccount
=production
=default
=app-service-account

=arn:aws:iam::123456789:policy/AppPolicy

2. GCP - Google Cloud Platform

2.1 Core Services




container clusters create production
asia-southeastl
asia-southeastl-a,asia-southeastl-b
n2-standard-4

= config get-value project).svc.id.goog
vpc-production

subnet-gke

172.16.0.0/28

mb asia-southeastl STANDARD gs://company-production-assets

iam ch serviceAccount:app@project.iam.gserviceaccount.com:roles/storage.objectViewer
gs://company-production-assets

run deploy order-service
gcr.io/project/order-service:v1l.2.3
asia-southeastl
managed
1
100
80

order-service@project.iam.gserviceaccount.com
DB HOST=10.0.1.5




2.2 GCP IAM va Workload Identity

iam service-accounts create app-service-account

projects add-iam-policy-binding PROJECT ID

iam service-accounts add-iam-policy-binding
app-service-account@PROJECT ID.iam.gserviceaccount.com
roles/iam.workloadIdentityUser

aks create
production-rg
production-aks
southeastasia
3
Standard D4s v3

azure
azure

/subscriptions/.../subnets/aks-subnet

monitoring
/subscriptions/.../workspaces/aks-logs

storage account create
companyprodstorage
production-rg
southeastasia
Standard LRS
StorageV2
TLS1 2

true




functionapp create

production-rg

southeastasia

3.11
4
company-processing-fn

companyprodstorage

4. Multi-cloud Strategy
4.1 Pros va Cons

PROS multi-cloud:
+ Trédnh vendor lock-in
Best-of-breed: GCP BigQuery + AWS EKS + Cloudflare CDN

+

+ Redundancy va disaster recovery
+ Geo-specific compliance (data residency)
+

Bargaining power v&i vendors

CONS multi-cloud:

- Téng complexity van hanh dang ké’

- Chi phi training team cao

- Networking gifra clouds: latency + egress cost
- Security perimeter khé kiém sodt hon

- Tooling bi phan manh

4.2 Abstraction Layers

# Terraform - Infrastructure as Code da cloud
# modules/kubernetes-cluster/main.tf

variable "provider" { type = string } # aws, gcp, azure
variable "cluster name" { type = string }

variable "node count" { type = number }

module "eks" {

count = var.provider == "aws" ? 1 :
source = "./providers/aws-eks"

name = var.cluster name

nodes = var.node count

module "gke" {
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count var.provider == "gcp" ? 1 :
source "./providers/gcp-gke"
name var.cluster name

nodes var.node count

# Crossplane - K8s-native multi-cloud provisioning
apiVersion: eks.aws.crossplane.io/vlbetal
kind: Cluster
metadata:
name: production-east
spec:
forProvider:
region: us-east-1
version: "1.28"
providerConfigRef:

name: aws-provider

5. Cost Optimization

5.1 Reserved Instances va Savings Plans

ec2 purchase-reserved-instances-offering
<offering-id>
10

savingsplans purchase-savings-plan
ComputeSavingsPlans
100.00

PARTIAL UPFRONT

5.2 Spot/Preemptible Instances




5.3 Right-sizing va Cost Monitoring

ce get-rightsizing-recommendation
EC2
RightsizingType=TERMINATE, TerminateRecommendationDetail={EstimatedMonthlyBenefit=50}

support describe-trusted-advisor-checks

repo add kubecost https://kubecost.github.io/cost-analyzer/
install kubecost kubecost/cost-analyzer
kubecost

kubecostToken=

config put-config-rule




6. Landing Zone - Account/Project Structure

AWS Organizations:

— Root

— Management Account (billing, org policies)
F— Security oOU
| — Security Tooling Account (GuardDuty, Security Hub)
| L— Log Archive Account (CloudTrail, Config)
— Infrastructure OU
| | Shared Services Account (DNS, Monitoring)
| L— Network Account (Transit Gateway, Direct Connect)
L— Workloads 0OU
— Production 0U
| }— prod-web-account
| L— prod-data-account
L— Non-Production 0U
— staging-account
L— dev-account

organizations create-policy

DenyUnusedRegions
SERVICE CONTROL_ POLICY

7. CLI Tools

configure production

=production
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sts assume-role
arn:aws:iam::123456789:role/DeployRole
deploy-session

auth application-default login
config set project my-project

config configurations create production

config set account user@company.com

account set
account list

install aws-vault
add production
exec production aws s3 1s

8. Vi du: AWS Architecture cho Web Application

Internet - Route53 (DNS + Health Check)
- CloudFront (CDN, WAF, DDoS protection)
- S3 (static assets)
- ALB (Application Load Balancer)
- EKS (app containers, private subnet)
- RDS Aurora PostgreSQL (multi-AZ, private subnet)
- ElastiCache Redis (session, cache, private subnet)
- SQS (async job queue)
- Lambda (event processors)
- S3 (uploads, backups)

Supporting services:

- ACM: SSL certificates

- Secrets Manager: DB passwords, API keys
- Parameter Store: app config

- KMS: encryption keys

- Cloudwatch: logs, metrics, alarms
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X-Ray: distributed tracing
GuardDuty: threat detection

Config: compliance monitoring

CloudTrail: audit logs

> main.tf << 'EOF'




init
plan =tfplan
apply tfplan

get nodes wide

top nodes

rds describe-db-instances

production-postgres




elbv2 describe-target-health

arn:aws:elasticloadbalancing:

ce get-cost-and-usage
Start= +%Y -%m-01 +%Y-%m-%d) , End=
MONTHLY
BlendedCost
Type=DIMENSION, Key=SERVICE

Tom tat

Provider Thé& manh Best for

AWS Ecosystem rong nhat, General purpose, enterprise
mature services

GCP Data/ML (BigQuery, Vertex  Analytics, Al/ML workloads
Al), Kubernetes (GKE t6t
nhat)

Azure Tich hgp Microsoft Enterprise v4i Windows
ecosystem (AD, Office365) workloads

Multi-cloud Flexibility, avoid lock-in Large orgs, compliance

requirements

Cost optimization priority: 1. Right-size instances trugc (dé nhat, impactful nhat) 2.
Reserved/Savings Plans cho baseline load 3. Spot/Preemptible cho non-critical workloads
4. Review va x0a unused resources hang tuan 5. Set budgets va alerts tur dau

Key takeaway: Chon mot cloud chinh, master né. Chi multi-cloud khi c6 nhu cau cu thé.
IAM least privilege va tagging strategy phai lam tU dau - rat khé retrofit sau.

Chuong 21: Cloud Design Patterns

Cloud design patterns la tap hop cac giai phap kién tric da dugc kiém chimng cho cac bai
todn ph6 bién khi xay dung hé thong trén cloud. Hiéu va ap dung ddng patterns gilp xay
dung hé thong reliable, scalable, va cost-effective.
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1. High Availability Patterns
1.1 Multi-AZ Deployment

Tri€n khai ing dung trén nhiéu Availability Zone (AZ) trong cung mot Region dé chiu 16i
3 cap datacenter.

Region: ap-southeast-1

F—— AZ-1la: App servers + DB primary
— AZ-1b: App servers + DB replica
L— AZ-1c: App servers + DB replica

Load Balancer phan ph6i traffic dén cd 3 AZ
Néli AZ-la fail - traffic tw déng chuyén sang 1b, 1c

AWS example:

# Terraform - Multi-AZ RDS

resource "aws db instance" "main" {
identifier "prod-db"
engine "mysql"
instance class "db.r6g.large"

multi az true # Tu dong tao standby & AZ khac

allocated storage 100
storage_encrypted true

1.2 Multi-Region Architecture
Trién khai trén nhiéu Region dé chiju 16i & cap region (thién tai, su co 16n).

Active-Active Multi-Region:

|
Region US-East | «-

(50% traffic) |
|

1
Region EU-West |

(50% traffic) |
|

1 1
L—— Global LB (Route53 / Cloudflare) ——

Database: DynamoDB Global Tables / CockroachDB / Spanner

1.3 Active-Active vs Active-Passive

Pattern M6 ta RTO Chi phi

Active-Active Ca 2 site déu xtrly ~0 Cao nhat
traffic

Active-Passive 1 site chinh, 1 site  5-30 phut Trung binh

du phong (warm)
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Pilot Light Site du phong & 30-60 phut Thap
trang thai téi thiéu

2. Disaster Recovery Patterns

2.1 Cac khai niém cot 16i
« RPO (Recovery Point Objective): Ditliéu mat toi da bao nhiéu trudc diém failover
* RTO (Recovery Time Objective): Thoi gian khoi phuc hé théng téi da sau su co

Tham hoa xay ra

\4

[Last backup] « RPO - [Disaster] «— RTO —- [Recovery]
(RPO = data loss window) (RTO = downtime window)

2.2 DR Strategies
Backup & Restore (RPO: hours, RTO: hours)

s3 cp /data/backup.tar.gz s3://dr-bucket/backups/

Pilot Light (RPO: minutes, RTO: 30-60 phut)

Lubn chay: Database replication
Tat khi khéng cén: App servers (chi AMI/snapshot safi sang)
Khi DR: Boot app servers tlr AMI - update DNS

Warm Standby (RPO: minutes, RTO: 5-15 phut)

Ludn chay & capacity thap:

- DR site: 2 app servers (prod: 10 servers)
- Database: replica dang sync lién tuc

Khi DR: Scale up DR site - failover DNS

Hot Standby / Active-Active (RPO: ~0, RTO: ~0)

C3d 2 site full capacity, traffic split 50/50
Database: sync replication (chap nhan latency cao hon)

2.3 Backup Strategies

s3api put-bucket-versioning

my -backup-bucket
Status=Enabled
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s3api put-bucket-lifecycle-configuration

my -backup-bucket
file://lifecycle.json

rds restore-db-instance-from-db-snapshot
test-restore
prod-snapshot-20260101

3. Resilience Patterns
3.1 Circuit Breaker

Ngat két n6i dén service bi 16i d€ tranh cascade failure.

States:

CLOSED - requests pass through normally

OPEN - requests fail immediately (khdng goi service 161)
HALF-OPEN - thu’mdt s0 requests dé’test recovery

CLOSED —(failure threshold exceeded)—- OPEN
1 |
L—(success)— HALF-OPEN «—(timeout)—

pybreaker

db breaker = pybreaker.CircuitBreaker(
fail max=5,

reset timeout=60,

def query database(sql):

return db.execute(sql)

3.2 Bulkhead Pattern
C6 lap resources dé& 16i mot phan khéng anh huéng toan bb.

Thay vi: 1 thread pool cho tat cd services
- Service A cham - chiém hét thread - Service B ciling chét

Bulkhead: Thread pool riéng cho méi service
F— Pool A: 20 threads (Service A)
— Pool B: 20 threads (Service B)
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L— Pool C: 10 threads (Service C)

3.3 Retry with Exponential Backoff

time

random

def retry with backoff(func, max retries=5, base delay= )&

for attempt in (max_retries):
try:
return func()
except ek
if attempt == max retries -

raise

delay = base delay * (2 ** attempt) + random.uniform(0, 1)
( {attempt+1} {delay:.2f}s")
time.sleep(delay)

boto3
botocore.config

config = Config(
retries={
)

s3 = boto3.client( , config=config)

4. Scalability Patterns

4.1 Horizontal vs Vertical Scaling

Horizontal (Scale Out) Vertical (Scale Up)

Cach Thém servers Tang CPU/RAM
Downtime Khdng Thuong cé

Giéi han  Gan nhu vo han GiGi han phan cing
Chi phi Tuyén tinh Exponential
Stateless Bat budc Khong can

4.2 Auto-Scaling Patterns
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5. Data Patterns
5.1 CQRS (Command Query Responsibility Segregation)
Tach biét model doc va ghi di liéu.

Write side: Read side:
Command - Command Handler - Event Store - Projections - Read Model
(validate + save) (events) (materialize) (optimized views)

5.2 Event Sourcing

Luu trir tat ca thay déi dudi dang events thay vi state hién tai.

events




current balance = (e.get( ,

for e in events if

5.3 Saga Pattern

Quan ly distributed transactions qua nhiéu services.

Choreography Saga (Event-driven):

OrderService - emit OrderCreated
- PaymentService: reserve payment - emit PaymentReserved
- InventoryService: reserve stock - emit StockReserved
- ShippingService: create shipment - emit OrderCompleted

Compensating transactions khi 16i:

StockReserved failed - emit StockReservationFailed
- PaymentService: release payment (compensation)
- OrderService: cancel order (compensation)

6. Deployment Patterns
6.1 Blue/Green Deployment

/etc/nginx/nginx.conf

/etc/nginx/nginx.conf

reload

6.2 Canary Deployment
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6.3 Feature Flags

def is feature enabled(feature name:

if os.environ.get( {feature name.upper()}") ==

return

if user id:

, user id:

return (user_id) % < get rollout percentage(feature name)

return

if is feature enabled(

return new checkout flow()
else:
return legacy checkout flow()

7. Twelve-Factor App

Factor

M6 ta

Thuc té

Codebase

Dependencies
Config
Backing services

Build/Release/Run
Processes

Port binding
Concurrency

Disposability

1 repo, nhiéu
deployments

Khai bao tuong minh
Luu trong environment
Treat nhu attached

resources

Tach biét 3 giai doan
Stateless, share-nothing
Export service qua port
Scale theo process

model

Fast startup/graceful

shutdown
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Git monorepo hoac polyrepo

requirements.txt, package.json
.env, Kubernetes ConfigMap
DATABASE_URL env var

Cl/CD pipeline

Sessions trong Redis
Listen trén PORT env var
Horizontal scaling

SIGTERM handling



Factor M6 ta Thuc té

Dev/prod parity Dev giong prod nhat cé6 Docker Compose
thé

Logs Treat logs nhu event stdout = log aggregator
streams

Admin processes One-off tasks kubectl exec / job

8. AWS Well-Architected Framework: 6 Pillars

Operational Excellence: Automate everything, learn from failure

Security: Defense in depth, least privilege, encryption everywhere

Reliability: Automatic recovery, scale horizontally, stop guessing capacity
Performance Efficiency: Use managed services, serverless, go global in minutes
Cost Optimization: Pay for what you use, right-sizing, reserved instances
Sustainability: Maximize utilization, use efficient hardware, minimize footprint

oukwnNE

9. Vi du: HA Architecture cho E-Commerce Platform

Internet
|
v
CloudFront (CDN) —— S3 (static assets)
|
v
Route53 (DNS failover)
|
—- Region Primary (ap-southeast-1)
|

ALB (multi-AZ)

|

|

|

|

|

| Az-1a AZ-1b
| ECS Tasks ECS Tasks
|

|

|

|

|

|

L—— RDS Primary (AZ-1la)
L— RDS Standby (AZ-1b)
ElastiCache (Redis cluster)
SQS (order processing queue)

L—. Region DR (ap-northeast-1) [Warm Standby]

RDS Read Replica (promote khi failover)
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ECS Tasks (scale up khi DR activated)

Monitoring:

- Cloudwatch Alarms - SNS - PagerDuty

- Health checks méi 30 giay

- Auto failover khi primary unhealthy > 2 phat

RPO: 1 phut (RDS automated backup + binlog) RTO: 5 phut (Route53 health check TTL
60s + warm standby boot)

Chuong 22: Artifact Management

Artifact management la viéc luu trit, versioning, va phan phoi cac build artifacts (con-
tainer images, packages, binaries, Helm charts). M6t hé thong artifact management tét
dam bdo traceability, security, va reliability cia software supply chain.

1. Artifact Types

Loai Vi du Format Registry phé bién

Container Docker, OCI tar layers Docker Hub, Harbor, ECR

images

Java JAR, WAR, EAR Maven/Gradle Maven Central, Nexus

packages

Node npm modules tarball npm registry, Verdaccio

packages

Python wheel, sdist PEP 517/518 PyPl, Nexus, Artifactory

packages

Helm charts Kubernetes tar.gz Artifact Hub, Harbor
apps

Binary CLI tools, platform- GitHub Releases, Nexus

artifacts scripts specific

0S DEB, RPM apt/yum APT repo, YUM repo

packages

2. Nexus Repository Manager

Nexus ho trg proxy (cache tir upstream), hosted (luu internal artifacts), va group (aggre-
gate nhiéu repos).

2.1 Cai dat Nexus voi Docker
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run
nexus
8081:8081
nexus-data:/nexus-data
sonatype/nexus3:latest

exec nexus cat /nexus-data/admin.password

2.2 Cau hinh Maven Repository

<settings>
<mirrors>
<mirror>
<id>nexus</id>
<mirrorOf>*</mirror0f>
<url>http://nexus.internal:8081/repository/maven-group/</url>
</mirror>
</mirrors>
<servers>
<server>
<id>nexus</id>
<username>deployer</username>
<password>${env.NEXUS PASSWORD}</password>
</server>
</servers>

</settings>

2.3 Cau hinh npm Registry

config set registry http://nexus.internal:8081/repository/npm-group/

=http://nexus.internal:8081/repository/npm-hosted/

publish =http://nexus.internal:8081/repository/npm-hosted/

2.4 Docker Registry qua Nexus




tag myapp:1.0 nexus.internal:8082/myapp:1.0
push nexus.internal:8082/myapp:1.0

pull nexus.internal:8083/library/nginx:alpine

3. Harbor: Enterprise Container Registry

Harbor l[a CNCF graduated project, cung cap container registry vdgi vulnerability scanning,
RBAC, replication, va signing.

3.1 Cai dat Harbor véi Helm

repo add harbor https://helm.goharbor.io
repo update

install harbor harbor/harbor

harbor

expose.type=ingress
expose.ingress.hosts.core=harbor.example.com
externalURL=https://harbor.example.com
harborAdminPassword=SecurePassword123

persistence.persistentVolumeClaim.registry.size=100Gi

3.2 Vulnerability Scanning va@i Trivy

Harbor tich hop Trivy d€ scan container images tu dong khi push.

image harbor.example.com/myproject/myapp:1.0

image
CRITICAL,HIGH
1
harbor.example.com/myproject/myapp:1.0




3.3 Harbor Replication

4. Container Image Best Practices

4.1 Tagging Strategy

push myapp:latest

rev-parse
+%Y%m%d T%H%M%S Z

tag myapp:
harbor.example.com/prod/myapp:
tag myapp:build
harbor.example.com/prod/myapp:
tag myapp:build

harbor.example.com/prod/myapp: latest

push harbor.example.com/prod/myapp:
push harbor.example.com/prod/myapp:
push harbor.example.com/prod/myapp:latest

4.2 Image Signing v@i Cosign (Sigstore)

install cosign

generate-key-pair

cosign.key harbor.example.com/prod/myapp:1.2.3




verify

cosign.pub

harbor.example.com/prod/myapp:1.2.3

sign

harbor.example.com/prod/myapp:1.2.3

5. SBOM (Software Bill of Materials)

SBOM la danh sach day da tat cd components, dependencies, va metadata clia mot
software artifact.

5.1 Generate SBOM vgi Syft

https://raw.githubusercontent.com/anchore/syft/main/install.sh |

harbor.example.com/prod/myapp:1.2.3 spdx-json > sbom.spdx.json

dir:./src cyclonedx-json > sbom.cyclonedx.json

attach sbom
sbom.spdx.json
spdx
harbor.example.com/prod/myapp:1.2.3

download sbom harbor.example.com/prod/myapp:1.2.3

5.2 SLSA Framework (Supply-chain Levels for Software Artifacts)

Level  Yéu cau Bao vé khai

SLSA 1 Build process documented Khéng c6 documentation
SLSA 2 Version control + generated provenance Manual errors

SLSA 3 Hardened build environment Build compromise

SLSA 4 Two-party review + hermetic builds Insider threats
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6. Artifact Promotion Pipeline

Developer push code
|
v
CI Build & Test
|
v
Push to DEV registry
harbor.example.com/dev/myapp: feature-xyz-abcl234

(Integration tests pass)
|
v
Promote to STAGING registry
harbor.example.com/staging/myapp:1.2.3-rcl
(Copy image, khdng rebuild!)
|
(UAT/QA approval)
|
v
Promote to PROD registry
harbor.example.com/prod/myapp:1.2.3
(Sign véi cosign, attach SBOM)

copy
harbor.example.com/staging/myapp:1.2.3-rcl

harbor.example.com/prod/myapp:1.2.3

copy
docker://harbor.example.com/staging/myapp:1.2.3-rcl

docker://harbor.example.com/prod/myapp:1.2.3
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7. Cleanup Policies & Retention Rules
7.1 Harbor Cleanup Policy

7.2 Nexus Cleanup Policies

POST /service/rest/vl/cleanup-policies

{

8. Vi du: Setup Harbor véi Vulnerability Scanning trong CI/CD




${{ env.REGISTRY }}/${{ env.IMAGE NAME }}:${{ github.sha }}
${{ env.REGISTRY }}/${{ env.IMAGE NAME }}:latest

cosign sign --key env://COSIGN PRIVATE KEY \
${{ env.REGISTRY }}/${{ env.IMAGE NAME }}:${{ github.sha }}

syft ${{ env.REGISTRY }}/${{ env.IMAGE NAME }}:${{ github.sha }} \

-0 spdx-json > sbom.json

cosign attach sbom \
--sbom sbom.json \
${{ env.REGISTRY }}/${{ env.IMAGE NAME }}:${{ github.sha }}




Chuong 23: Service Mesh

Service mesh la infrastructure layer xi ly service-to-service communication trong mi-
croservices, cung cap traffic management, security (mTLS), va observability ma khéng
can thay doéi application code.

1. Khai niém co ban
1.1 Van dé Service Mesh giai quyét

Khong c6 service mesh:
ServiceA - HTTP - ServiceB
(Phadi tuw handle: retry, timeout, circuit breaker, mTLS, tracing)

Véi service mesh:

ServiceA - [Sidecar Proxy] - [Sidecar Proxy] - ServiceB
(Envoy) (Envoy)

(Infrastructure layer tu dong handle tat ca)

1.2 Data Plane vs Control Plane

Control Plane (Istiod):

— Pilot: Service discovery, traffic routing rules
— Citadel: Certificate management (mTLS)

L— Galley: Configuration validation

Data Plane (Envoy sidecars):

— Intercept tat cad inbound/outbound traffic cda pod
F— Apply routing rules tir Control Plane

— Report metrics/traces 1é&n observability tools

L— Enforce mTLS encryption

2. Istio
2.1 Cai dat Istio

https://istio.io/downloadIstio |

install profile=default

verify-install
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label namespace production istio-injection=enabled

get pods production

2.2 VirtualService - Traffic Routing

2.3 DestinationRule - Load Balancing & Circuit Breaker




2.4 Retry & Timeout

2.5 Fault Injection (Chaos Testing)




3. Istio Security: mTLS & Authorization

3.1 PeerAuthentication - Enable mTLS

3.2 AuthorizationPolicy - Zero Trust




4. Istio Observability

4.1 Kiali - Service Graph

apply https://raw.githubusercontent.com/istio/istio/release-1.20/samples/addons/kiali.yaml
apply

https://raw.githubusercontent.com/istio/istio/release-1.20/samples/addons/prometheus.yaml
apply https://raw.githubusercontent.com/istio/istio/release-1.20/samples/addons/jaeger.yaml
apply https://raw.githubusercontent.com/istio/istio/release-1.20/samples/addons/grafana.yaml

dashboard kiali

4.2 Distributed Tracing véi Jaeger

flask import Flask, request, Response
requests

= Flask




create order()
= {h: request.headers.get{h) for h in TRACE_HEADERS if request.headers.get(h)

= requests.post headers=headers)

return }

5. Linkerd: Lightweight Alternative

5.1 So sanh vaéi Istio

Feature Istio Linkerd

Proxy Envoy (C++) Linkerd2-proxy (Rust)
Memory overhead ~200MB/sidecar ~10MB/sidecar

CPU overhead Cao hon Théap hon
Configuration YAML phirc tap  Don gian hon
Feature set Day du nhat Core features
Learning curve Doc Thoai hon

Best for Large, complex  Simplicity-first

5.2 Cai dat Linkerd

https://run.linkerd.io/install |

install
install |

get deployment webapp yaml |

viz install |

viz dashboard
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6. eBPF-based Service Mesh: Cilium

Cilium Service Mesh dung eBPF thay vi sidecar proxy, gidm overhead dang ké.

Sidecar model (Istio/Linkerd):
[App Container] + [Envoy Sidecar] per pod
- Overhead: memory, CPU, latency per pod

eBPF model (Cilium):

[App Container] per pod

[Cilium eBPF programs] in kernel (shared, khdng per-pod)
- Overhead: thap hon nhiél, khong cé extra container

install cilium cilium/cilium
kube-system
kubeProxyReplacement=true
ingressController.enabled=true
envoy.enabled=true

status

connectivity test

7. So sanh: Istio vs Linkerd vs Consul Connect vs Cilium

Istio Linkerd Consul Connect Cilium
Proxy Envoy Rust proxy Envoy eBPF + Envoy
Multi-cluster Cé Cé (basic) Cé (t6t nhat) Cé
VM support Co Khdéng Co Partial
Non-K8s Cé Khéng Co Khéng
Overhead Cao Thap Trung binh Rat thap
mTLS Auto  Auto Manual config  Auto

8. Khi nao can va khéng can Service Mesh

NEN dung khi: - C6 10+ microservices can secure communication - Cadn mTLS zero-trust
networking - Can traffic management tinh vi (canary, A/B test) - Can distributed tracing
cross-service - Compliance yéu cau encryption in-transit
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KHONG NEN dung khi: - Monolith hoac it hon 5 services - Team chua quen Kubernetes
- Resource constrained (< 4 CPU, < 8GB RAM) - Latency cuc ky sensitive (HFT, gaming) -
Startup/prototype stage

9. Vi du: Istio Setup cho Microservices E-Commerce

label namespace ecommerce istio-injection=enabled

apply manifests/ ecommerce

apply <<EOQF

apply <<EOF




dashboard kiali

Chuong 24: Site Reliability Engineering (SRE)

SRE la discipline két hgp software engineering va systems operations, dugc Google phat
minh dé scale reliability mot cach bén vitng. SRE khong phai la title, ma la mot culture
va practice.

1. SRE Principles
1.1 Embracing Risk

Khong phdi muc tiéu 1la 100% uptime.

100% uptime:

- Khéng thé’dat dugc (dependency khong 100%)

- Qua dat dé’duy tri

- Nguoi dung khong phén biét dugc 99.99% vs 100%

Muc tiéu thuc té?

- bat SLO phu hop véi business need

- Dung error budget dé’can bang reliability vs velocity
- "Hope is not a strategy" - measure everything

1.2 Toil
Toil la cbng viéc thu cbéng, lap di 1ap lai, khbng mang lai gid tri lau dai.

Pac diém clha Toil:

X Manual (céan nguoi lam)

X Repetitive (lam di lam 1lai)

x Automatable (cé thé’tu déng hda)

X Reactive (chay theo su co6)

x Khéng cdi thién service theo thoi gian

Rule: SRE khong duoc danh hon 50% thoi gian cho toil
- 50% con lai cho engineering work (automation, tooling)
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2. SLI, SLO, SLA
2.1 SLI (Service Level Indicator)

Metric do luong behavior cla service tu géc nhin nguoi dung.

Availability SLI:
= (successful requests) / (total requests) x 100%
= (requests v&i HTTP 2xx/3xx) / (tat cad requests)

Latency SLI:
= % requests hoan thanh trong X ms
= P99 latency < 500ms (99% requests xong trong 500ms)

Error Rate SLI:
= (error requests) / (total requests) x 100%

Throughput SLI:
= requests per second (RPS) hé théng xu’ly duoc

2.2 SLO (Service Level Objective)

Target ma team cam két dat dugc, do trong moét rolling window.

sum(rate(http requests total{status=~"2..",job="webapp"}[5m]))

/
sum(rate(http requests total{job="webapp"}[5m]))
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2.3 Error Budget

Error Budget = 1 - SLO target
Vi duy: SLO = 99.9% - Error Budget = 0.1%

Trong 30 ngay (43,200 phat):
Error Budget = 43,200 x 0.001 = 43.2 phut downtime cho phép

Error Budget Policy:

- Budget > 50%: Team c6 thé’deploy freely

- Budget 10-50%: Review thém truéc deployment

- Budget < 10%: Freeze feature releases, focus reliability

- Budget = 0%: Chi fix reliability issues, khong release méi

def calculate error budget(slo target: , window days:
current availability: ) ->
window minutes = window days * ]
budget minutes = window minutes * (1 - slo target)
consumed minutes = window minutes * (1 - current availability)
remaining minutes budget minutes - consumed minutes

remaining percent (remaining minutes / budget minutes) *

return {
(budget minutes, 1),
(consumed minutes, 1),
(remaining minutes, 1),

(remaining percent, 1),

if remaining percent > else if remaining percent > 0 else

result = calculate error budget(

2.4 SLA (Service Level Agreement)
Contract phéap ly véi khach hang, thuong I16ng hon SLO internal.

Relationship:
SLA (external commitment) < SLO (internal target) < SLI (actual metric)

Vi du:

SLA v&i khach hang: 99.5% uptime/month

SLO internal: 99.9% uptime/month (buffer dé’khéng vi pham SLA)
SLI actual: 99.94% (do duoc thuc téjf

Hau qud vi pham SLA: Service credits, penalties, churn
Hau qud vi pham SLO: Error budget consumed, deploy freeze

278



3. Incident Management

3.1 Severity Levels

Severity M6 ta Response Time Vidu

SEV-1 Service down, < 5 phat Production
tat ca users bij site down
anh hudéng

SEV-2 Degraded < 15 phut Checkout
performance, cham 10x
nhiéu users

SEV-3 Minor issue, it < 1 gio Dashboard
users broken cho 5%

users

SEV-4 Cosmetic, Next sprint CSS
khéng anh misaligned
huéng

functionality

3.2 Incident Response Roles

Incident Commander (IC):

- Coordinator chinh, khoéng fix truc tiép
- Delegate tasks, track progress

- Communicate véi stakeholders

- Declare incident resolved

Technical Lead:
- Lead investigation va fix
- Report to IC

Communications Lead:

- Update status page

- Notify customers

- Internal stakeholder updates

Scribe:
- Ghi lai timeline cla incident
- Document actions taken

3.3 Incident Communication Template
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**Status:** Investigating

**Impact:** ~30% of payment transactions failing with 503 errors.
Estimated 2,000 users/hour affected.

**Timeline: **
14:28 - Alert fired: payment-service error rate > 10%
14:32 Incident declared SEV-1, @alice assigned IC
14:35 @bob investigating payment service logs
14:41 Root cause identified: database connection pool exhausted
14:48 - Fix deployed: increased connection pool from 10 to 50
14:52 Error rate back to normal, monitoring 10 minutes
15:02 Incident resolved

**Next steps:** Post-mortem scheduled for 2026-03-05

4. Post-Mortem: Blameless Culture

4.1 Blameless Post-Mortem Template

Payment service bi 16i 20 phdt, anh hudng ~600 transactions.

Duration: 14:32 - 14:52 UTC (20 phat)
Error rate: peak 34%
Affected transactions: ~600

Revenue impact: uwéc tinh $15,000

DB connection pool (max=10) bi exhausted do traffic spike sau marketing campaign.
Khong c6 alert cho connection pool utilization.

Connection pool size khdng dugc review khi traffic tang 3x (thang trudc)
Khong c6 load testing v&i new traffic levels
Runbook khdong dé"cap connection pool troubleshooting

Alert fired trong vong 4 phut




Root cause identify nhanh (9 phut)

Fix don gian va khdéng can deploy

Action | Owner | Due Date | Priority |

Joseseses [ESECEEE [EEECECEEEE o= esesonos |
Add connection pool monitoring alert | @alice | 2026-03-10 | P1 |

Quarterly load testing véi 2x expected traffic | @team | 2026-04-01 | P2 |

I
| Document connection pool config trong runbook | @bob | 2026-03-12 | P2 |
I
I

Auto-scaling cho connection pool | @carol | 2026-03-20 | P1 |

Infrastructure config can duoc review khi traffic patterns thay doi

"It worked last month" khong di - automated regression testing

5. Chaos Engineering
5.1 Chaos Monkey & Netflix Chaos Principles

Chaos Engineering Principles:

1. Define "steady state" (normal behavior)

2. Hypothesize steady state s& tiép tuc trong control AND experimental group
3. Introduce variables: server crashes, network latency, disk full

4. Try to disprove hypothesis

5.2 Chaos Mesh (Kubernetes)




5.3 Litmus Chaos Experiments

apply https://litmuschaos.github.io/litmus/litmus-operator-v3.0.0.yaml




6. On-Call Best Practices
6.1 On-Call Rotation

6.2 Runbook Example

Check current queries:

Check slow query log:

Identify top queries by CPU:
Check for missing indexes: Xem EXPLAIN ANALYZE cho slow queries

Check connection count:

Kill long-running query:
Add missing index (néu safe):
Scale up RDS instance (néu can): AWS Console - RDS - Modify

CPU > 95% sau 10 phut




Production down

Khéng tim duogc root cause sau 30 phat

DBA team: #db-oncall Slack
Manager: alice@company.com

7. Capacity Planning

numpy np

def forecast capacity(historical rps: , growth rate monthly:

months ahead: , safety factor: =

baseline = np.mean(historical rps[-3:])
forecasted = baseline * ((1 + growth rate monthly) ** months ahead)

required capacity = forecasted * safety factor

return {
(baseline),
(forecasted),
(required capacity),
: months ahead,
(required capacity) months ahead

result = forecast capacity(
historical rps=[ )
growth rate monthly=
months ahead=

8. Vi du: SLO Definition cho Web Service




sum(rate(http requests total{job="webapp",status=~"5.."}[5m]))

sum(rate(http requests total{job="webapp"}[5m]))

sum(rate(http request duration seconds bucket{job="webapp",le="0.5"}[5m]))

sum(rate(http request duration seconds count{job="webapp"}[5m]))




Giai thich error budget: - 30 ngay x 24h x 60min = 43,200 phat - 99.9% SLO - 43.2
phat downtime cho phép/thang - Burn rate 14.4x —» 43.2 / 14.4 = 3 ph(t thuc té€ dé hét
budget néu tiép tuc - Alert sém dé team c6 thai gian phan (ng trudc khi budget can kiét
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