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Nén ting — Docker & Compose

Trudc khi dung vao file compose.yaml , phai n3m chic vai khai niém géc. Néu phan nay virng thi moi tir khéa
phia sau déu dé hiéu, vi ching chi 1a cach khai bdo lai nhitng thir dng vén lam bang tay véi Iénh docker .

Container, Image, Dockerfile — bo ba phai phan biét

Nhiéu ngudi méi hoc hay 1an ba thr ndy. Hi€u bang an du n3u an:

Thuat La gi An du

ngir

Dockerfile File text chira céng thurc build nén mot image (cai goi, copy code, set [énh Cong thirc mén an
chay)

Image Goi dong bang (read-only) gdm OS t6i gian + app + thu vién, build ra tir Nguyén liéu so ché dong lanh
Dockerfile

Container M6t tién trinh dang chay tao ra tlr image — c6 thé tao/xda/nhan ban thodi mai ~ Mén 3n nau xong dang béc

khoi

Diém cot 16i: 1 image — tao ra N container. Image bat bién; container thi séng/chét lién tuc. Khi container chét,
moi dit liéu ghi bén trong né mat hét — day chinh I3 ly do sau nay phai hoc volumes .

Docker Engine, Daemon, CLI

e Docker Engine — toan bé phan mém Docker chay trén may.
e Docker Daemon ( dockerd ) — tién trinh nén thuc su quan ly container, image, network. Ong khong gé 1énh
truc ti€p véi no.

e Docker CLI ( docker ) — cong cu dong lénh 6ng g6; né glri yéu cau cho daemon qua API.

Khi gd docker run nginx , CLI bdo daemon: "lay image nginx, tao container, chay di". Compose cling chi 1a mét
[&p boc goi xudng cung daemon dé.

Docker Compose la gi, vi sao can
Mot app that hiém khi chi c6 1 container. Vi du web app dién hinh:

e 1 container web (nginx/frontend)
e 1 container api (backend)

e 1 container db (PostgreSQL)

e 1 mang riéng dé€ chung néi chuyén
¢ 1 volume dé€ DB khéng mat dir liéu

Né&u lam tay, 6ng phai g6 3-4 lénh docker run dailodng ngoang, tu tao network, tu' nhé thir tw. Cuc va dé sai.
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Docker Compose giai quyét bang cach: éng khai bdo toan bd "dan nhac" dé trong mét file YAML duy nhat
( compose.yaml ), roi chi cAn mot [énh  docker compose up la tat ca tu dung lén dung thir tu.

Declarative vs Imperative — tu duy quan trong nhat

Kiéu Nghia Vi du

Imperative (ra lénh) ~ Ong néi tirng budc phdi lam gi Go6 tay docker run, docker network
create ..

Declarative (khai Ong mo6 ta két qud mong muédn, dé Docker tulo cach ~ Viét compose.yaml rdi up

bao) dat duoc

Compose la declarative. Ong viét "t6i mudn cé web + api + db nhu thé nay", Compose so sanh v&i trang thai hién
tai réi tu tao/xda/stra cho khdp. Day la ly do chay docker compose up [an hai sé khong tao tring — nd thay "da
khap roi" thi théi.

compose.yaml = file trung tam

Tén file chuan hién nay I3 compose.yaml (hodc compose.yml ). Tén ci docker-compose.yml van chay duoc
nhung la quy wéc ci. Compose tu tim file theo thr tw wu tién trong thu muc hién tai.

YAML duing thut Ié bing dau cach (KHONG dung tab) dé biéu dién cau trdc [6ng nhau. Sai thut [é = 16i ct phap.
Day la cai biy phé bién nhat véi ngudi méi.
services: # top-level key

web: # tén service (thut 2 ddu cdch)
image: nginx # thudc tinh cOa service (thut 4 ddu cdch)

Vong doi co ban — nhiing Iénh phai thudc long

Lénh Tac dung
docker compose up Dung & chay toan bo stack (thém -d dé chay nén)
docker compose down Durng & x6a container + network (volume gitr lai trir khi thém -v )
docker compose ps Liét ké container dang chay trong stack
docker compose logs Xem log (thém -f dé theo déi realtime)
docker compose build Build lai image tir build:
docker compose config In ra file da duoc merge/validate — cuc hiru ich dé debug

Meo vang: Truéc khi up , ludn chay docker compose config dé xem file sau khi gdp anchor/include/
bién méi trudng trong ra sao. N6 bt 16i cli phap trudc khi 6ng ton thoi gian.

Buc tranh tong thé cua mét file Compose

Mot file day du gom cac top-level object (d6i tugng cap cao nhat) — day chinh 13 thir 6ng hoi ban dau:
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Top-level Vai tro Méi/Cii
services Cac container — trai tim cua file Ca
networks Mang ao dé container néi chuyén Ca
volumes Luu trir bén, khong mat khi container chét Ca
configs File cdu hinh non-sensitive bom vao container Ca
secrets D{r liéu nhay cam (mat khau, key) Ci
models Model Al (Docker Model Runner) MO

Coéng thém vai key bé tro: name , include , x-* (extension). Cac chuong sau sé mé xé tirng key, tirng thudc tinh
con mot.



Cau truc file & cédc key céap cao
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Cau truc file & cac key cap cao

Chuong nay giai thich bé khung clia compose.yaml : cic key cip cao nhat khéng phdi 13 object container ( name |,
include , x-* )va quy tic YAML can biét dé khéng vap 16i.

version. — Va Vi sao dung dung no nira

Ngay xua file ludn m& dau bang version: "3.8" . Gio bo di. Tir Compose v2, key nay obsolete (16i th&i) —
Compose tu dung schema mai nhat. Néu 6ng dé lai, Compose con in canh bao. Quy tic: khéng viét version: .

nane — dat tén project
name: my-stack

name dat tén cho ca project. Tén nay thanh tién t6 cho moi tai nguyén Compose tao ra: container my-stack-
web-1 , network my-stack_default ,volume my-stack_db_data . Néu khéng khai bao, Compose |3y tén thu
muc chtra file lam project name.

Vi sao quan trong: nd |a khéng gian tén (namespace) co |ap cac stack vai nhau. Hai project khac tén chay song
song khéng dung nhau. Twong duwong c& -p cua CLIL.

incluie — tach stack I6n ra nhiéu file

include:
- ./common/compose.yaml
- path:
- ./base.yaml
- ./override.yaml
env_file: ./.env
project_directory:

include kéo noi dung file Compose khac vao nhu thé né nam sin trong file nay. Khac v&i extends (k& thira
tirng service), include gop nguyén cd file. Dung khi stack I&n, mudn chia theo nhém (vd: compose.db.yaml ,
compose.monitoring.yaml ) cho dé quan ly.

Cac thudc tinh con:

Thudc tinh Y nghia
path Pudng dan 1 file, hoic list nhiéu file (file sau override file truéc)
env_file File .env ap dung riéng cho phan include nay
project_directory Thu muc géc dé giai cac dudng dan tuwong déi bén trong file dugc include

x-» — extension fields (mé rong)

Moi key b3t dau bing x- dugc Compose bd qua khi chay, nhung van parse dugc. N6 1a chd dé 6ng nhét dir liéu
tai sir dung. Két hop vai YAML anchor tao ra sitc manh DRY (Don't Repeat Yourself — dirng 13p lai).

10



Cau truc file & cédc key céap cao

X-common-env: &common-env # &common-env = "anchor" (cdi mé neo)
TZ: Asia/Ho_Chi_Minh
LOG_LEVEL: info

services:
web:
environment:
<<: *common-env # *common-env = "alias", <<: = "merge vao dday"
NODE_ENV: production # vdn thém/dé key riéng dudc

Giai thich tirng ky hiéu YAML:

Ky hiéu Tén Tac dung

&tén Anchor (mé neo) Déanh dau mot khéi dé tai dung

*tén Alias (tham chiéu) Chén lai khéi da neo

<: Merge key Gop cac key cua khéi dugce tham chiéu vao map hién tai

K&t qua: web.environment sécoé TZ, LOG_LEVEL (tranchor)+ NODE_ENV . Stra anchor méot chd, moi noi dung
n6 déi theo. Cuc hgp cho cau hinh 13p nhv logging , restart, environment chung.

NOi suy bién moi truong — sir;
Trong file Compose, dng c6 thé chén bién méi trudng tir shell hodc file .env :

services:
web:
image: "myapp:${TAG}" # 1dy TAG tu méi trudng
ports:
- "${HOST_PORT:-8080}:80" # néu HOST_PORT tréng thi mdc dinh 8080

Céc dang cu phap:

Cu phap Nghia
${VAR} Thay bang gia tri VAR (réng néu khéng cd)
${VAR: -default} Dung default néu VAR khéng set hodc réng
${VAR-default} Dung default chikhi VAR khéng set
${VAR:?error msg} Bao 16i va dirng néu VAR tréng — ép budc phai khai bao
$$ Mot dau $ that (thoat, d& Compose khéng hiéu I3 bién)

File .env ditcanh compose.yaml duwoc Compose tu nap dé dién cac bién nay. Day 1a cach tach cau hinh thay
dai (port, tag, mat khau dev) ra khai file chinh.

Phan biét dé nham: .env & cap project (dién bién trong file YAML) khac v&i thudc tinh env_file: cua
service (nap bién vdo trong container). Chuang Services sé ndi ro.

Thi tu doc cua Compose

Khi chay docker compose up , Compose ghép cau hinh theo |6p, dé dan:

1. File compose.yaml chinh

2. File override compose.override.yaml (néu co — tu dong merge)

11



Cau truc file & cédc key céap cao

3. Cacfile -f truyén thém trén CLI (dé theo thir tu)
4.Bién tir .env va méi truong shell dugc ndi suy

Muén xem két qua cudi sau khi gdp hét: docker compose config . Ludn dung Iénh nay khi nghi ngo.

12
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Services — Image, Build, Lénh & Bién moi trudng

Services — Image, Build, Lénh & Bién
moi truong

services la top-level quan trong nhat: méi muc con bén dudi né [a mét service (thudng tuong (rng mot
container). Chuong ndy mé nhém thuéc tinh dau tién: service 13y image & dau, chay lénh gi, nhan bién moi
truwdng nao.

services: A
web: # "web" la TEN service — dung dé service khdc goi tdi qua DNS
image: nginx

Tén service ( web ) déng thoi 1 hostname trong mang ndi bo: service api c6 thé goi http://web 12 t&i. Nhé ky
diém nay.

image — lay image coO san

image: postgres:16-alpine

image chi dinh image dung cho service. Dinh dang day d(: [registry/lrepository:tag .

Phan Vi du Y nghia
registry docker.io, ghcr.io Kho chira (m&c dinh Docker Hub)
repository library/postgres Tén image
tag :16-alpine , :latest Phién ban

Canh bao :latest : n6 khéng nghia Ia "md&i nhat ludn cap nhat". N6 chi la mot nhan nhu moi nhan khéc,
dé gay "may t6i chay dugc, may anh thi khéng". Production nén pin tag cu thé ( :16.2 ) dé tai lap duoc.

it — tu build image tu Dockerfile

Khi khéng c6 image dung san, 6ng build tir source. Dang ngan:
build: ./web # thu muc chua Dockerfile

Dang day du (long syntax) — ndm hét cac con key nay rat hiru ich:

build:
context: ./web # thu myc géc dé gli cho daemon + gidi dudng dén COPY
dockerfile: Dockerfile # tén file (d6i néu duong Dockerfile.prod)
target: production # build tdi dung stage nay (multi-stage build)
args: # bién dung LUC BUILD (ARG trong Dockerfile)
APP_ENV: prod
cache_from: # mugn layer cache tu image nay cho nhanh
- myapp:cache
platforms: # build da kién truic
- linux/amdé64
- linux/armé4

14
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no_cache: false # true = bo cache, build sach
pull: true # ludn kéo base image mdi nhdt
secrets: # secret chi tén tai l0c build, khéng ndam trong image

- build_token

Giai thich cac con key dé nham:

Con key Giai thich
context Thu muc "béi canh" — toan bo file & day dugc giri cho Docker daemon; Iénh  COPY trong Dockerfile |3y tir
day

dockerfile  Dudng dan Dockerfile tuong déi véi context
target Trong Dockerfile nhieu FROM ... AS <stage> , chon dirng & stage nao (vd build dev vs prod)
args Truyén gia tri cho ARG trong Dockerfile — chi c6 Itic build, KHONG con khi container chay

cache_from  Taidung layer d3 build s3n dé build nhanh hon (hay dung trong Cl)

Phan biét args (build) vs environment (runtime): args I3 bién lic déng géiimage; environment la
bién ltic container chay. Mat khau KHONG bao gi® dé trong args  vi né dinh vao lich st image.

C6 thé khai cd image 1an build : Compose build ri ddt tén image két qua theo image .

command = dé CMD

command: ["nginx", "-g", "daemon off;"]

command ghi dé chithi CMD trong Dockerfile — tirc Iénh chinh container chay. Viét duoc 2 kiéu:

e Exec form (khuyén nghi): ["nginx", "-g", "daemon off;"] — mang, khéng qua shell, xtr ly tin hiéu dirng
dung.

e Shell form: command: nginx -g 'daemon off;' — chayqua /bin/sh -c ,tién nhung dé vuéng van dé tin
hiéu.

entrypoint =-— dé ENTRYPOINT

entrypoint: /docker-entrypoint.sh

entrypoint ghidé ENTRYPOINT — chuong trinh ludn chay, va command trd thanh tham sé truyén cho no.
Quan hé: ENTRYPOINT + CMD = lénh hoan chinh. Da sé trudng hop chi can dung command .

environment =— bién m6i tru’b’ng runtime

environment: # kiéu map
NODE_ENV: production
API_URL: "http://api:8080"

# hodc kiéu list:

# environment:

# - NODE_ENV=production

environment dat bién méi trudng bén trong container dang chay. App doc qua process.env , os.environ ..
Pay 1a cach chuan cau hinh app 12-factor.

15



Services — Image, Build, Lénh & Bién moi trudng

env_fite. — Nap bién tu file

env_file:
- path: ./.env.app )
required: false # khéng co file clng khéng 10i

- ./secrets.env

env_file nap hangloat bién tir file KEY=VALUE vao container. Tién khi cé nhiéu bién, khéng mudn liét ké dai
trong YAML.

Ba cai "env" dé loan — chét lai: - .env (cAp project, canh compose) = dién  ${VAR} trong file YAML. -

env_file: (thudc tinh service) = nap bié€n vdo trong container. - environment: — khai tirng bién vdo
trong container, dé duoc env_file .

Pinh danh va ngit canh chay

container_name: my-web # tén contaiqer c6 dinh
hostname: web-host # hostname BEN TRONG container
working_dir: /app # thu muc lam viéc khi chay command
user: "1000:1000" # chay vdi uid:gid nay (bdo mdt: trdnh root)
Thudc tinh Giai thich Luu y
container_name Dat tén co dinh cho container Mat kha nang scale — khéng nhan duoc nhiéu ban; can than
hostname Tén may ndi bd container tu thay Khac véi tén service dung dé service khac goi
working_dir Thu muc mac dinh khi chay 1énh Nhu cd trudce khi chay
user UID:GID tién trinh chay dudi Dat non-root dé giam rudi ro bao mat

16
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Services — Cong, Mang, Phu thudc &
Healthcheck

Nhém thudc tinh nay quyét dinh service két néi véi thé gidi ra sao: mé céng nao, vao mang nao, doi service nao,
va lam sao biét né "khoe".

ports — anh xa céng ra host

Day 1a chd container "thd" dich vu ra ngoai cho may host (va internet) truy cap.

ports:
- "'8080:80" # HOST:CONTAINER
- "127.0.0.1:8443:443" # chi bind vdao 1 IP host

Cu phap ngdn "HOST:CONTAINER" :luu luong dén c6ng 8080 cuia may host = chuyén vao céng 80 cua
container.

Bay kinh dién: s6 bén trai [a cdng host, s6 bén phai Ia cdng container. Nh& sai a app "chay ma khong vao
duoc"

Cu phap dai (long syntax) — ré rang, ki€ém soat tét hon:

ports:
- target: 9000 # cbéng BEN TRONG container
published: "9000" # céng PHOI RA host
host_ip: 0.0.0.0 # IP host dé bind (0.0.0.0 = moi interface)

protocol: tcp # tcp | udp
mode: host # host | ingress (chi 1ién quan Swarm)
Con key Y nghia
target Céng app lang nghe bén trong container
published Céng ngudi ngoai gb vao trén host
host_ip Gid¢i han bindvao IPcuthé — 127.0.0.1 = chimay local truy cap dugc
protocol tcp (mac dinh) hay udp

expose = maé C6ng néi b('_i, KHONG ra host

expose:
- "30900"

expose chi tuyén bé "service nay I3ng nghe céng 3000" cho cac service ciing mang goi t&i. N6 khdng publish ra
host — ngudi ngoai khéng truy cap dugc. Dung cho DB, cache néi bd khéong nén 16 ra ngoai.

17
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ports Vs expose : ports =md clrara duong phé (host/internet). expose = md& clra thong phong noi
bo. DB nén expose , web nén ports .

networks (@ CAP service) — gan service vao mang

networks:
frontend: {}
backend:
aliases:
- web-internal # tén goi thay thé trong mang nay
ipv4_address: 172.28.1.10 # IP tinh (cdn ipam config & top-level)

networks liét ké service nay thuéc nhirng mang nao (mang dinh nghia & top-level networks ). Mét service vao
nhiéu mang dé phan tach luu luong (vd: web & cd frontend l3n backend , db chi & backend ).

Con key Y nghia
aliases Tén DNS phu — service khac goi dugc bang cac tén nay
ipv4_address Gan IP c6 dinh trong mang (mang phai khai ipam subnet)

Néu khoéng khai networks , service tu'vao mang default ma Compose tao sin — va moi service trong dé thay
nhau qua tén service. Day l1a ly do "khéng cau hinh gi ma api van goi duoc db"

depends_on =— thu tu va diéu kién kh&i d@ng
Dang ngan (chi dam bao thir tu khéi déng, khdng dam bao "san sang"):

depends_on:
- db
- api

Dang dai (manh hon nhiéu — doi diéu kién):

depends_on:
db:
condition: service_healthy # dgi healthcheck cua db bdo 0K
restart: true # db restart thi service nay cing restart
api:

condition: service_started # chi cdn api dd khdi déng

Cac gia tri condition :

Gia tri Nghia
service_started Container phu thudc da bdt ddu chay (chua ch3c sin sang)
service_healthy Container phu thudc da pass healthcheck — an toan nhat
service_completed_successfully Container phu thudc da chay xong va thodt md 0 (dung cho job khéi tao)

Hiéu Iam tai hai: depends_on dang ngin chi xép thir tu bdt, KHONG dai app sin sang. DB "d3 chay"
nhuwng c6 thé chua nhan két ndi. Mudn that su doi = phai condition: service_healthy +cé
healthcheck & service db.
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heatthcheck — (inh nghia "thé nao la khoée"

healthcheck:
test: ["CMD", "curl", "-f", "http://localhost/health"]
interval: 30s # bao ldu kiém tra mét 1ldn
timeout: 10s # mbéi 1dn cho téi da bao ldu
retries: 3 # sai 1ién tiép mdy 1dn thi coi 1a "unhealthy"
start_period: 40s # thoi gian dn han 1Uc mdi khdi ddng, sai khong tinh

start_interval: 5s # trong start_period thi kiém tra day haon

healthcheck day Docker cach tu kiém tra strc khde container. K&t qua hién & cdt STATUS ( healthy /
unhealthy ) va I3 diéu kién cho depends_on: service_healthy .

Con key Y nghia
test Lénh kiém tra; thoat ma O = khée, khac O = bénh. CMD = chay truc tiép, CMD-SHELL = qua shell
interval Chu ky gitra cac [an kiém tra
timeout Qua thoi gian nay coi nhu 1an kiém tra that bai
retries S6 lan that bai lién ti€p trude khi gdn nhan unhealthy
start_period Giai doan khéi dong dugc "tha" — that bai khéng bi tinh

start_interval Tan suat kiém tra trong start_period (Compose mdi)

Tat healthcheck clia image ké& thira: test: ["NONE"] .

restart. — Chinh sach tu khéi dong lai
restart: unless-stopped

restart quyét dinh Docker [am gi khi container thoat.

Gia tri Hanh vi
no Khoéng bao gio tu restart (mac dinh)
always Ludn restart, k& ca khi dng cht dong dirng réi may khéi déng lai
on-failure Chi restart khi thoat v&i ma 16i (khac 0)
unless-stopped Restart trir khi 6ng chi déng dirng nd — lwra chon phé bién cho service nén

dns Vé extra_hosts = phén giéi tén

dns:
-1.1.1.1

extra_hosts:
- "host.docker.internal:host-gateway" # tré vé mdy host
- "myhost:192.168.1.100"

e dns — dat may chu DNS riéng cho container.

e extra_hosts — thém dongvao /etc/hosts cuUa container, anh xa tén = IP thi cong. host-gateway la twr
khéa dac biét tro vé may host (hiru ich khi container can goi service chay trén host).
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Services — Mount di lieu, Configs.
Secrets & Logging

Chuong nay néi vé cach service truy cdp dit liéu bén va nhdn file cdu hinh/bi mat. Day |a nhém hay nham 1an nhat
gitra nguoi mai.

vownes (@ cap service) — gan luu trir vao container

Nh& lai: container chét 1a mat dir liéu bén trong. volumes giai quyét biang cach mount mét ving luu trir séng lau
hon container vao mét dudng dan trong container.
volumes:

- db_data:/var/lib/postgresql/data
- ./html:/usr/share/nginx/html:ro

# named volume

# bind mount, read-only

C6 3 loai mount — phai phan biét ro:

Loai Cu phéap Ban chat Dung khi
Named db_data:/path  Docker quan ly, khai & top-level Dir liéu app/DB can bén
volume volumes
Bind mount ./local:/path  Tro thing t&i thu muc trén host Code dey, file config, mount qua lai
realtime
tmpfs (xem dudi) Nam trong RAM, mat khi container dirng D liéu tam, nhay cdm khéng mudn ghi
dia
Hau t6 quyén:
Hau té Nghia
:ro Read-only — container chi doc, khéng ghi
rw Read-write (mac dinh)
iz /[ :Z Nhan SELinux (chia sé / riéng) — can trén hé c6 SELinux

Cu phap dai (long syntax) cho mount, ré rang hon:

volumes:

- type: bind
source: ./config
target: /etc/app
read_only: true

- type: volume

# bind | volume | tmpfs

source: cache_vol
target: /cache
volume:

nocopy: true # dung copy dU 1iéu sdn c6 cuUa image vdo volume

Con key Y nghia
type volume (named), bind (host path), tmpfs (RAM)
source Tén volume hodc dudng dan host
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Con key Y nghia

target Pudng dan bén trong container

read_only true =chidoc

nocopy Vé&i named volume: khéng copy ndi dung géc cua image vao

tmpfs — vung nhd tam trong RAM

tmpfs:
- /run
- /tmp:size=100m

tmpfs mount mot thu muc nam hoan toan trong RAM. Nhanh, va bién mdt khi container dirng. Hop cho file
tam, dit liéu nhay cadm khéng muén cham dia.

configs (O cap service) — bom file cau hinh

configs:
- source: app_config # tén config khai & top-level
target: /etc/app/app.conf
vid: "1000"
gid: "1000"
mode: 0440

configs lay mét config (dinh nghia & top-level) va dat né thanh file bén trong container. Khac véi bind mount
file: config dugc Docker quan ly, cé thé version, va (trong Swarm) phan phéi t&i nhiéu node.

Con key Y nghia
source Tén config & top-level configs
target Pudng dan file trong container (méc dinh /<source> )
vid / gid Chu s& hitu file
mode Quyeén file kiu octal ( 0440 = chi doc, nhém doc)

Dang ngan: chi ghi - app_config — mountvao /app_config .

secrets (@ cap service) — bom dir liéu nhay cam

secrets:
- db_password # ngdn > /run/secrets/db_password
- source: api_key # dai
target: api_key
mode: 0400

secrets gidng configs nhuwng danh cho bi mdt (mat khau, token, key). Secret dugc mount vao /run/
secrets/<tén> dudi dang file, quyén chat. Triét ly: app doc mat khau tir file, khéng nhét vao bién méi trudng (vi
env dé rd qua log, docker inspect ).

Tai sao secret > environment cho mat khau: bién méi trwdng 16 ra trong  docker inspect |, log, danh sach

tién trinh. File secret & /run/secrets/ (tmpfs, RAM) kin hon va quyén han ché hon. Nhiéu image hé trg
hautd _FILE (vd POSTGRES_PASSWORD_FILE ) chinh vily do nay.
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logging = Ca’u hinh ghi Iog

logging:
driver: json-file # cd ché luu log
options:
max-size: "10m" # moi file log téi da 10MB
max-file: "3" # gilf té6i da 3 file (xoay vong)

logging quyét dinh log cia container (nhirng gi in ra stdout/stderr) duoc luu thé no.

Driver Mo ta

json-file Mac dinh, Iu JSON trén host. Phdi ddt max-size / max-file kéo log phinh day dia
Tlocal T6i uu hon json-file, tu nén & xoay vong

syslog Pay log sang syslog

none Tat log hoan toan

L6i san xuat thudng gap: quén dit max-size — file log cia mot container phinh t&i hang chuc GB, 1ap

day 6 dia server. Ludn giéi han.

labels — gan nhan metadata

labels:
com.example.description: "Web frontend"
traefik.enable: "true"

labels gan cip key-value tly y [én container. Ban than Docker khong dung ching, nhung céng cu khdc thi cé:
reverse proxy nhu Traefik doc label d€ tu cau hinh route, hé gidm sat doc label d€ gom nhém. Quy wéc dat tén
theo dang tén mién nguoc ( com.company.xxx ) dé tranh tring.
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Services — Tai nguyén, Bao mat,
Deploy & Develop

Nhom thudc tinh cudi cta service: gidi han tai nguyén, cdu hinh bao mat, khéi deploy (ki€u Swarm), va
develop.watch (hot-reload). Thém profiles va extends .

Giéi han tai nguyén (ché dé thuong)

mem_limit: 512m # RAM téi da

cpus: 0.5 # t6i da n’a nhdn CPU

cpu_shares: 1024 # trong s6 CPU khi tranh chdp
pids_limit: 200 # s6 tién trinh téi da

shm_size: 128mb # kich thudc /dev/shm (bé nhd chia sé)
Thudc tinh Y nghia

mem_limit Tran RAM; vuot — bi OOM-Kkill

cpus S6 nhan CPU téida( 0.5 =50% mot nhan)
cpu_shares Trong s6 tuong doi khi nhiéu container tranh CPU
pids_limit Chan fork bomb — gi6i han s6 tién trinh
shm_size Mbét s6 DB/trinh duyét (Chrome) can /dev/shm 16n

Runtime va vong doi

init: true # chén init nhé lam PID 1, don tién trinh zombie
read_only: true # filesystem container chi-doc (an toan hon)

stop_grace_period: 30s # doi bao 1du trudc khi giét cung
stop_signal: SIGTERM # tin hiéu gui khi dung

Thudc tinh Y nghia
init Bat tién trinh init t&i gian lam PID 1 = thu héi zombie, xtr ly tin hiéu dung
read_only Khoa filesystem goc; app chi ghi dugc vao volume/tmpfs dd mount
stop_grace_period Khoang "graceful" dé app tu don truéc khi bi SIGKILL
stop_signal Tin hiéu dirng tuy chinh (mac dinh SIGTERM)

Bao mat — capabilities va quyén

cap_add:
- NET_ADMIN # thém ndng luc kernel cu thé
cap_drop: )
- ALL # bé HET réi chi thém cdi cdn (best practice)

security_opt:
- no-new-privileges:true
sysctls:
net.core.somaxconn: 1024
ulimits:
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nofile:
soft: 20000
hard: 40000
Thudc tinh Y nghia
cap_add Cap thém "capability" Linux (quyén nho cua root) cho container
cap_drop Tudc capability; ALL r6i add lai = nguyén tic dic quyén t6i thiéu
security_opt Tuy chon bdo mat; no-new-privileges chan leo thang dic quyén
sysctls Chinh tham s& kernel cho riéng container (vd hang doi két ndi)
ulimits Gidi han tai nguyén ki€u Unix; nofile = sé file descriptor m& dugc

devices = gén thiét bi phé‘in CL'I’ng

devices:
- "/dev/ttyUSBO:/dev/ttyUSBO"

devices cho container truy cp thiét bj host (cong serial, GPU thd, & dia). Dang host:container .

profites — bat service theo moi truong

profiles:
- dev

profiles gin service vao mot/nhiéu hd so. Service khéng khéi déng trir khi profile duoc bat:
docker compose --profile dev up # mdi chay service cd profile "dev"

Service khéng c6 profiles ludn chay. Dung d€ gom cac service phu (debug tool, seed db, monitoring) chi bat
khi can, tranh ndng may lic dev thudng.

extends =— ké thua cé'u hinh

extends:
service: db # ké thua tU service "db"
# file: ./common.yaml # cé thé tu file khdc
command: ["postgres", "-c", "hot_standby=on"] # roi dé/thém

extends cho moét service thira hudng cau hinh clia service khac (cung file ho3c file ngoai), réi d&/bé sung. Khac
véi anchor YAML (chi copy text), extends hiéu ngit nghia service va merge théng minh hon. Tranh I3p khi nhiéu
service gan giong nhau.

deploy — cau hinh tri€n khai (chu yéu cho Swarm)

deploy:
mode: replicated
replicas: 3 # chay 3 bdn giéng nhau
endpoint_mode: vip # vip | dnsrr
placement:
constraints:
- node.role = worker # chi ddt trén node worker
resources:
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limits:
cpus: "0.50"
memory: 512M
reservations:
cpus: "0.25"
memory: 256M
devices:
- driver: nvidia
count: all

# GPU

capabilities: ["gpu"]

restart_policy:
condition: on-failure
delay: 5s
max_attempts: 3
update_config:
parallelism: 2
delay: 10s
order: start-first

# start-first | stop-first

deploy m® ta cdch trién khai quy mé: s6 ban sao, dat & node nao, tai nguyén, chién lwoc cap nhat rolling. Phan
I&n key nay chi cé hiéu luc véi Docker Swarm ( docker stack deploy ); chay docker compose up thudng thi

Compose chi tén trong mot sé (nhu resources , replicas ).

Con key

replicas

placement
resources.limits
resources.reservations
restart_policy

update_config

Y nghia

S6 ban sao cua service chay song song

Rang buéc chon node dé dit container

Tran CPU/RAM cirng (ki€u deploy)

Lugng CPU/RAM/GPU gir ché t6i thiéu — chd khai GPU
Chinh sach restart kiéu Swarm (chi tiét hon restart )

Céach cap nhat cuén chiéu (rolling update): bao nhiéu ban mot luc, tha tu

GPU luwu y: khai GPU qua deploy.resources.reservations.devices v&i capabilities: ["gpu"] .
Can NVIDIA Container Toolkit cai trén host.

develop.watch — hot-reload khi stra code

develop:
watch:

- action: sync
path: ./src
target: /app/src
ignore:

- node_modules/
- action: rebuild
path: ./package.json
- action: sync+restart
path: ./nginx.conf

# déng bé file vdo container

# build lai image khi file nay ddi

# déng bé roi restart container

target: /etc/nginx/nginx.conf

develop.watch (Compose mdi) theo ddi file trén host va phan (rng khi ching déi — khong can build/up lai tay.

Bat bing docker compose up --watch (hodc docker compose watch ).

action Hanh vi
sync Copy file da déi thang vao container dang chay (nhanh, hop code interpret)
rebuild Build lai image & tao container méi (khi d&i dependency, Dockerfile)

25



Services — Tai nguyén, Bao mat, Deploy & Develop

action Hanh vi

sync+restart Poéng bd file rdi restart tién trinh (khi déi file config app can doc lai)

Day |3 tinh nang lam trai nghiém dev v&i Docker gan nhu "live reload" ctia framework hién dai.
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07

Networks — Mang (top-level)

Top-level networks dinh nghia cdc mang ao; service rdi tham chiéu téi ching. Hiéu mang 13 hiéu cach container
tim va néi chuyén véi nhau.

Mang mac dinh — tha 6ng duoc tang mién phi

Néu file khéng khai mang ndo, Compose tu tao mot mang tén default va bd moi service vao dé. Bén trong,
mai service goi service khac bang chinh tén service nhd DNS néi bo ctia Docker.

services:
api:
image: my-api
db:
image: postgres
# api goi "db:5432" la tdi, khéng cdn IP, khéng cdn cdu hinh gi.

Day a diém "than ky" 1am Compose tién: service discovery (tu tim nhau qua tén) hoat déng san.

Khai bao mang tuy chinh

networks:
frontend:
driver: bridge

backend:
driver: bridge
attachable: true
internal: false
enable_ipvé6: false
driver_opts:
com.docker.network.bridge.name: br-backend
ipam:
driver: default
config:
- subnet: 172.28.0.0/16
gateway: 172.28.0.1
ip_range: 172.28.5.0/24
labels:
com.example.description: "internal backend net"

Giai thich tirng thudc tinh:

Thudc tinh Y nghia

driver Loai mang. bridge (mac dinh, 1 host), overlay (nhiéu host/Swarm), host (dung chung stack mang
host), none (c6 Iap hoan toan), macvlan (gan MAC riéng)

attachable true = cho phép container roi (khéng thudc Compose) gan vao mang nay
internal true = mang khong rainternet — c6 lap, chi néi bo container noéi chuyén
enable_ipvé  Bat IPv6 cho mang

driver_opts Tuy chon truyén thing cho driver mang (vd dit tén bridge interface)

ipam IP Address Management — quan ly dai IP (xem dui)
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Thuéc tinh Y nghia

labels Nhan metadata cho céng cu ngoai

4

ariver. — CAC loai mang chi tiét

Driver Khi nao dung
bridge Mac dinh, mang ao trén mét host. 99% truong hop dev/single-server
overlay NG&i container qua nhiéu host (Docker Swarm). Can cho cum
host Container diing chung mang cta host — khéng c6 |1ap, nhanh nhat, mat tinh tach biét
macvlan Container c6 MAC/IP riéng nhu mdy vat ly trén LAN
none T4t mang hoan toan — c6 lap tuyét déi

ipam =— quén Iy déi IP

ipam:
driver: default
config:
- subnet: 172.28.0.0/16 # dai IP cUa mang
gateway: 172.28.0.1 # coéng ra

ip_range: 172.28.5.0/24 # gidi han cdp IP trong ddi con nay

ipam (IP Address Management) cho éng kiém soat dai dia chi. Can khai khi muén gan IP tinh cho service
( ipva_address & cap service phai nam trong subnet nay). Da s6 trudng hop dé Docker tu lo, khéng can dung.

Con key Y nghia
subnet Dai IP CIDR clia mang (vd 172.28.0.0/16 )
gateway Dia chi c6ng ra cia mang
ip_range Thu hep dai ma Docker tu cap phat (chtra chd cho IP tinh)

internal. — Mang kin khoéng ra internet

networks:
secure_backend:
internal: true

C& internal: true cat dudng rainternet cia mang. Container trong dé noi chuyén véi nhau dugc nhung
khéng goi ra ngoai dugc. Dung dé cé lap tang DB/ndi bd khoi internet — moét IGp phong thu tét.

external. — dUng mang da cé san

networks:
shared_net:
external: true
name: some-existing-network

external: true bao Compose: "mang nay da ton tai, dirng tao, chi gan vao". Dung khi nhiéu project khac nhau
can chung mot mang (vd reverse proxy Traefik & stack riéng, cac app khac join vao mang ctia nd). name chira tén
mang that bén ngoai.
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external la pattern lién-stack quan trong: tao truéc mang bang docker network create shared , roi
moi compose project tham chi€u external: true dé clng vao. D6 la cach cho cac stack doc lap "thay"
nhau.

Tom tat vong doi mang

e docker compose up —> tao mang (trir external).

e Service join mang qua key networks cap service.

e docker compose down — x6a mang Compose tao (external thi gitr).

e Xem mang: docker network 1s,soi chitiét: docker network inspect <tén> .
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Volumes — Luu trit bén (top-level)

Top-level volumes dinh nghia cac named volume; service réi mount ching. Day la cach dir liéu séng sét qua
nhirng [an container tao/xda.

Vi sao can volume — van dé goc

Filesystem cua container la tam thdi (ephemeral). X6a container = mat sach. Véi database, file nguoi dung
upload, cache... mat |a thdm hoa. Volume tach dir liéu ra mét vung do Docker quan ly, déc Idp vdi vong doi
container.

services:
db:
image: postgres
volumes:
- db_data:/var/lib/postgresql/data # mount named volume

volumes:
db_data: # khai bdo named volume (t6i gidn — Docker tu lo phdn con lai)

X6a va tao lai container db bao nhiéu [an, dir liéu trong db_data van con.

4

Named volume téi gian

volumes:
db_data:
cache_vol:

Chi can ghi tén |a da. Docker tao volume vé&i driver local , lvu & /var/lib/docker/volumes/
<project>_db_data/ trén host. Phan I&n nhu ciu dirng & day.

Named volume day du

volumes:
cache_vol:
driver: local
driver_opts:
type: none
labels:
com.example.role: '"cache"

Thuéc tinh Y nghia

driver Loai volume. local (mac dinh, trén host); plugin khac cho NFS, cloud, v.v.
driver_opts Tuy chon truyén cho driver — chd cau hinh bind/NFS (xem du&i)

labels Nhan metadata

name Dat tén that thy y (bd qua tién té project)
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Bind mot thu muc host thanh volume

volumes:
bind_vol:
driver: local
driver_opts:
type: none
o: bind
device: /data/app # thu muc thdt trén host

Cach nay bién mét thu muc host cu thé thanh "named volume". Khac véi bind mount truc ti€p ( . /local:/path
& cap service), cach nay quan ly tap trung & top-level va tai dung cho nhiéu service.

driver_opts Y nghia

type none cho bind, nfs cho NFS

o Tuy chon mount (vd bind , ho3c chudi option NFS)
device Pudng dan host hodc dia chi NFS export

Volume NFS — luu trén may chi mang

volumes:
nfs_vol:
driver: local
driver_opts:
type: nfs
0: "addr=10.0.0.10,rw,nfsvers=4"
device: ":/exported/path"

Cho phép volume nam trén mot NFS server trong mang, thay vi dia local. Hiru ich khi nhiéu host can chung dir
lieu, hodc muén luu trén NAS.

external = dl‘Jng volume co 55n

volumes:
legacy_data:
external: true
name: existing-volume

external: true ndi "volume ndy da tén tai, dirng tao méi". Compose chi gin vao. Quan trong dé bao vé dir
liéu: volume external khéng bi xéa khi docker compose down -v . Dung cho dit liéu quy do ngudi khac/quy trinh
khac tao.

B3y mat dir liéu: docker compose down -v x6a moi volume Compose quan ly. Néu volume DB khéng

phai external va 6ng 16 thém -v , dit liéu bay. Volume production quan trong nén can nhac dé external:

true |

Vong doi volume — khac han network

Hanh ddng Anh huéng volume

docker compose up Tao volume néu chua cé
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Hanh dong Anh huéng volume

docker compose down Giir volume (d{r liéu an toan)

docker compose down -v Xoa volume Compose quan ly (mat dir liéu!)
docker volume 1s Liét ké volume

docker volume rm <tén> Xéa thu cong

docker volume prune Don cac volume khéng ai dung

Diém khac network: down thudng khéng dung volume — Docker ¢6 tinh than trong véi dir liéu. Phai cha déong -
v mdi xda.

Backup volume — meo thuc té

Volume local n3m & /var/lib/docker/volumes/ . Cach backup gon la chay mét container tam mount ca
volume Ian thu muc host roi tar :

docker run --rm \
-v my-stack_db_data:/data \
-v $(pwd):/backup \
alpine tar czf /backup/db_backup.tar.gz -C /data .

Day la pattern chuan dé sao luu dir liéu trong volume ra file nén trén host.
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Configs & Secrets — Cau hinh va Bi
mat (top-level)

Hai top-level nay giai cing mot bai todan — "dwa dir liéu vao container duéi dang file" — nhung tach theo d6 nhay
cam: configs cho dirliéu thuong, secrets cho di liéu bi mdt.

configs (top-level) — dinh nghia file cau hinh

configs:
app_config:
file: ./config/app.conf # néi dung ldy tu file trén host

inline_config:
content: | # néi dung viét thdng trong compose
server.port=8080
server.host=0.0.0.0

external_config: )
external: true # dd ton tai san (Swarm), dung tao
name: prod_app_config

configs khai bao cac mau cau hinh dé service bom vao dudi dang file (qua key configs cap service da hoc &
chuong 5). Ba nguon ndi dung:

Nguoén Cu phap Khi nao

file file: ./app.conf Cau hinh n3m san trong repo

content content: \| ... C4u hinh ngan, mudn goi gon trong compose
external external: true Config da nap san vao Swarm/Docker

config vs bind mount file: déu cho file vao container. Khac biét: config dugc Docker qudn ly nhu déi
tuong — version dugc, phan phéi dugc qua nhiéu node trong Swarm, va content cho phép nhing thang
khong can file roi. Bind mount thi don gian, truc tiép, hop dev.

secrets (top-level) — dinh ngh"l'a bi mét

secrets:
db_password:
file: ./secrets/db_password.txt # doc tU file

api_key:
environment: API_KEY # doc tU bién méi trudng host

external_secret:

external: true # secret dd co trong Swarm
name: prod_db_password

secrets giong configs vé co ché (bom thanh file) nhung danh cho di liéu nhay cam va dugc mount vao /
run/secrets/<tén> — mot vung tmpfs (RAM), quyén han ché.

34



Configs & Secrets — C&u hinh va Bi mat (top-level)

Nguén Cu phap Ghi chu
file file: ./pw.txt Nguén phd bién nhat; file dirng commit 1én git
environment environment: API_KEY L3y tir env host — tién cho Cl bom secret qua bién
external external: true Secret quan ly b&i Swarm/orchestrator

Co ché triét ly: doc bi mat tu FILE

M@ hinh secret ctia Docker dua trén mét nguyén tac: app doc bi mat tir file, khdng tir bién méi trudng. Ly do:

Rui ro cia environment secrets (file) khac phuc

L6 qua docker inspect File khong hién trong inspect

L6 qua log/crash dump (in ca env) File khong bi in cung env

Tién trinh con thira ké hét env File chi ai doc ding dudng dan méi thay
Nam trong layer image (néu qua ARG) Mount ltc chay, khéng vao image

Nhiéu image chinh thirc hé trog hdu t6 _FILE ddng vi mé hinh nay:

services:
db:
image: postgres
environment:
POSTGRES_PASSWORD_FILE: /run/secrets/db_password # tro tdi FILE
secrets:
- db_password

secrets:

db_password:
file: ./secrets/db_password.txt

Postgres thay bién ... _FILE , tu doc ndi dung file d6 lam mat khau — mat kh3u that khéng bao gi& nam trong
bién moi truong.

Khac biét that giira ché dé thuong va Swarm
Can néi thing dé khoi ao tuong bao mat:

e Trong docker compose thudng (1 host), secret thuc chat duoc mount nhu mét file bind/tmpfs. N6 gon gang
va tdch biét hon env, nhung khéng cé ma hda khi luu (encryption at rest).

e Trong Docker Swarm, secret dugc ma hda trong Raft store, phan phéi an toan téi node, chi giai ma trong
RAM cuia container can. Day méi la bao mat "that".

Du vay, ngay ca & ché dé thudng, dung secrets van tét hon nhét mat khau vao environment vi tranh dugc
cac dudng ro qua inspect/log.

So sanh nhanh configs vs secrets

configs secrets
Muc dich D liéu cau hinh thudng Mat khau, token, key, chirng chi
Mount tai Pudng dan éng chi dinh /run/secrets/<tén> (m3c dinh)
Luu & dau Pia thuong tmpfs (RAM), quyén chat
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configs secrets
Nguon content inline Co Khong (chi file/env/external)
M3 hoéa (Swarm) Khéng Co

Quy tac vang vé secret

Khéng bao gi& commit file secret Ién git. Thém secrets/ va *.env vao .gitignore . Day ciing | diéu
development-rules 6ng dang theo nhan manh: khéng day théng tin nhay cdm (dotenv, API key, credential)
|én repo.
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Models & Al — Docker Model Runner,
Provider, Agents

Pay |13 phan mdi khién 6ng thac mac ban dau: "gi® c6 thém agents, model nira ha?". Chuong nay tach bach cai
nao la top-level object that ( models ), cdi nao la tooling xung quanh (agents, cagent, MCP).

Boi canh: Docker Model Runner

Docker nhirng nam gan day ddy manh Al. San pham 16i |3 Docker Model Runner — mét thanh phan chay LLM cuc
bd, phoi ra endpoint twong thich OpenAl. App clia 6ng tré vao endpoint dé nhu goi OpenAl, nhung model chay
trén may éng, mién phi, riéng tu.

Khai niém Giai thich
Docker Model B6 may chay LLM local, expose APl OpenAl-compatible. Trén Mac Apple Silicon dung GPU qua Metal
Runner

OCI model artifact Model dugc déng goi & phan phéi nhu image, kéo tir Docker Hub namespace ai/ (vd ai/smollm2 ,
ai/llama3.2)

docker model Lénh CLI méi: docker model pull/run/ls/rm —y hét thao tac véi image nhung cho model

Lénh CLI co ban:

docker model pull ai/smollm2 # kéo model vé
docker model run ai/smollm2 # chay thu tuong tdc
docker model 1s # 1iét ké model dd co
docker model rm ai/smollm2 # xoa

nodels (top-level) — object Al mai

Day chinh |a top-level object md&i, ngang hang services / volumes / networks .

models:
smollm:
model: ai/smollm2 # bat budc: tén OCI artifact
context_size: 8192 # cla sé ngd cdnh (sé token)
runtime_flags: # cd truyén cho engine suy ludn
- "——no-prefill-assistant"
1lama:

model: ai/1llama3.2:1B-Q4_0 # pin tag + mUc lugng t0 héa cu thé

Thudc tinh Y nghia
model (Bat budc) Tham chiéu OCI artifact ctia model, dang ai/<tén>[:tag]
context_size Kich thuéc context window — bao nhiéu token model "nhé" dugc méi lan
runtime_flags C& dong 1énh truyén thang cho engine inference (llama.cpp...)
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Luong tir hda (quantization): tag kiéu 1B-Q4_0 nghia [d model 1 ti tham s&, nén xuéng 4-bit. Cang nén
(Q4 < Q8) thi nhe & nhanh hon nhung gidm chit chat luvgng. Chon theo RAM/CPU may 6ng.

Service tiéu thu model — 2 cach tham chiéu

Service thudng (app chat) khai né ding model nao qua key models cap service:

Cach 1 — short (chi liét ké tén):

services:
chat-app:
image: my-chat
models:
- smollm

Céch 2 — long (Compose tu inject bi€n mdi truéng):

services:
chat-app:
image: my-chat
models:
smollm:
endpoint_var: OPENAI_BASE_URL # tén bién chua URL endpoint
model_var: OPENAI_MODEL # tén bién chua tén model

Cach 2 manh hon: Compose tu dat vao container hai bién méi trwdng — moét chira URL endpoint (dang
http:// ... //engines/vl , OpenAl-compatible), mét chira tén model dé goi API. App chi viéc doc bién va goi
nhu goi OpenAl.

Con key Y nghia
endpoint_var Tén bién méi trudng Compose sé dién URL clia Model Runner vao
model_var Tén bién moi truong Compose sé dién tén model vao

srovicer — cach KHAC khai model trong services

services:
model-runner:
provider:
type: model
options:
model: ai/smollm2

provider |2 mét kiéu service ddic biét: né khéng phai container thudng ma 1a diém Gy quyén cho mot capability
bén ngoai. V&i type: model , Compose giao viéc cho Docker Model Runner. Service khac cé thé depends_on
no.

Con key Y nghia
type Loai provider — model cho Model Runner
options Tuy chon cho provider; véi model: model , context-size , runtime-flags ..

models (top-level) vs provider (service): cing kich hoat Model Runner nhung goc nhin khac. models
14 tai nguyén tach riéng, nhiéu service share dugc — gon khi nhiéu app dung chung model. provider dat
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model nhu mét service trong d6 thi phu thuéc — tién khi muén depends_on rd rang. Chon 1 trong 2 tly
phong cach.

"Agents" — lam r6: KHONG phai top-level object
Day 13 diém dé hiéu [am. Khac véi models , khéng cé top-level agents: ngang hang services . "Agent" trong
hé Docker Al la:

Thanh phan Ban chat

Agent (khai niém) Thuong la mot service app (nhuw chat-app & trén) = code + model + cong cu (tools). N6 la service
binh thuong, khong phai tir khéa Compose

cagent Cong cu riéng ctia Docker dé build/chay agent. Mét file YAML khai bao agent (model, huéng dan,
tools/MCP) chay bing binary cagent déc lap — nim NGOAI compose

MCP (Model Context ~ Giao thirc chudn dé€ agent goi "tools" (web search, doc file, goi API). Docker c6 MCP Toolkit / MCP
Protocol) Gateway dong géi tool dudi dang container

Vay nén khi nghe "Docker c6 agents", hi€u dung la: Docker cung cap hé sinh thdi cong cu (cagent + MCP Toolkit +
Model Runner) dé xay agent — chir khdng phai thém mét block agents: vao compose.yaml .

cagent — pPhac qua (ngoai pham vi Compose)
Dé hinh dung, file cagent tréng nhu sau (KHONG phai compose.yaml):

# agent.yaml — chay bdng: cagent run agent.yaml

agents:
root:
model: openai/gpt-40 # hodc model local qua Model Runner
instruction: "Ban 1a trgd 1y DevOps."
toolsets:

- type: mcp # nbéi tdi MCP server 1ldy tools
ref: docker:duckduckgo

Diém can nhé: ct phap nay thudc cagent, khdng trdn vao compose.yaml . Néu ng chi can chay app diing LLM,
thi models trong compose la di; con mudn xdy con agent tu ra quyét dinh + goi tool, mé&i can tdi cagent.

Ban d6 nhanh hé Al cia Docker

Muén lam Dung

Chay LLM local cho app models (top-level) + Model Runner
Khai model nhu service c¢6 phu thudc provider: {type: model}
Kéo/chay/x6a model bang tay docker model

Xay agent tu hanh (tools, reasoning) cagent (binary riéng)

Cap tool cho agent (search, API...) MCP Toolkit / MCP Gateway

40



CLI — Lénh & Workflow thuc té

11

CLI — Lénh & Workflow thuc té

Biét cii phap file chua da; phai biét Idi né. Chuong nay gom cac [énh docker compose hay dung va mach lam
viéc thuc té.

n Y . om ~ ~n
Léenh vong doi cot loi
docker compose up -d # dung & chay nén (detached)
docker compose down # dung & xéa container + network
docker compose down -v # X0A luén volume (mdt di liéu!)

docker compose restart # khdi doéng lai cdc service
docker compose stop # dung nhung gi0U container
docker compose start # chay lai container dd stop
Lénh Tac dung Luuy
up Tao + chay. -d chaynén, --build build trudc, --watch bathot- = Lénh dung nhiéu nhat
reload
down Ha stack. Mac dinh gilr volume Thém -v mdi xéa volume
stop / Tam dirng/chay lai, khéng xéa container Khac down & chd gir
start container
restart stop roi start Khéng nap lai file YAML da déi

restart khéng doc lai file YAML. Néu 6ng sira  compose.yaml roi restart ,thay d6i khéng ap dung.
Phai up -d lai (Compose tu tao lai container ndo déi ciu hinh).

Build va image

docker compose build

docker compose build --no-cache
docker compose up -d --build
docker compose pull

docker compose push

build moi service co build:
build sach, bd cache

build réi up mét phdt

kéo image mdi nhdt tu registry
ddy image dd build 1én registry

HHRIRRER

Quan sat va go loi

docker compose ps

docker compose ps -a

docker compose logs -f

docker compose logs -f web

docker compose logs —--tail=100 web
docker compose top

docker compose events

container dang chay + trang thdi
cd container dd dung

log realtime toan stack

log riéng service web

H R R R

tién trinh trong cdc container
ludng sv kién realtime

B

Lénh Khi nao dung
ps Kiém tra service nao chay/chét/healthy

logs -f Theo déi log dé debug. -f = follow (realtime)
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Lénh Khi nao dung
config Validate + xem file da merge — luén dung khi nghi ct phdp
top Xem tién trinh bén trong container

exee V@ run. — Chay lIénh trong container

docker compose exec web sh # mé shell trong container web DANG chay

docker compose exec db psql -U app appdb # g6 psql thdng vc‘go db
docker compose run --rm web npm test # tao container MOI tam d€ chay 1 1énh

Lénh Khac biét
exec Chay I&nh trong container dang chay sdn. Dung dé vao shell, soi, thao tac néng
run Tao container méi (one-off) dé chay mét tac vu réi x6a ( ——rm ). Hop migration, test, script

config — VU khi debug s6 mot

docker compose config # in file dd gdp & validate
docker compose config --services # liét ké tén service
docker compose config --volumes # Lliét ké volume

config parse toan bo (gdp override, include, ndi suy bi€n, m& anchor) réi in ra YAML cuéi cting. Khi "sao no
khong nhan bién cua t6i?", "anchor merge ding chua?", "include vao chua?" — config tra i ngay. Néu file sai

cl phap, né bao 16i tai day thay vi lac up .

Profiles — bat nhom service

docker compose —-profile dev up -d # bdt profile "dev"
docker compose --profile dev --profile debug up
COMPOSE_PROFILES=dev,debug docker compose up # qua bién méi trudng

Service khong gan profiles ludn chay. Service gan profile chi chay khi profile dé duoc bat. Cach gom cac
service phu trg (seeder, monitoring, debug) tach khéi luéng chinh.

Watch — vong lap dev hién dai

docker compose up --watch # up + theo déi file (cdn khai develop.watch)
docker compose watch # chi chay ché d6 watch

Két hop vai khoi develop.watch (chuong 6): sira code — tu sync / rebuild / restart . Gan nhu live-reload

ma khoéng roi Docker.

Scale — nhan ban service

docker compose up -d --scale api=3 # chay 3 bdn api

--scale nhan s6 container ctia mét service. Diéu kién: service dé khdng duoc dit container_name (tén co
dinh thi khéng nhan dugc), va ports nén dé Docker tu cap céng host (hodc dling reverse proxy phia truéc).
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Mach lam viéc di€n hinh

Mot vong phat trién thudng gap:

# 1. Kiém tra cU phdp trudc
docker compose config

# 2. Dung stack, build néu cdn
docker compose up -d —-build

# 3. Theo ddi log xem c6 16i khdi ddng
docker compose logs -f

# 4. Vao container thao tdc/migration
docker compose exec api npm run migrate

# 5. SUa code vdi hot-reload
docker compose up --watch

# 6. Xong viéc, ha stack (gi0 do 1iéu)
docker compose down

Nhiéu file — tach dev/prod
docker compose -f compose.yaml -f compose.prod.yaml up -d

Compose gop cac file -f theo thir tu, file sau deé file truéc. Pattern phé bién: compose.yaml (ciu hinh chung) +

compose.override.yaml (tu nap, cho dev)+ compose.prod.yaml (chi dinh danh khi deploy). Nh& vay mot bo
dinh nghia phuc vu nhiéu moéi truong.

File Vai tro
compose.yaml Dinh nghia nén tang, chung moi moi truong
compose.override.yaml Tu dong merge — dat cau hinh dev & day
compose.prod.yaml Cau hinh production, chi nap khi -f ro rang
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Cheatsheel & Tong két

Chuong tra clru nhanh: ban d6 toan canh, bang "key nay thudc dau", cac bay hay gip, va mini-template dé copy.

So do quan hé cac top-level object

compose.yaml

!

services
(container)

dog file
networks volumes configs secrets models
(mang) (luu trir) (cau hinh) (bi mat) (Al — MQOI)

Y tudng cot 16i: cac top-level dinh nghia tdi nguyén; services tiéu thu chiing bang cach tham chiéu tén.

Bang "thudc tinh nay nam & dau"

Thuéc tinh Cap service Cap top-level Ghi chu
image / build — Ngudn image
ports / expose - M@ céng
environment / env_file - Bién méi truding
volumes (mount) (dinh nghia) Hai cap khac nhau!
networks (join) (dinh nghia) Hai cap khac nhau!
configs (dung) (dinh nghta) Hai cap khac nhau!
secrets (dung) (dinh nghia) Hai cap khac nhau!
models (dung) (dinh nghta) Méi — hai cap
depends_on / healthcheck — Thir tu & strc khée
deploy — Chu y&u Swarm
develop.watch - Hot-reload

Quy luat chung: volumes , networks , configs , secrets , models déu xuat hién haildn — mot [an &
top-level d€ dinh nghia, mot [an trong service dé dung. Dirng nham hai vai nay.
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Object Cé tu Ban chat
services Ludn cé Container — 16i
networks Ca Mang ao
volumes Ci Luu trir bén
configs Ci (phé bién qua Swarm) File cu hinh
secrets Ca D liéu nhay cam
models Méi (ky nguyén Al) LLM qua Model Runner
provider MG&i (cap service) Uy quyén capability (vd model)
agents / cagent M&i — ngoai compose Tooling agent riéng, khong phai top-level

Top 10 bay nguoi moi

# Bay

1 Conviét version:

2 Dung tab thut [é YAML

3 Do nguoc ports (host:container)
4 Tudng depends_on doi "sin sang"
5 M3t dir liéuvi down -v

Quén max-size logging
Nhét mat khiu vao environment

restart khong nap lai YAML

NV 0 N O

10  Commit file secret/.env |én git

Dat container_name r6i mudn scale

Céch tranh

Bo di, da obsolete

Chi duing dau cach

Trai = host, phai = container

Can condition: service_healthy + healthcheck
Volume quy dé external: true

Ludn gidi han kéo day dia

Dung secrets + _FILE

Stra file thi up -d lai

Bo tén c6 dinh méi —-scale dugc

Chovao .gitignore

Mini-template chay duoc ngay

name: demo

services:
web:

build: ./web
ports:

- "8080:80"
depends_on:

api:

condition: service_healthy

networks: [frontend, backend]
restart: unless-stopped

api:
image: my-api:latest
environment:
DB_HOST: db
secrets:
- db_password
networks: [backend]
healthcheck:
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test: ["CMD", "curl", "-f", "http://localhost:8080/health"]
interval: 10s
retries: 3
db:

image: postgres:lé6-alpine

environment:
POSTGRES_PASSWORD_FILE: /run/secrets/db_password

volumes:
- db_data:/var/lib/postgresql/data

secrets:

- db_password
networks: [backend]

networks:
frontend:
backend:
internal: true # db tdch khéi internet

volumes:
db_data:

secrets:
db_password:
file: ./secrets/db_password.txt

Stack nay géi gan hét bai hoc: build, ports, depends_on cé diéu kién, healthcheck, hai mang (mét mang néi boé
kin), volume bén, va mat kh3u qua secret + _FILE .

Lo trinh on tap goi y

1. Tuan 1 — Dung dugc stack 2 service (web + db) v&i volume + network mac dinh. Thuéc up/down/ps/logs .
2.Tudn 2 — Thém healthcheck + depends_on: service_healthy , env_file, .env ndisuy bién.
3.Tudn 3 — secrets + _FILE ,mang internal, gidi han tai nguyén, profiles .

4. Tudn 4 — develop.watch cho dev, nhiéu file -f cho dev/prod, thlr models chay LLM local.

N r Y 2 = 2
Cau hoi con mo (tu kiém tra)
e Khac nhau thuc chat giira secrets & ché& dé Compose thudng vs Swarm 13 gi? (Goi y: ma hoa at-rest)

e Khi nao chon models top-level, khi nao chon provider ?

e extends va YAML anchor — cdi nao merge "thong minh" hon, vi sao?

¥

N3m dugc ba cau nay tic 1 6ng da di qua mirc "biét cii phap" sang "hiéu vi sao". Chuic 6n tap t6t! <
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